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ABSTRACT:

Video data hiding is still an important research topic
due to the design complexities involved. We propose
a new video data hiding method that makes use of era-
sure correction capability of Repeat Accumulate codes
and superiority of Forbidden Zone Data Hiding. Selec-
tive embedding is utilized in the proposed method to
determine host signal samples suitable for data hiding.
This method also contains a temporal synchronization
scheme in order to withstand frame drop and insert
attacks. The proposed framework is tested by typical
broadcast material against MPEG-2, H.264 compres-
sion, frame-rate conversion attacks, as well as other
well-known video data hiding methods. The decoding
error values are reported for typical system param-
eters. The simulation results indicate that the frame-
work can be successfully utilized in video data hiding
applications.

Index Terms:

Data hiding, digital watermarking, forbidden zone data
hiding, quantization index modulation, repeat accu-
mulate codes, selective embedding.

Introduction:

Data hiding is the process of embedding information
into a host medium. In general, visual and arual media
are preferred due to their wide presence and the toler-
ance of human perceptual systems involved. Although
the general structure of data hiding process does not
depend on the host media type, the methods vary de-
pending on the nature of such media. For instance,
image and video data hiding share many common
points; however video data hiding necessitates more
complex designs as a result of the additional temporal
dimension.
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Therefore, video data hiding continues to constitute an
active research area. Data hiding in video sequences is
performed in two major ways: bitstream-level and da-
ta-level. In bitstream-level, the redundancies within the
current compression standards are exploited. Typical-
ly, encoders have various options during encoding and
this freedom of selection is suitable for manipulation
with the aim of data hiding. However, these methods
highly rely on the structure of the bitstream; hence,
they are quite fragile, in the sense that in many cases
they cannot survive any format conversion or transcod-
ing, even without any significant loss of perceptual
quality. As a result, this type of data hiding methods
is generally proposed for fragile applications, such as
authentication. On the other hand, data-level methods
are more robust to attacks.

Therefore, they are suitable for a broader range of ap-
plications. Despite their fragility, the bitstream-based
methods are still attractive for data hiding applica-
tions. For instance, in the redundancy in block size se-
lection of H.264 encoding is exploited for hiding data.
In another approach ,the quantization parameter and
DCT (Discrete Cosine Transform) coefficients are al-
tered in the bitstream-level. However, most of the
video data hiding methods utilize uncompressed video
data. Sarkar et. al. proposes a high volume transform
domain data hiding in MPEG-2 videos. They apply QIM
to low-frequency DCT coefficients and adapt the quan-
tization parameter based on MPEG-2 parameters. Fur-
thermore, they vary the embedding rate depending on
the type of the frame. As a result, insertions and era-
sures occur at the decoder, which causes desynchro-
nization. They utilize Repeat Accumulate (RA) codes
in order to withstand erasures. Since they adapt the
parameters according to type of frame, each frame is
processed separately RA codes are already applied in
image data hiding.
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In [3], adaptive block selection results in de-synchro-
nization and they utilize RA codes to handle erasures.
Insertions and erasures can be also handled by convo-
lutional codes as in [4]. The authors use convolutional
codes at embedder. However, the burden is placed
on the decoder. Multiple parallel Viterbi decoders are
used to correct desynchronization errors. However,
it is observed that such a scheme is successful when
the number of selected host signal samples is much
less than the total number of host signal samples. In
[5], 3-D DWT domain is used to hide data. They use LL
subband coefficients and do not perform any adaptive
selection. Therefore, they do not use error correction
codes robust to erasures. Instead, they use BCH code
to increase error correction capability.

The authors perform 3D interleaving in order to get rid
of local burst of errors. Additionally, they propose a
temporal synchronization technique to cope with tem-
poral attacks, such as frame drop, insert and repeat.
In this paper, we propose a new block-based selective
embedding type data hiding framework that encapsu-
lates Forbidden Zone Data Hiding (FZDH) [8] and RA
codes in accordance with an additional temporal syn-
chronization mechanism. FZDH is a practical data hiding
method, which is shown to be superior to the conven-
tional Quantization Index Modulation (QIM) .RA codes
are already used in image and video data hiding due to
their robustness against erasures. This robustness al-
lows handling desynchronization between embedder
and decoder that occurs as a result of the differences
in the selected coefficients.

In order to incorporate frame synchronization mark-
ers, we partition the blocks into two groups. One
group is used for frame marker embedding and the
other is used for message bits. By means of simple
rules applied to the frame markers, we introduce cer-
tain level of robustness against frame drop, repeat and
insert attacks. We utilize systematic RA codes to en-
code message bits and frame marker bits. Each bit is
associated with a block residing in a group of frames.
Random interleaving is performed spatio-temporally;
hence, dependency to local characteristics is reduced.
Host signal coefficients used for data hiding are select-
ed at four stages. First, frame selection is performed.
Frames with sufficient number of blocks are selected.
Next, only some predetermined low frequency DCT co-
efficients are permitted to hide data.
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Then the average energy of the block is expected to
be greater than a predetermined threshold. In the fi-
nal stage, the energy of each coefficient is compared
against another threshold. The unselected blocks are
labeled as erasures and they are not processed. For
each selected block, there exists variable number of
coefficients. These coefficients are used to embed and
decode single message bit by employing multi-dimen-
sional form of FZDH that uses cubic lattice as its base
quantizer.

EXISTING SYSTEM:

*In special domain, the hiding process such as least
significant bit(LSB) replacement, is done in special do-
main, while transform domain methods; hide data in
another domain such as wavelet domain.

e Least significant bit (LSB) is the simplest form of Ste-
ganography. LSB is based on inserting data in the least
significant bit of pixels, which lead to a slight change
on the cover image that is not noticeable to human
eye. Since this method can be easily cracked, it is more
vulnerable to attacks.

*LSB method has intense affects on the statistical in-
formation of image like histogram. Attackers could
be aware of a hidden communication by just checking
the Histogram of an image. A good solution to elimi-
nate this defect was LSB matching. LSB-Matching was
a great step forward in Steganography methods and
many others get ideas from it.

PROPOSED SYSTEM:

e Data hiding in video sequences is performed in two
major ways: bit stream-level and data-level.

e In this paper, we propose a new block-based selec-
tive embedding type data hiding framework that en-
capsulates Forbidden Zone Data Hiding (FZDH).

* By means of simple rules applied to the frame mark-

ers, we introduce certain level of robustness against
frame drop, repeat and insert attacks.

ADVANTAGES:

1.User cannot find the original data.
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2.1t is not easily cracked.
3.To increase the Security .
4.To increase the size of stored data.

5.We can hide more than one bit.

IMPLEMENTATION:

Implementation is the stage of the project when the
theoretical design is turned out into a working system.
Thus it can be considered to be the most critical stage
in achieving a successful new system and in giving the
user, confidence that the new system will work and be
effective.The implementation stage involves careful
planning, investigation of the existing system and it’s
constraints on implementation, designing of methods
to achieve changeover and evaluation of changeover
methods.

Main Modules:-
MODULES:

e Input Module :

¢ ENCRYPTION MODULE
¢ DECRYPTION MODULE
*DES

e Triple DES

*RSA

Modules Description:
Input Module:

The Input Module is designed as such a way that the
proposed system must be capable of handling any type
of data formats, such as if the user wishes to hide any
image format then it must be compatible with all usual
image formats such as jpg, gif, bmp, it must be also
compatible with video formats such as .avi, .flv, .wmf
etc.. And also it must be compatible with various docu-
ment formats, so that the user can be able to user any
formats to hide the secret data.
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Encryption Module:

In Encryption module, it consists of Key file part, where
key file can be specified with the password as a special
security in it. Then the user can type the data or else
can upload the data also though the browse button,
whenitis clicked the open file dialog box is opened and
where the user can select the secret message. Then the
user can select the image or video file through another
open file dialog box which is opened when the cover
file button is clicked. Where the user can select the
cover file and then the Hide button is clicked so that
the secret data or message is hidden in cover file using
Forbidden Zone Data Hiding Technique.

Decryption Module:

This module is the opposite as such as Encryption mod-
ule where the Key file should be also specified same
as that of encryption part. Then the user should select
the encrypted cover file and then should select the ex-
tract button so that the hidden message is displayed
in the text area specified in the application or else it is
extracted to the place where the user specifies it.

DES:

This module consists of same as Encryption and De-
cryption part using DES algorithm. The Data Encryp-
tion Standard (DES) is a block cipher that uses shared
secret encryption.

Triple DES:

This module consists of same as Encryption and De-
cryption part using Triple DES algorithm. Triple DES is
the common name for the Triple Data Encryption Algo-
rithm (TDEA or Triple DEA) block cipher, which applies
the Data Encryption Standard (DES) cipher algorithm
three times to each data block.

RSA:

This module consists of same as Encryption and Decryp-
tion part using RSA algorithm. RSA is the first algorithm
known to be suitable for signing as well as encryption,
and was one of the first great advances in public key

cryptography.
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RSA is widely used in electronic commerce protocols,
and is believed to be sufficiently secure given suffi-
ciently long keys and the use of up-to-date implemen-
tations.

Module 1/O:
Module Input:

We give original content as input with watermark data
embedding. We view flipping an edge pixel in binary
images as shifting the edge location one pixel horizon-
tally and vertically.

Module Output:

The output of the project is we reconstruct the pixel
horizontally and vertically .we can see the original wa-
termarked data and embedding content.

CONCLUSION:

In this paper, we propose a new video data hiding
framework that makes use of erasure correction capa-
bility of RA codes and superiority of FZDH. The method
is also robust to frame manipulation attacks via frame
synchronization markers. First, we compare FZDH
and QIM as the data hiding method of the proposed
framework. We observe that FZDH is superior to QIM,
especially for low embedding distortion levels. The
framework is tested with MPEG-2, H.264 compression,
scaling and frame-rate conversion attacks. Typical sys-
tem parameters are reported for error-free decoding.

The results indicate that the framework can be suc-
cessfully utilized in video data hiding applications. For
instance, Tardos fingerprinting [18], which is a random-
ized construction of binary fingerprint codes that are
optimal against collusion attack, can be employed
within the proposed framework with the following set-
tings. The length of the Tardos fingerprint is In where A
is a function of false positive probability false negative
probability, and maximum size of colluder coalitionThe
minimum segment duration required for Tardos finger-
printing at different operating conditions are given in
Table VI. We also compared the proposed framework
against the canonical watermarking method, JAWS,
and a more recent quantization based method.
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The results indicate a significant superiority over JAWS
and a comparable performance with The experiments
also shed light on possible improvements on the pro-
posed method. Firstly, the framework involves a num-
ber of thresholds (To, T1,and T2), which are determined
manually.

The range of these thresholds can be analyzed by using
a training set. Then some heuristics can be deduced for
proper selection of these threshold values. Additional-
ly, incorporation of Human Visual System based spatio-
temporally adaptation of data hiding method param-
eters as in remains as a future dire.
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