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ABSTRACT

Trust management is the important obstacles to the
adoption and growth of Cloud Computing. Although
many answers have been provided recently in
managing trust feedbacks in a cloud environment. In
increase, managing trust feedbacks in cloud
environments are a hard case because many numbers
of cloud environment, consumers and the highly
dynamic, broadcast and non-crystalline nature of cloud
services leads to the many challenging topics such as
secrecy, security and accessibility. The trust
management  framework presents a lot of
functionalities to deploy Trust as a Service (TaaS),
which includes

i) A novel protocol to test the credibility of trust
feedbacks and privacy of guests.

i) Adoption and credibility model to assess the
credibility of trust feedbacks to secure cloud services
from malicious clients and to analyze the dependability
of cloud services.

iii) An availability model to confirm the availability of
the decentralized access of the trust management of
cloud environment.

I. INTRODUCTION

Trust management is based on feedbacks collected from
users’ feedback which is a good output to assess the
overall trustworthiness of cloud environment. Cloud
computing consists of hardware and software resources
made available on the Internet as managed by third-party
services. In this paper, we implement The Trust as a
Service (TaaS) framework. This fabric serves to
distinguish

Among the credible and the malicious trust feedbacks.
The characteristics of the TaaS framework are:
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i) A Credibility Model:

This example not only identifies misleading trust
feedbacks from collusion attacks but also detects Sybil
attacks.

ii) Distributed Trust Feedback Approval and
Storage:
To eliminate the disadvantage of centralized

architectures, our trust management service allows trust
feedback approval and storage to be maintained
distributively.

I1. SYSTEM DESIGN

This consists of three different layers, namely the Cloud
Service Provider Layer, Service Consumer Layer and
Trust Management Service Layer.

Cloud Service Provider Layer:

This layer consists of different cloud service providers
such as laaS (Infrastructure as a Service), PaaS (Platform
as a Service), and SaaS (Software as a Service).These
cloud services are accessible through Web portals and
indexed on Web search engines such as Google, Yahoo,
and Baidu .Interactions for this layer are considered as
cloud service interaction with users” TMS and cloud
services advertisements where providers are able to
advertise their services on the web.

The Trust Management Service Layer:

This layer consists of different distributed Trust
Management Service links which are uploaded in
different cloud environment services in different wild
Areas. These links interact with users and supply their
feedback.This layer communicate with:

i) Cloud service interaction with cloud service
providers.

ii) Service advertisement to promote the trust as a
serving to users through the Internet.

April 2017

www.ijmetmr.com

Page 544



ISSN No: 2348-4843

Technology, Management and Research

A Peer Reviewed Open Access International Journal

iii) Cloud service discovery through the Internet to
permit users to access the trust of new cloud services.

iv) Zero-Knowledge Credibility Proof Protocol (ZKC2P)
interactions, enabling TMS to customer’s feedback.

The Cloud Service Consumer Layer:

Finally, this layer consists of different users who use
cloud services. For instance, a new startup that has
limited funding can consume cloud services.

Interactions for this layer include:

Service discovery where users are able to find out new
cloud services and other services through the Internet,
Faith and service interactions where users are able
making their feedback or call back the trust results of a
particular cloud service.

Registration where users build their identity through
registering their credentials in 1dM before using TMS.

Cloud Service Provider Layer Legend
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Fig.1. Architecture of the Cloud Armor Trust
Management

I11. DATA FLOW DIAGRAM
If user’s wants to access cloud services they need to be
registered and login into a cloud service.

After the login users will get three services: Cloud
Provider Service, Identity Management Service and
Trust Management Service along with the user’s Service.
i) The Cloud Services Provider which provides added the
service, service list, access list, update rate to the cloud
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ii) The Identity Management Service interacts with TMS
layer and Consumer layer and handles the user’s details,
attacker’s (sybill and collusion attack).

iii) The Trust Management Service interacts with
consumer service, ldm service and cloud provider
services. This service manages user details, service
details, feedback, publish and revoke the details.

iv) Finally, User Serviceable view profile, search the
adds, purchase and give the feedback about the service.
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Fig 2.Data Flow Diagram

V. SEQUENCE DIAGRAM

The user registration details are stored in cloud database
and the cloud manages the service such as add the
services show the service list and update the rate for
service these are all data stored in the cloud database.
The 1dM service manages the user details and attacker
details and the information is stored in cloud database.

i

Fu b Bab, Baweda

o x B v Bearnm lm

Sl Bearun B

Smrwreca Limk

Fig 3.Sequence Diagram
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CONCLUSION

The highly dynamic, distributed and nontransparent
nature of cloud services, managing and building trust
between cloud service users and cloud services remains a
substantial challenge. Cloud service user feedback is an
honest beginning to evaluate the overall trustworthiness
of cloud services. In this paper, we have proposed novel
techniques that assist in detecting reputation based
attacks and letting users to effectively identify
trustworthy cloud services. In particular, we present a
credibility model that not only identifies misleading
trust feedbacks from collusion attacks, but also detects
Sybil attacks, no matter where these attacks take place in
a long or short period of time. We also build up an
availability model that holds the trust management
service at a desired point. We have accumulated a great
act of consumer trust feedbacks given on real-world
cloud services to evaluate our proposed techniques.
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