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ABSTRACT:

This paper describes a high-performance reconfigurable
hardware implementation of the new Data Encryption
Standard (DES) based on variable time data permuta-
tion. The permutation choice is variable with time. For
the same data and key, the ciphered data is varied with
time, so the security of the algorithm is increased. We
have used the pipelining concept in our design. Our DES
is implemented on Xilinx Spartan-3e (XC3s500e). Final
16-stage pipelined design is achieved with data rate of
7.98 Gbps and 2062 CLB slices. The proposed design is
more secure and among the fastest hardware implementa-
tions with better area utilization.

Index Terms:

Data Encryption Standard (DES) Algorithm, Field Pro-
grammable Gate Arrays (FPGA), Pipelining, Variable
Time Data Permutation.

INTRODUCTION:

The Data Encryption Standard (DES) [1],[2] was pub-
lished by the United States national bureau standards
(NBS) in January 1977. It has been used by United States
federal agencies since 1977. The Data Encryption Stan-
dard (DES) is a block cipher which encrypts data in 64
bits by using 56 bits key. Because of small key size, ap-
plications of DES are limited. So we have to increase the
security of the algorithm. In order to increase the security
of DES, The Data Encryption Standard (DES) Based on
Variable Time Data Permutation [3] has been proposed.
The proposed scheme uses a permutation box that con-
tains several data permutations to be selected. Every time,
a different permutation is selected. This is leads to that
the same plain text is ciphered to different ciphered texts
by time. As we can see, it is very difficult to hack into the
new DES because of it’s dynamic behavior.
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This paper describes the hardware implementation of
16- stage pipelined DES Based on Variable Time Data
Permutation. It allows 16 data blocks to be processed si-
multaneously resulting in an impressive gain in speed. We
implemented the design on Xilinx Spartan FPGA technol-
ogy. FPGAs are a rapidly class of electronic components.
They can be reprogrammed an unlimited number of times
and also offer a low cost design. They offer high speed
similar to VLSI(very large scale integrated circuit) and
high flexibility similar to software, so they can be used
in innovative designs. Section II describes the DES al-
gorithm. DES Based on Variable Time Data Permutation
[3] is presented in section III. Pipelining the new DES
is described in section IV. Section V gives implementa-
tion summary. Section VI compares the achieved results
with the previous DES implementations. The conclusion
is given in Section VII.

Existing System:

DES is a block cipher, which takes 64-bit input and 64-bit
key. A 64-bit output is produced as shown in figure (1).
The effective key length is 56 bits because 8 bits are used
as parity checking bits. The DES algorithm consists of 16
rounds as shown in figure (2). Data is 64-bit firstly permu-
tated and then divided to 32 bits right (R) and left (L). It
is processed through DES function as shown in Figure (3)
which 32 right bits are expanded to 48 bits to be processed
through XOR function with the round key. The XOR out-
put is converted from 48 bits to 32 bits through substitu-
tion boxes (S boxes). The S boxes output is XORed with
the 32 bits left and the output is the right to the next round.
The right bits of the previous round is the left of the next
round as illustrated by the following formula:
L,=R_, .R=L_ ®FR_K)

There are 16 round keys that are generated from the main
key. Each round has it’s sub generated key from the main
key. Figure (4) shows the sequence of generating the 16
sub keys.
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The main key is firstly permutated and then will be shifted
according to the round number. The round number indi-
cates the shift bits. After that, the output is permutated by
the second permutation

Input(64) Output(64)
—F DES —
Key(64)

Figure (1): Block diagram of DES
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Figure (4): Sub key gencration

ITII.DES BASED ON VARIABLE TIME DATA
PERMUTATION:

According to Figure (2), it is clear that this algorithm can
be attacked by any method of cryptanalysis linear [4], dif-
ferential [5], and brute force attack [6]. In order to make
the DES algorithm more secure, the new DES [3] shown
in Figure (5) has been developed.
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Figuse (5): New DES

Proposed System:

The proposed scheme has a permutation box that contains
several permutations in order to be used periodically with
time. In this scheme, the synchronization between sender
and receiver will be based on timer. While sender starts
transmission, the timer will be on in both sender and re-
ceiver. The proposed scheme changes the permutation of
data periodically using a timer control as shown in Figure
(6). At the beginning of transmission, sender and receiver
timers will be on and for every timer value, the permuta-

tion is selected
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Figure (6): Permutation variation with time

In order to avoid the disadvantages of the synchronization
between the sender and receiver, we can transmit an ad-
ditional data with the ciphered data to indicate the timer
value to guide receiver to choose the correct permutation
from its permutation box. This behavior increases the size
of transmitted bits, but it enhances the algorithm. Sender
has a permutation box that periodically selects a permuta-
tion from it. Also, the receiver has the same permutation
box. The sender and receiver are connected to have the
same permutation at any specific time. For any hackers
behave, linear [4], differential [5], and brute force [6], de-
tecting the algorithm will be very difficult, because the
same plaintext is ciphered to different forms as a function
of time. In our design, we use six different permutations.
Flow chart shown in figure(7) introduces the method of
changing the data permutation with time. Every time, the
program checks the timer value. According to the timer
value, the permutation is selected from the permutation
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Figure (7): Flow chart of data permutation

d

PIPELINING DES BASED ON VARIABLE
TIME DATA PERMUTATION

Pipelining is used in large designs for maximum through-
put. The beauty of a pipelined design is that new data can
begin processing before the prior data has finished. The
nature of new DES [3] makes it ideally suited to pipelin-
ing that can be 4, 6, 8, 16 stages. Our implementation is
16-stage pipelined design as shown in figure (8).
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FPGA implementation of the new DES [3] was accom-
plished on a Spartan-3e XC3s500e-4fg320 using Xilinx
Foundation Series F9.1i as synthesis tool. The design was
coded using VHDL language. It occupied 2062(44%)
CLB slices, 1004 (10%) slice flip flops and 197(84%)
I/0s. The design achieves a frequency of 124.73 MHz.
It takes 16 clock cycle latency first time only and then
encrypts one data block (64-bit) per clock cycle. This is
leads to that the throughput = (124.73*64) =7.98 Gbps.
Full design schematic and simulation window are shown
in figure (9) and figure (10)

VI.PERFORMANCE COMPARISON

Table (1) shows the performance figures for some DES
hardware implementations. Our achieved results are com-
petitive with the existing implementations. Several FPGA
implementations of DES have been reported in the com-
parison achieving throughput ranges from 26 to 10752
Mbps using different design strategies.
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A Java-based (Jbits) DES implementation [7] is the fastest
implementation. The key schedule is computed entirely
in soft ware. As a result, all cryptographic key input and
sub-key generation logic are removed from the pipelined
design. A DES implementation at [8] uses a pipelined
design with skew core key-scheduling to load different
keys every clock cycle.A VLSI DES implementation [9]
uses 0.6 um CMOS technology. Our proposed design is
presented in table (1). According to the comparison of
our design and the previous designs, we find that there is
only one claim. The throughput of javabased (Jbits) DES
implementation is above our design with encryption rate
10752 Mbps. However, in this design [7] the key sched-
ule is computed in software. Our implementation is more
secure than any presented DES implementation because
of time-variant behavior and one of the fastest single-chip
FPGA designs.
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VII. CONCLUSION:

In this work, an efficient and compact FPGA implemen-
tation for the pipelined DES based on variable time data
permutation is presented. For the same data and key, the
ciphered text is variable with time. As a result of this,
the security of the algorithm is increased. In the 16-stage
pipelined design , data blocks can be loaded every clock
cycle and after an initial delay of 16 clock cycle the ci-
phered data will appear on consecutive clock cycles. At
a clock frequency of 124.73 MHz the 16-stage pipelined
design can encrypt or decrypt data blocks at a rate of 7.98
Gbps.
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