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INTRODUCTION:

SMARTPHONES, among other increasingly powerful 
mobile computing devices, offer various methods of lo-
calization. Integrated GPS receivers, or positioning ser-
vicesbased on nearby communication infrastructure (Wi-
Fi access points or base stations of cellular networks), 
enable users to position themselves fairly accurately, 
which has led to a wide offering of Location-based Ser-
vices (LBSs). Such services can be queried by users to 
provide real-time information related to the current posi-
tion and surroundings of the device, e.g., contextual data 
about points of interest such as petrol stations, or more 
dynamic information such as traffic conditions. The value 
of LBSs is in their ability to obtain on the fly up-to-date 
information. Although LBSs are convenient, disclosing 
location information can be dangerous. Each time an LBS 
query is submitted, private information is revealed. Users 
can be linked to their locations, and multiple pieces of 
such information can be linked together. They can then 
be profiled, which leads to unsolicited targeted adver-
tisements or price discrimination.Even worse, the habits, 
personal and private preferences, religious beliefs, and 
political affiliations, for example,can be inferred from 
a user’s whereabouts. This could make her the target of 
blackmail or harassment. Finally, real-time location dis-
closure leaves a person vulnerable to absence disclosure 
attacks: learning that someone is away from home could 
enable someone to break into her house or blackmail her . 
An stalker can also exploit the location information.

ABSTRACT:

Location-aware smart phones support various location-
based services (LBSs): users query the LBS server and 
learn on the fly about their surroundings. However, such 
queries give away private information, enabling the LBS 
to track users. We address this problem by proposing a 
user-collaborative privacy-preserving approach for LBSs. 
Our solution does not require changing the LBSserver ar-
chitecture and does not assume third party servers; yet, it 
significantly improves users’ location privacy. The gain 
stems from the collaboration of mobile devices: they keep 
their context information in a buffer and pass it to others 
seeking such information. 

Thus, a user remains hidden from the server, unless all 
the collaborative peers in the vicinity lack the sought in-
formation. We evaluate our scheme against the Bayes-
ian localization attacks that allow for strong adversaries 
who can incorporate prior knowledge in their attacks. We 
develop a novel epidemic model to capture the, possibly 
time-dependent, dynamics of information propagation 
among users. Usedin the Bayesian inference framework, 
this model helps analyze the effects of various parameters, 
such as users’ querying rates and the lifetime of context 
information, on users’ location privacy. 

The results show that our scheme hides a high fraction of 
location-based queries, thus significantly enhancing us-
ers’ location privacy. Our simulations with real mobility 
traces corroborate our model-based findings. Finally, our 
implementation on mobile platforms indicates that it is 
lightweight and the cost of collaboration is negligible.
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In addition, the information the LBS provides is self 
verifiable,i.e., users can verify the integrity and authentic-
ity of the server responses. This can be done in different 
ways; in our system, the user device verifies a digital sig-
nature of the LBS on each reply by using the LBS provid-
er’s public key. As a result, a compromised access point 
or mobile device cannot degrade the experience of users 
by altering replies or disseminating expired information.

EPIDEMIC MODEL FOR THE DYNAMICS 
OF MOBICROWD:

The performance of our system depends on various pa-
rameters, such as the rate of contacts and the level of col-
laboration between users, the rate of LBS query genera-
tion, etc. We now describe a model for MobiCrowd, with 
the help of which we can directly evaluate the effect of 
various parameters on users’ location privacy. Observing 
the effect of the parameters also helps when designing a 
system and testing “what-if” scenarios. 

For example, we can immediately see the level of col-
laboration required to achieve a desired privacy level or 
how the privacy level will change if the usersmake que-
ries more frequently or less frequently. We draw an anal-
ogy between our system and epidemic phenomena: loca-
tion-context information spreads like an infection from 
one user to another, depending on the user state (seeking 
information, having valid information, etc.). For example, 
a seeker becomes “infected” when meeting an “infected” 
user, that is, a user with valid information..

Model States and System of ODEs:

As mentioned earlier, users move in an area partitioned 
into multiple regions. The state of context knowledge 
within a region intuitively corresponds to the disease sta-
tus in an epidemic. In general, a user’s knowledge state 
would be multi-dimensional, because a different piece of 
information is relevant for each region. Thus, for each re-
gion we would have an associated epidemic model, with 
the same structure but different parameters. However, 
the state of knowledge about a region is unrelated to the 
knowledge about other regions, so different regions can 
be analyzed separately. We present our model for a single 
region, with users entering and exiting it; and we describe 
the states and the dynamics of our epidemic model for 
that single region.

Existing System:
 
There are many collaborative schemes for mobile net-
works. Mobile users, for example, can collectively build 
a map of an area . Collaboration is also needed when shar-
ing content or resources (e.g., Internet access) with other 
mobile nodes . Various threats associated with sharing lo-
cation information have been identified in the literature. 
For example, users can be identified even if they share 
their location sporadically. Knowing the social relations 
between users can help an adversary to better de-anon-
ymize their location traces . Finally, location sharing of 
a user not only diminishesher own privacy, but also the 
privacy of others . Techniques proposed to protect loca-
tion privacy in LBSs can be classified based on how they 
distort the users’ queries before the queries reach the LBS 
server. The queries can be anonymized (by removing us-
ers’ identities), pseudonymized (by replacing users’ real 
names with temporal identifierscalled pseudonyms), or 
obfuscated (by generalizing or perturbing the spatiotem-
poral information associated to the queries). Queries can 
also be camouflaged by adding some dummy queries, 
or be completely eliminated and hidden from the LBS . 
Combinations of these methods have been employed in 
the existing (centralized or distributed) mechanisms.We 
now discuss these approaches in more detail.

Proposed System:
 
We consider N users who move in an area split into M 
discrete regions/locations. The mobility of each user u is 
a discrete-time Markov chain on the set of regions: The 
probability that user u, currently in region ri, will next 
visit region rj is denoted by puðrjjriÞ. Let puðriÞ be the 
probability that user u is in region ri. Each user possess-
es a location-aware wireless device, capable of ad hoc 
device-to-device communication and of connecting to 
the wireless infrastructure (e.g., cellular and Wi-Fi net-
works).As users move between regions, they leverage the 
infrastructure to submit local-search queries to an LBS, at 
some frequency that we term LBS access frequency. The 
frequency at which users query the LBS varies depend-
ing on the type of requested information, on the dynam-
ics of information update in the LBS database, or on the 
geographical region in the sense that it is no longer valid. 
Note that information expiration is not equivalent to the 
user accessing the LBS: A user accesses the LBS when 
her information has expired and she wishes to receive the 
most up-to-date version of it.
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CONCLUSION:

We have proposed a novel approach to enhance the pri-
vacy of LBS users, to be used against service providers 
who could extract information from their LBS queries and 
misuse it. We have developed and evaluated MobiCrowd, 
a scheme that enables LBS users to hide in the crowd and 
to reduce their exposure while they continue to receive 
the location context information they need. MobiCrowd 
achieves this by relying on the collaboration between 
users, who have the incentive and the capability to safe-
guard their privacy. We have proposed a novel analytical 
framework to quantify location privacy of our distributed 
protocol. Our epidemic model captures the hiding prob-
ability for user locations, i.e., the fraction of times when, 
due to MobiCrowd, the adversary does not observe user 
queries. By relying on this model, our Bayesian inference 
attack estimates the location of users when they hide. Our 
extensive joint epidemic/ Bayesian analysis shows a sig-
nificant improvement thanks to MobiCrowd, across both 
the individual and the average mobility prior knowledge 
scenarios for the adversary. We have demonstrated the re-
source efficiency of MobiCrowd by implementing it in 
portable devices.
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QUANTITATIVE ANALYSIS:

The direct objective of Mobi Crowd is to hide user que-
ries from the server. We quantify this objective, as our 
first evaluation metric, through the hiding probability: the 
probability that a user’s query becomes hidden from the 
server due to Mobi Crowd protocol. Under various user 
mobility and information spreading dynamics, we com-
pute this metric using the results of the time-dependent 
epidemic model,and we compare to the results of simula-
tions on a data setof real mobility traces. In Section 7, we 
show that the simulation results corroborate our model-
based findings about the hiding probability.

EVALUATION:

The location traces that we use belong to 509 randomly 
chosen mobile users (vehicles) from the epfl/mobility data 
set at CRAWDAD [39]. We set the time unit of the simu-
lation to 5 minutes and we consider the users’ locations 
at integer multiples of the time unit, thus synchronizing 
all the traces. We group time units into three equal-size 
time periods: morning, afternoon, evening. We divide the 
Bay Area into 10 _ 25 equal-size regions. Two users in a 
region are considered to be neighbors of each other if they 
are within 100 m of each other (using Wi-Fi). We run our 
simulation for 100 times on the traces and compute the 
average of the results. From the location traces, we con-
struct the timedependent mobility model of each individ-
ual user, in the format of transition probability matrices 
(one matrix per time period). We also compute the aver-
age mobility model, which reflects how the whole crowd 
moves. For each region and time period we compute the 
mobility parameters _, m, and b separately .
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misuse it. We have developed and evaluated MobiCrowd, 
a scheme that enables LBS users to hide in the crowd and 
to reduce their exposure while they continue to receive 
the location context information they need. MobiCrowd 
achieves this by relying on the collaboration between 
users, who have the incentive and the capability to safe-
guard their privacy. We have proposed a novel analytical 
framework to quantify location privacy of our distributed 
protocol. Our epidemic model captures the hiding prob-
ability for user locations, i.e., the fraction of times when, 
due to MobiCrowd, the adversary does not observe user 
queries. By relying on this model, our Bayesian inference 
attack estimates the location of users when they hide. Our 
extensive joint epidemic/ Bayesian analysis shows a sig-
nificant improvement thanks to MobiCrowd, across both 
the individual and the average mobility prior knowledge 
scenarios for the adversary. We have demonstrated the re-
source efficiency of MobiCrowd by implementing it in 
portable devices.
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