
                                                                                                                         ISSN No: 2348-4845
International Journal & Magazine of Engineering, 

Technology, Management and Research
A Peer Reviewed Open Access International Journal   

To ensure the successful deployment of these pervasive 
applications, the dependability of the underneath wireless 
communication becomes utmost important. One threat 
that is especially harmful is jamming attacks. The broad-
cast-based communication combined with the increas-
ingly flexible programming interference of commod-
ity devices makes launching jamming attacks with little 
effort. For instance, an adversary can easily purchase a 
commodity device and reprogram it to introduce packet 
collisions that force repeated back off of other legitimate 
users and thus, disrupt network communications. Those 
defense technologies provide useful methods to alleviate 
jamming. However, they primarily reply on the network 
to passively adjust themselves without leveraging the in-
formation of the jammer. 

We take a different viewpoint, that is, networks should 
identify the physical location of a jammer and use such 
information to actively exploit a wide range of defense 
strategies in various layers. For instance, a routing proto-
col can choose a route that does not traverse the jammed 
region to avoid wasting resources caused by failed packet 
deliveries. Furthermore, once a jammer’s location is iden-
tified, one can eliminate the jammer from the network by 
neutralizing it. This approach is especially useful for cop-
ing with an unintentional radio interferer that is turned 
on accidentally. In light of the benefits, in this paper, we 
address the problem of localizing the position of jammers 
when multiple jamming attackers coexist in a wireless 
network

LITERATURE SURVEY
Jammer attacks in wireless network: 

An entity as jammer who is purposely tried to get in the 
way of the physical transmission and reception of wire-
less communication. A jammer is used to continuously 
emits RF signal by which a wireless channel get filled so 
that legitimatus traffic will get completely blocked. 

ABSTRACT: 

Jammer is mobile communication device that can be used 
to transfer the data as same frequencies as a cell phone to 
create strong cell tower snooping and block cell phone 
signals and call transmission. Jammers can harshly inter-
rupt the wireless communications in networks, and jam-
mers location information system allows the defender to 
energetically remove the jamming occurrences. The main 
aim is to design a structure that can focus single or multi-
ple jammers with a high correctness. In our point of view 
most of existing jammer-localization systems apply indi-
rect measurements. That indirect measurements affected 
by jamming occurrences, it makes very challenging to 
localize jammers exactly. Instead of, in our proposed 
systems achieving a direct measurement— the strength 
of jamming signals (JSS). Approximating JSS is stimu-
lating as jamming signals may be fixed in other signals. 
Here first jamming signals are inserted in a regular traf-
fic flow. So commonly accomplish received strength of 
signals(RSS) dimension associated with a packet does not 
correspond to JSS. To overcome this problem we recom-
mend pattern that can excellently appraisal he JSS using 
the measurement of the sum of all unwanted signals.

Keywords: 

Localization, Jamming, Radio Interference, Strength of 
jamming signals.

INTRODUCTION:

The rapid advancement of wireless technologies has en-
abled a broad class of new applications utilizing wireless 
networks, such as patient tracking and monitoring via 
sensors, traffic monitoring through vehicular ad hoc net-
works, and emergency rescue and recovery based on the 
availability of wireless signals.
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It uses two methods - Minimum bounding circle (MBC)[] 
and Maximum inscribed circle (MIC). It is implemented 
under different conditions including different node densi-
ties, jammers transmission power and antenna orientation. 
But this method deals with localizing a single jammer so 
this not sufficient because in a huge wireless network 
there will be need for localizing multiple jammers. 

B. M Cluster Method:

M-cluster method is used to localize single or multiple 
jammers which overcomes problem of double localiza-
tion method. The M-cluster algorithm is based on the 
grouping of jammed nodes with a clustering algorithm, 
and each jammed-node group is used to estimate one jam-
mer location. M-cluster algorithm, we consider the falsely 
covered boundary nodes and calibrate the result in a simi-
lar way. Second, we discover that when many bifurcation 
points belong to one jammer, the clustering technique 
may falsely divide them into two clusters, resulting in two 
jammers. This method is not efficient because it provide 
less accuracy for localizing jammers. 

C. X-ray algorithm :

The X-ray algorithm relies on the skeletonization of a 
jammed area, and uses the bifurcation points on the skel-
eton to localize jammers. In M-clustering algorithm it 
considers the falsely covered boundary nodes and cali-
brate the result in a similar way. Second we discover that 
when many bifurcation points belong to one jammer, the 
clustering technique may falsely divide them into two 
clusters, resulting in two jammers. But in X-ray algorithm 
this error is discovered by using a filter that measures the 
distance between two estimated jammers. In literature 
new framework is proposed for localizing the jammers in 
wireless sensor network because the above given meth-
ods provide less accuracy in localizing jammers (1)Error 
minimizing framework.

PROBLEM STATEMENT:

Jammer-localization schemes utilize indirect measure-
ments (e.g., hearing ranges) affected by jamming attacks, 
which makes it difficult to localize jammers accurately. 
The emergence of software-defined radios has enabled 
adversaries to build intentional jammers to disrupt net-
work communication with little effort.

The most Commonly all jamming attack get characterized 
by their communications which are not capable of being 
acted with MAC protocols.

Models In Jammer Attack: 

In wireless network jamming attacks are categorized in 
four groups: 

1) Constant jammer 
2) Deceptive jammer 
3) Random jammer 
4) Reactive jammer 

Constant Jammer: 

In this jammer ,it is continuously emitting a radio signal 
and sending out random bits to the channel. As, It does 
not following any MAC layer etiquettely and not waiting 
for the channel to become indolently.

Deceptive Jammer: 

In this jammer, constantly regular packets get injected to 
the channel and packets deceiving the Usual nodes and 
normal nodes just checking the preamble and remaining 
noiseless. 

Random Jammer: 

In this jammer, it alternately sleeping and jamming after 
jamming for tj time units of time between them , it turning 
off its radio and entering into sleeping mode. After going 
to sleep for ts units of time, it wakes up and resuming 
jamming constant or deceptive. tj and ts are randomly or 
fixedly intervals energy conservation. 

Reactive Jammer: 

In this jammer,Jammer stayed quiet when the channel in-
dolent and it starts transmitting a radio signal as soon as it 
senses activity on the channel.

Methods used for localizing jammers in wire-
less sensor network are as follows: 
A. Double Circle Localization :
This algorithm is used to find the location of jammers in 
wireless networks.
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IMPLEMENTATION:
Server :

In this module, we detail the jammer limitation issue un-
der a slip minimizing system, meaning to attain to high 
confinement precision. Our work limits a jammer by us-
ing the quality of sticking flags straightforwardly through 
measuring the promptly accessible encompassing com-
motion floor utilizing thing remote gadgets.

Client:

We first examine which hubs can take part in jammer 
confinement. . The system hubs can be characterized into 
three classifications as per the effect of sticking: 

•Unaffected node: A node is modest if it can receive pack-
ets from all of its neighbors nodes after jamming is pres-
ent. This type of node is hardly affected by jamming and 
may not yield accurate JSS measurements. 

•Jammed node: In this node cannot receive messages 
from any of the unaffected nodes. We remember that this 
type of node can measures onlyJSS(Strength of Jamming 
Signals), but cannot report their measurements. 

•Boundary node: A boundary node can communicate on-
lywith the part of its neighbour’s node but not from all of 
its neighbors.This Boundary nodes not only measure the 
JSS, but also crash their measurements to a designated 
node for jamming localization.

Jammer or Router :

The thought of fusing highlights from inclination en-
hancement into system operations has been utilized as a 
part of the past for directing. Specifically, Faruque et al. 
propose the utilization of an angle based calculation for 
the proficient sending of inquiries in sensor systems. Poor 
introduces an on interest steering convention for specially 
appointed systems, which utilizes an inclination plummet 
rationale as a part of request to forward the bundles in 
light of the expense to destination. 

Specifically, the source telecasts the message alongside 
the expense, and just the hubs that have a littler expense 
hand-off the bundle. In a comparative manner, Ruhil et al. 
forward the message to the neighbor hub that is closer to 
the course of the destination.

Unintentional interference or malicious jamming, one 
or multiple jammers/interferers may coexist and have a 
detrimental impact on network performance—both can 
be referred as jamming. To ensure the successful deploy-
ment of pervasive wireless networks, it is crucial to lo-
calize jammers, since the locations of jammers allow a 
better physical arrangement of wireless devices that cause 
unintentional radio interference, or enable a wide range of 
defense strategies for combating malicious jamming at-
tackers.

Drawback:

•Indirect measurements (e.g., hearing ranges) affected by 
jamming attacks.
•Difficult to localize jammers.
•Disruption of network communication.

PROBLEM DEFINTION:

we focus on localizing one or multiple stationary jammers. 
Our goal is to extensively improve the accuracy of jam-
mer localization. Current jammer-localization approaches 
mostly rely on parameters derived from the affected net-
work topology, such as packet delivery ratios, neighbour 
lists, and nodes’ hearing ranges. The use of these indirect 
measurements derived from jamming effects makes it dif-
ficult to accurately localize jammers’ positions. Further-
more, they mainly localize one jammer and cannot cope 
with the cases that multiple jammers are located close to 
each other and their jamming effects overlap.

ADVANTAGES:

•JSS utilizing the measurement of the ambient noise floor 
(ANF), which is readily available from many commodity 
devices (e.g., MicaZ motes). 
•Avoid disturbance of network communication
•Accuracy of the estimated locations.

Fig:- Illustration of jammer localization basis.
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CONCLUDING REMARKS:

In this work, we addressed the problem of localizing jam-
mers in wireless networks, aiming to extensively reduce 
estimation errors. The jammers could be several wireless 
devices causing unintentional radio interference or mali-
cious colluding jamming devices who co-exist and dis-
turb the network together. Most of the existing schemes 
for localizing jammers rely on  the indirect measurements 
of network parameters affected by jammers, e.g., nodes’ 
hearing ranges, which makes it difficult to accurately lo-
calize jammers. In this work, we localized jammers by 
exploiting directly the jamming signal strength (JSS). Es-
timating JSS is considered challenging since they are usu-
ally embedded with other signals. Our estimation scheme 
smartly derives ambient noise floors as the JSS utilizing 
the available signal strength measuring capability in wire-
less devices. The scheme samples signal strength regard-
less whether the channel is busy or idle, and estimates the 
ambient noise floor by filtering out regular transmission 
(if any) to obtain the JSS. We implemented estimation 
scheme on Mica motes. Our experiment involving three 
jammers show that our estimation scheme can accurately 
derive the JSS from the measurements of ambient noise 
floor under various traffic scenarios.

FURTHER SCOPE:

To further improve the estimation accuracy, we designed 
an error-minimizing-based framework to localize jam-
mers. In particular, we defined an evaluation feedback 
metric that quantifies the estimation errors of jammers’ 
positions. We studied the relationship between the evalu-
ation feedback metric and estimation errors, and showed 
that the locations that minimize the feedback metric ap-
proaches jammers’ true locations and greedy algorithms 
may not findthe global optimal solutions. Thus, we treated 
the evaluation feedback metric as the objective function 
for the error-minimizing purpose. We examined several 
heuristic search algorithms (GA, GPS and SA) under var-
ious network conditions: node densities, jammer’s trans-
mission power, the propagation irregularity, and number 
of jammers. Besides, we examined our error minimizing 
framework utilizing an indirect measurement–a hearing 
range. Our extensive simulation results show that our er-
ror-minimizing-based search algorithms utilizing both the 
direct and indirect measurements outperform the existing 
algorithms in all experiment configurations. In particular, 
among the three searching algorithms, we found that GPS 
can find the best estimation of multiple jammers’ posi-
tions in the shortest duration.

RELATED WORK:
METHODOLOGIES:  

1.Genetic Algorithm:

A hereditary calculations (GA) hunt down the worldwide 
ideal by impersonating the methodology of common 
choice in organic advancement. A GA iteratively pro-
duces an arrangement of arrangements known as a popu-
lace. At every cycle, a GA chooses a subset of answers 
for structure another populace in light of their “wellness” 
furthermore haphazardly produces a couple of new ar-
rangements. Therefore, the “fitter” arrangements will be 
acquired. In the meantime, new arrangements will be 
acquainted with the populace, which may end up being 
“fitter” than any time in recent memory. Thus, over pro-
gressive eras, a GA is liable to escape from neighborhood 
optima and “advances” towards an ideal arrangement. 

2.Generalized Pattern Search Algorithm:
 
A summed up example look calculation (GPS) meets ex-
pectations comparably to the slope plummet calculation. 
In any case, at every cycle, as opposed to making a step 
towards the steepest inclination, a GPS checks an arrange-
ment of arrangements (called a cross section) around the 
current arrangement, searching for the one whose com-
paring capacity worth is littler than the one at the ebb and 
flow arrangement. On the off chance that a GPS finds such 
an answer, the new arrangement turns into the current ar-
rangement at the following venture of the calculation. 
Via scanning for a cross section of arrangements, a GPS 
is prone to discover a grouping of arrangements that ap-
proach an ideal one without focalizing to a nearby least. 

3.Simulated Annealing Search Algorithm:

A reproduced tempering calculation (SA) looks for the 
ideal arrangements by demonstrating the physical meth-
odology of warming a material and afterward controlled 
bringing down the temperature to reduction imperfec-
tions. At every cycle, the recreated toughening calculation 
contrasts the current arrangement and an arbitrarily pro-
duced new arrangement. The new arrangement is chosen 
by likelihood dispersion with a scale corresponding to the 
temperature, and it will supplant the current arrangement 
as per a likelihood represented by both the new protest 
capacity quality and temperature.
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