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ABSTRACT:

A high-speed prosperity in E-Commerce market has been 
witnessed in recent time throughout the world. With ever 
increasing popularity of online shopping, Debit or Credit 
card fraud and personal information security are major 
concerns for customers, merchants and banks. The main 
motive of this project is to provide high level security 
in E-Commerce applications and online shopping. This 
project minimizes detailed information sharing between 
consumer and online merchant but enable successful fund 
transfer thereby safeguarding consumer information and 
preventing misuse of information at merchant’s side. This 
is achieved by the introduction of Central Certified Au-
thority (CA) and combined application of Steganography, 
Visual Cryptography and Digital Signature for this pur-
pose . 
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INTRODUCTION:

 Online shopping is the retrieval of product information[15] 
via the Internet and issue of purchase order through elec-
tronic purchase request, filling of credit or debit card in-
formation and shipping of product by mail order or home 
delivery by courier. Identity theft and phishing are the 
common dangers of online shopping. Identity theft is the 
stealing of someone’s identity in the form of personal in-
formation and misusing that information for making pur-
chase and opening of bank accounts or arranging credit 
cards.

In 2012 consumer information was misused for an aver-
age of 48 days as a result of identity theft. Phishing is 
an illegitimate mechanism that employs both social en-
gineering and technical subterfuge to steal consumers’ 
personal identity data and financial account credentials. 
Payment Service,[15] Financial and Retail Service are the 
most focused industrial sectors of phishing attacks. Secure 
Socket Layer (SSL) encryption inhibits the interference 
of consumer information in transit between the consumer 
and the online merchant[5]. However, one must still trust 
merchant and its employees not to use consumer informa-
tion for their own purchases and not to sell the information 
to others. In this paper, a new method is proposed[3], that 
uses text based steganography and visual cryptography, 
which minimizes information sharing between consumer 
and online merchant but enable successful fund transfer 
from consumer’s account to merchant’s account thereby 
safeguarding consumer information and preventing mis-
use of information at merchant side. 

The method proposed is specifically for E-Commerce 
but can easily be extended for online as well as physical 
banking. Steganography is the art of hiding of a message 
within another so that hidden message is indistinguish-
able. The key concept behind steganography is that mes-
sage to be transmitted is not detectable to casual eye. Text 
, image , video , audio are used as a cover media for hid-
ing data in steganography. In text steganography, message 
can be hidden by shifting word and line , in open spaces , 
in word  sequence . Properties of a sentence such as num-
ber of words, number of characters, number of vowels, 
position of vowels in a word are also used to hide secret 
message. The advantage of preferring text steganography 
over other steganography techniques is its smaller memo-
ry requirement and simpler communication .
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Visual Cryptography (VC), is a cryptographic[11] tech-
nique based on visual secret sharing used for image en-
cryption. The main motive of the proposed system pre-
scribed in this paper is to handle applications that require 
a high level of security, such as E-Commerce applications, 
core banking and internet banking. This can be done by 
using combination of two applications: BPCS Steganog-
raphy and Visual Cryptography for safe online shopping 
and consumer satisfaction.

In the proposed solution, information submitted by the 
customer to the online merchant is minimized by provid-
ing least information that will only verify the payment 
made by the said customer from its bank account. This 
is achieved by the introduction of a central Certified Au-
thority (CA) and combined application of BPCS [7] Ste-
ganography and Visual Cryptography. The information 
received by the merchant can be in the form of account 
number related to the card used for shopping. The infor-
mation will only validate receipt of payment from authen-
tic customer.

•Proposed method minimizes customer’s detailed infor-
mation sent to the online merchant. So even if a breach 
takes place in merchant’s database, customer doesn’t get 
affected.

•Certified Authority acts as a fourth party thereby enhanc-
ing customer’s satisfaction and security further.

•Usage of BPCS Steganography ensures that the CA does 
not know customer authentication password thus main-
taining customer privacy. It provides a higher level of se-
curity and a high information hiding capacity.

•Since customer data is distributed over 3 parties, a breach 
in single database can easily be contented. Link guard Al-
gorithm is efficient for phishing prevention.

•The 2-out-2 feature of visual cryptography provides ef-
fective collaboration of images at the Certified .

LITERATURE SURVEY:
STEGANOGRAPHY:

Text-Based Steganography: It makes use of features of 
English Language like inflexion, fixed word order and use 
of periphrases for hiding data rather than using properties 
of a statement .  

BPCS Steganography: The information hiding capac-
ity of a true colour image is around 50% . A sharpening 
operation[11] on the dummy image increases the embed-
ding capacity quite a bit. Randomization of the secret data 
by a compression operation makes the embedded data 
more intangible. The steganography program for each 
user is easy. It further protects against eavesdropping on 
the embedded information. It is most secured technique 
and provides high security. 

VISUAL CRYPTOGRAPHY :

Halftone visual cryptography: 

This novel technique achieves visual cryptography [11]
via half toning. Based on the blue-noise dithering prin-
ciples, this method utilizes the void and cluster algorithm 
to encode a secret binary image into halftone shares (im-
ages) carrying significant visual information.  

2-0ut-2 Visual Cryptography: 

Every secret pixel of the original binary image is convert-
ed into four sub pixel of two share images and recovered 
by simple stacking process. This is equivalent to using the 
logical OR operation between the shares .

RELATED WORK:

A brief survey of related work in the area of banking se-
curity based on steganography and visual cryptography 
is presented in this section. A customer authentication 
system using visual cryptography is presented in but it 
is specifically designed for physical banking. A signature 
based authentication system for core banking is proposed 
in  but it also requires physical presence of the custom-
er presenting[9] the share. proposes a combined image 
based steganography and visual cryptography authentica-
tion system for customer authentication in core banking. 
A message authentication image algorithm is proposed 
in  to protect against e-banking fraud[15]. A biometrics in 
conjunction with visual cryptography is used as authenti-
cation system . 

ALGORITHMS:
BPCS (Bit-Plane Complexity Segmentation) 
STEGANOGRAPHY ALGORITHM:

The algorithm can be described in concise steps as fol-
lows .

•Convert the carrier image (of any file-format) from PBC 
(Pure Binary Code) to CGC (Canonical Grey Code) sys-
tem and in png format.

•Perform the histogram analysis.

•After that bit-plane analysis is performed.

•Perform size-estimation i.e. calculate the places where 
we can store the secrete image.

•Perform bit plane complexity segmentation on image i.e. 
embed secrete blocks into carrier image.

•After embedding mail that image to another user.

•For extracting the embedded image performs de-steg-
anography which is exactly opposite to steganography.

VISUAL CRYPTOGRAPHY ALGORITHM:

•Visual cryptography is a type of cryptography which al-
lows the visual information to be encrypted in such a way 
that their decryption can be performed by human visual 
system.

•Every secret pixel of the original binary image is con-
verted into four sub pixel of two share images and recov-
ered by simple stacking process.

•This is equivalent to using the logical OR operation be-
tween the shares .

LINKGUARD ALGORITHM:

•Link Guard works by analyzing the differences between 
the visual link and the actual link.

•It also calculates the similarities of a URI with a known 
trusted site.

EXISTING SYSTEM:
Proposed text based steganography uses characteristics of 
English language such as inflexion, fixed word order and 
use of periphrases for hiding[7][8] data rather than using 
properties of a sentence as in.

This gives flexibility and freedom from the point view 
of sentence construction but it increases computational 
complexity. The steganography technique is based on Ve-
dic Numeric Code in which coding is based on tongue 
position. For applying the Vedic code to English alphabet, 
frequency of letters in English vocabulary is used as the 
basis for assigning numbers to the letters in English al-
phabet. Number assignments of letters are shown in table 
1. No separate importance is given for vowels and conso-
nants as compared. Each letter is assigned a number in the 
range of 0 to 15. For different frequencies, different num-
bers are assigned to the letters. Number assigned in range 
(N+0.99) % to (N+0.3) % and (N+0.2) % to (N+0.01) % 
is same where N is any integer from 0 to 11. It basically 
represents frequency of letters in integer form. Above 
number assignment method is used to maximize no of let-
ters in a particular assigned number group which in turn 
gives flexibility in word choosing and ultimately results 
in suitable sentence construction.

DISADVANTAGES OF EXISTING SYS-
TEM: 

•In result to hide 4 letter word, 8 words are required ex-
cluding the words that are added to provide flexibility in 
sentence construction. So to hide a large message, this 
technique requires large no of words and creates a com-
plexity in sentence construction.

•Disadvantage of this technique can be used in its advan-
tage by applying it to online banking to create spam mail 
to hide one’s banking information.

PROPOSED SYSTEM:

In the proposed solution, information submitted by the 
customer to the online merchant is minimized by provid-
ing only minimum information that will only verify the 
payment made by the said customer from its bank account. 
This is achieved by the introduction of a central Certified 
Authority (CA) and combined application of steganogra-
phy and visual cryptography. The information received by 
the merchant can be in the form of account number re-
lated to the card used for shopping. The information will 
only validate receipt of payment from authentic customer. 
The process is shown in Fig. 3. In the proposed method, 
customer unique authentication password in connection 
to the bank is hidden inside a cover text using the text 
based steganography method as mentioned in section IV.
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Visual Cryptography (VC), is a cryptographic[11] tech-
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a high level of security, such as E-Commerce applications, 
core banking and internet banking. This can be done by 
using combination of two applications: BPCS Steganog-
raphy and Visual Cryptography for safe online shopping 
and consumer satisfaction.

In the proposed solution, information submitted by the 
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ing least information that will only verify the payment 
made by the said customer from its bank account. This 
is achieved by the introduction of a central Certified Au-
thority (CA) and combined application of BPCS [7] Ste-
ganography and Visual Cryptography. The information 
received by the merchant can be in the form of account 
number related to the card used for shopping. The infor-
mation will only validate receipt of payment from authen-
tic customer.

•Proposed method minimizes customer’s detailed infor-
mation sent to the online merchant. So even if a breach 
takes place in merchant’s database, customer doesn’t get 
affected.

•Certified Authority acts as a fourth party thereby enhanc-
ing customer’s satisfaction and security further.

•Usage of BPCS Steganography ensures that the CA does 
not know customer authentication password thus main-
taining customer privacy. It provides a higher level of se-
curity and a high information hiding capacity.

•Since customer data is distributed over 3 parties, a breach 
in single database can easily be contented. Link guard Al-
gorithm is efficient for phishing prevention.

•The 2-out-2 feature of visual cryptography provides ef-
fective collaboration of images at the Certified .

LITERATURE SURVEY:
STEGANOGRAPHY:

Text-Based Steganography: It makes use of features of 
English Language like inflexion, fixed word order and use 
of periphrases for hiding data rather than using properties 
of a statement .  

BPCS Steganography: The information hiding capac-
ity of a true colour image is around 50% . A sharpening 
operation[11] on the dummy image increases the embed-
ding capacity quite a bit. Randomization of the secret data 
by a compression operation makes the embedded data 
more intangible. The steganography program for each 
user is easy. It further protects against eavesdropping on 
the embedded information. It is most secured technique 
and provides high security. 
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via half toning. Based on the blue-noise dithering prin-
ciples, this method utilizes the void and cluster algorithm 
to encode a secret binary image into halftone shares (im-
ages) carrying significant visual information.  
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Every secret pixel of the original binary image is convert-
ed into four sub pixel of two share images and recovered 
by simple stacking process. This is equivalent to using the 
logical OR operation between the shares .

RELATED WORK:

A brief survey of related work in the area of banking se-
curity based on steganography and visual cryptography 
is presented in this section. A customer authentication 
system using visual cryptography is presented in but it 
is specifically designed for physical banking. A signature 
based authentication system for core banking is proposed 
in  but it also requires physical presence of the custom-
er presenting[9] the share. proposes a combined image 
based steganography and visual cryptography authentica-
tion system for customer authentication in core banking. 
A message authentication image algorithm is proposed 
in  to protect against e-banking fraud[15]. A biometrics in 
conjunction with visual cryptography is used as authenti-
cation system . 

ALGORITHMS:
BPCS (Bit-Plane Complexity Segmentation) 
STEGANOGRAPHY ALGORITHM:

The algorithm can be described in concise steps as fol-
lows .

•Convert the carrier image (of any file-format) from PBC 
(Pure Binary Code) to CGC (Canonical Grey Code) sys-
tem and in png format.

•Perform the histogram analysis.
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we can store the secrete image.
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•After embedding mail that image to another user.
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anography which is exactly opposite to steganography.
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•Visual cryptography is a type of cryptography which al-
lows the visual information to be encrypted in such a way 
that their decryption can be performed by human visual 
system.

•Every secret pixel of the original binary image is con-
verted into four sub pixel of two share images and recov-
ered by simple stacking process.

•This is equivalent to using the logical OR operation be-
tween the shares .

LINKGUARD ALGORITHM:

•Link Guard works by analyzing the differences between 
the visual link and the actual link.

•It also calculates the similarities of a URI with a known 
trusted site.

EXISTING SYSTEM:
Proposed text based steganography uses characteristics of 
English language such as inflexion, fixed word order and 
use of periphrases for hiding[7][8] data rather than using 
properties of a sentence as in.

This gives flexibility and freedom from the point view 
of sentence construction but it increases computational 
complexity. The steganography technique is based on Ve-
dic Numeric Code in which coding is based on tongue 
position. For applying the Vedic code to English alphabet, 
frequency of letters in English vocabulary is used as the 
basis for assigning numbers to the letters in English al-
phabet. Number assignments of letters are shown in table 
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range of 0 to 15. For different frequencies, different num-
bers are assigned to the letters. Number assigned in range 
(N+0.99) % to (N+0.3) % and (N+0.2) % to (N+0.01) % 
is same where N is any integer from 0 to 11. It basically 
represents frequency of letters in integer form. Above 
number assignment method is used to maximize no of let-
ters in a particular assigned number group which in turn 
gives flexibility in word choosing and ultimately results 
in suitable sentence construction.

DISADVANTAGES OF EXISTING SYS-
TEM: 

•In result to hide 4 letter word, 8 words are required ex-
cluding the words that are added to provide flexibility in 
sentence construction. So to hide a large message, this 
technique requires large no of words and creates a com-
plexity in sentence construction.

•Disadvantage of this technique can be used in its advan-
tage by applying it to online banking to create spam mail 
to hide one’s banking information.

PROPOSED SYSTEM:

In the proposed solution, information submitted by the 
customer to the online merchant is minimized by provid-
ing only minimum information that will only verify the 
payment made by the said customer from its bank account. 
This is achieved by the introduction of a central Certified 
Authority (CA) and combined application of steganogra-
phy and visual cryptography. The information received by 
the merchant can be in the form of account number re-
lated to the card used for shopping. The information will 
only validate receipt of payment from authentic customer. 
The process is shown in Fig. 3. In the proposed method, 
customer unique authentication password in connection 
to the bank is hidden inside a cover text using the text 
based steganography method as mentioned in section IV.
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Customer authentication information (account no) in con-
nection with merchant is placed above the cover text in 
its original form. Now a snapshot of two texts is taken. 
From Now one share is kept by the customer and the oth-
er share is kept in the database of the certified authority. 
During shopping online, after selection of desired item 
and adding it to the cart, preferred payment system of the 
merchant directs the customer to the Certified Authority 
portal. In the portal, shopper submits its own share and 
merchant submits its own account details. Now the CA 
combines its own share with shopper’s share and obtains 
the original image. 

From CA now, merchant account details, cover text are 
sent to the bank where customer authentication password 
is recovered from the cover text. Customer authentication 
information is sent to the merchant by CA. Upon receiv-
ing customer authentication password, bank matches it 
with its own database and after verifying legitimate cus-
tomer, transfers fund from the customer account to the 
submitted merchant account. After receiving the fund, 
merchant’s payment system validates receipt of payment 
using customer authentication information. The problem 
is that CA does not know to which bank to forward the 
cover text obtained from combining two shares. It can be 
solved by appending 9 digit routing or transit number of 
bank with customer authentication information.

ADVANTAGES OF PROPOSED SYSTEM: 

•Proposed method minimizes customer information sent 
to the online merchant. So in case of a breach in mer-
chant’s database, customer doesn’t get affected. It also 
prevents unlawful use of customer information at mer-
chant’s side.

•Presence of a fourth party, CA, enhances customer’s sat-
isfaction and security further as more number of parties 
are involved in the process. ƒ 

•Usage of steganography ensures that the CA does not 
know customer authentication password thus maintaining 
customer privacy. 

•Cover text can be sent in the form of email from CA 
to bank to avoid rising suspicion. Since customer data is 
distributed over 3 parties, a breach in single database can 
easily be contented.

IMPLEMENTATION:
Steganography Process:

In this module, Steganography uses characteristics of Eng-
lish language such as inflexion, fixed word order and use 
of periphrases for hiding data rather than using properties 
of a sentence. This gives flexibility and freedom from the 
point view of sentence construction but it increases com-
putational complexity.

Encoding:

•Representation of each letter in secret message by its 
equivalent ASCII code. 

•Conversion of ASCII code to equivalent 8 bit binary 
number. o Division of 8 bit binary number into two 4 bit 
parts. 

•Choosing of suitable letters from table 1 corresponding 
to the 4 bit parts. 

•Meaningful sentence construction by using letters ob-
tained as the first letters of suitable words. o Encoding is 
not case sensitive. 

Decoding Steps: 

•First letter in each word of cover message is taken and 
represented by corresponding 4 bit number. 

•4 bit binary numbers of combined to obtain 8 bit num-
ber. 

•ASCII codes are obtained from 8 bit numbers.

•Finally secret message is recovered from ASCII codes. 

Certification Authority Access :

During shopping online, after selection of desired item 
and adding it to the cart, preferred payment system of the 
merchant directs the customer to the Certified Authority 
portal. In the portal, shopper submits its own share and 
merchant submits its own account details. Now the CA 
combines its own share with shopper’s share and obtains 
the original image. From CA now, merchant account de-
tails, cover text are sent to the bank where customer au-
thentication password is recovered from the cover text.

Customer Authentication:

Customer unique authentication password in connection 
to the bank is hidden inside a cover text using the text 
based Steganography method.  Customer authentication 
information (account no) in connection with merchant is 
placed above the cover text in its original form. Now a 
snapshot of two texts is taken. From the snapshot image, 
two shares are generated using visual cryptography. Now 
one share is kept by the customer and the other share is 
kept in the database of the certified authority. 

Fig :- Proposed payment method

CONCLUSION:

In our project, a payment system for online shopping is 
proposed by combining BPCS steganography and 2-out-2 
visual cryptography that provides customer data privacy 
and prevents misuse of data at merchant’s side. BPCS Ste-
ganography is really effective against eavesdropping and 
has a high information hiding capacity as compared to 
traditional steganography approach. The method is con-
cerned only with prevention of identity theft and custom-
er data security. The main aim is consumer satisfaction 
and authorized merchant-bank interaction for fund trans-
action. In comparison to other banking application which 
uses steganography and visual cryptography are basically 
applied for physical banking, the proposed method can 
be applied for E-Commerce with focus area on payment 
during online shopping as well as physical banking. In the 
proposed payment systems, a consumer’s payment infor-
mation is sent to a payment portal via a merchant. This 
makes the payment system vulnerable to intrusions and 
Information leaks, causing consumer data theft, identity 
theft and fraudulent transactions.

To protect a consumer’s financial information from be-
ing compromised, we developed an approach for online 
payment systems in which a consumer’s payment infor-
mation is directly provided to a payment portal rather 
than sent through a merchant’s website. This approach, 
however, introduced by the introduction of a trusted third 
party called certified authority, CA, and a combination of 
text steganography and visual cryptography. A CA veri-
fies the identity of a consumer by combining share1 and 
share2 before processing the payment. The combination 
of text steganography and visual cryptography provides 
consumer’s information privacy and protects data from 
misuse. Hence, we show that our proposed payment sys-
tem is secure and protects a consumer’s payment informa-
tion and payment against network intruders or attackers

FUTURE SCOPE:

The payment system can also be extended to internet 
or physical banking. Shares may contain consumer im-
age or signature in addition to consumer authentication 
password. In the bank, consumer submits its own share 
and consumer physical signature is validated against the 
signature obtained by combining consumer’s share and 
CA’s share along with validation of consumer authentica-
tion password. It prevents misuse of stolen card and stops 
illegitimate consumer. This can be also applied for stan-
dardization of a particular product or an organization by 
having their personal identification secured.
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Customer authentication information (account no) in con-
nection with merchant is placed above the cover text in 
its original form. Now a snapshot of two texts is taken. 
From Now one share is kept by the customer and the oth-
er share is kept in the database of the certified authority. 
During shopping online, after selection of desired item 
and adding it to the cart, preferred payment system of the 
merchant directs the customer to the Certified Authority 
portal. In the portal, shopper submits its own share and 
merchant submits its own account details. Now the CA 
combines its own share with shopper’s share and obtains 
the original image. 

From CA now, merchant account details, cover text are 
sent to the bank where customer authentication password 
is recovered from the cover text. Customer authentication 
information is sent to the merchant by CA. Upon receiv-
ing customer authentication password, bank matches it 
with its own database and after verifying legitimate cus-
tomer, transfers fund from the customer account to the 
submitted merchant account. After receiving the fund, 
merchant’s payment system validates receipt of payment 
using customer authentication information. The problem 
is that CA does not know to which bank to forward the 
cover text obtained from combining two shares. It can be 
solved by appending 9 digit routing or transit number of 
bank with customer authentication information.

ADVANTAGES OF PROPOSED SYSTEM: 

•Proposed method minimizes customer information sent 
to the online merchant. So in case of a breach in mer-
chant’s database, customer doesn’t get affected. It also 
prevents unlawful use of customer information at mer-
chant’s side.

•Presence of a fourth party, CA, enhances customer’s sat-
isfaction and security further as more number of parties 
are involved in the process. ƒ 

•Usage of steganography ensures that the CA does not 
know customer authentication password thus maintaining 
customer privacy. 

•Cover text can be sent in the form of email from CA 
to bank to avoid rising suspicion. Since customer data is 
distributed over 3 parties, a breach in single database can 
easily be contented.

IMPLEMENTATION:
Steganography Process:

In this module, Steganography uses characteristics of Eng-
lish language such as inflexion, fixed word order and use 
of periphrases for hiding data rather than using properties 
of a sentence. This gives flexibility and freedom from the 
point view of sentence construction but it increases com-
putational complexity.

Encoding:

•Representation of each letter in secret message by its 
equivalent ASCII code. 

•Conversion of ASCII code to equivalent 8 bit binary 
number. o Division of 8 bit binary number into two 4 bit 
parts. 

•Choosing of suitable letters from table 1 corresponding 
to the 4 bit parts. 

•Meaningful sentence construction by using letters ob-
tained as the first letters of suitable words. o Encoding is 
not case sensitive. 

Decoding Steps: 

•First letter in each word of cover message is taken and 
represented by corresponding 4 bit number. 

•4 bit binary numbers of combined to obtain 8 bit num-
ber. 

•ASCII codes are obtained from 8 bit numbers.

•Finally secret message is recovered from ASCII codes. 

Certification Authority Access :

During shopping online, after selection of desired item 
and adding it to the cart, preferred payment system of the 
merchant directs the customer to the Certified Authority 
portal. In the portal, shopper submits its own share and 
merchant submits its own account details. Now the CA 
combines its own share with shopper’s share and obtains 
the original image. From CA now, merchant account de-
tails, cover text are sent to the bank where customer au-
thentication password is recovered from the cover text.

Customer Authentication:

Customer unique authentication password in connection 
to the bank is hidden inside a cover text using the text 
based Steganography method.  Customer authentication 
information (account no) in connection with merchant is 
placed above the cover text in its original form. Now a 
snapshot of two texts is taken. From the snapshot image, 
two shares are generated using visual cryptography. Now 
one share is kept by the customer and the other share is 
kept in the database of the certified authority. 

Fig :- Proposed payment method

CONCLUSION:

In our project, a payment system for online shopping is 
proposed by combining BPCS steganography and 2-out-2 
visual cryptography that provides customer data privacy 
and prevents misuse of data at merchant’s side. BPCS Ste-
ganography is really effective against eavesdropping and 
has a high information hiding capacity as compared to 
traditional steganography approach. The method is con-
cerned only with prevention of identity theft and custom-
er data security. The main aim is consumer satisfaction 
and authorized merchant-bank interaction for fund trans-
action. In comparison to other banking application which 
uses steganography and visual cryptography are basically 
applied for physical banking, the proposed method can 
be applied for E-Commerce with focus area on payment 
during online shopping as well as physical banking. In the 
proposed payment systems, a consumer’s payment infor-
mation is sent to a payment portal via a merchant. This 
makes the payment system vulnerable to intrusions and 
Information leaks, causing consumer data theft, identity 
theft and fraudulent transactions.

To protect a consumer’s financial information from be-
ing compromised, we developed an approach for online 
payment systems in which a consumer’s payment infor-
mation is directly provided to a payment portal rather 
than sent through a merchant’s website. This approach, 
however, introduced by the introduction of a trusted third 
party called certified authority, CA, and a combination of 
text steganography and visual cryptography. A CA veri-
fies the identity of a consumer by combining share1 and 
share2 before processing the payment. The combination 
of text steganography and visual cryptography provides 
consumer’s information privacy and protects data from 
misuse. Hence, we show that our proposed payment sys-
tem is secure and protects a consumer’s payment informa-
tion and payment against network intruders or attackers

FUTURE SCOPE:

The payment system can also be extended to internet 
or physical banking. Shares may contain consumer im-
age or signature in addition to consumer authentication 
password. In the bank, consumer submits its own share 
and consumer physical signature is validated against the 
signature obtained by combining consumer’s share and 
CA’s share along with validation of consumer authentica-
tion password. It prevents misuse of stolen card and stops 
illegitimate consumer. This can be also applied for stan-
dardization of a particular product or an organization by 
having their personal identification secured.
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