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Abstract:

Message authentication is one of the most effective ways 
to thwart unauthorized and corrupted messages from be-
ing forwarded in wireless sensor networks (WSNs). For 
this reason, many message authentication schemes have 
been developed, based on either symmetric-key crypto-
systems or public-key cryptosystems. Most of them, how-
ever, have the limitations of high computational and com-
munication overhead in addition to lack of scalability and 
resilience to node compromise attacks. To address these 
issues, a polynomial-based scheme was recently intro-
duced. However, this scheme and its extensions all have 
the weakness of a built-in threshold determined by the 
degree of the polynomial: 

when the number of messages transmitted is larger than 
this threshold, the adversary can fully recover the poly-
nomial. In this paper, we propose a scalable authentica-
tion scheme based on elliptic curve cryptography (ECC). 
While enabling intermediate nodes authentication, our 
proposed scheme allows any node to transmit an unlim-
ited number of messages without suffering the threshold 
problem. In addition, our scheme can also provide mes-
sage source privacy. Both theoretical analysis and simula-
tion results demonstrate that our proposed scheme is more 
efficient than the polynomial-based approach in terms of 
computational and communication overhead under com-
parable security levels while providing message source 
privacy.
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1. INTRODUCTION:

MESSAGE authentication plays a key role in thwarting 
unauthorized and corrupted messages from being for-
warded in networks to save the precious sensor energy. 
For this reason, many authentication schemes have been 
proposed in literature to provide message authenticity 
and integrity verification for wireless sensor networks 
(WSNs). These schemes can largely be divided into two 
categories: public-key based approaches and symmetric-
key based approaches.The symmetric-key based approach 
requires complex key management, lacks of scalability, 
and is not resilient to large numbers of node compromise 
attacks since the message sender and the receiver have to 
share a secret key. The shared key is used by the sender to 
generate a message authentication code (MAC) for each 
transmitted message. However, for this method, the au-
thenticity and integrity of the message can only be veri-
fied by the node with the shared secret key, which is gen-
erally shared by a group of sensor nodes. An intruder can 
compromise the key by capturing a single sensor node. 
In addition, this method does not work in multicast net-
works.

To solve the scalability problem, a secret polynomial 
based message authentication scheme was introduced. 
The idea of this scheme is similar to a threshold secret 
sharing, where the threshold is determined by the degree 
of the polynomial. This approach offers information-the-
oretic security of the shared secret key when the number 
of messages transmitted is less than the threshold. The 
intermediate nodes verify the authenticity of the mes-
sage through a polynomial evaluation. However, when 
the number of messages transmitted is larger than the 
threshold, the polynomial can be fully recovered and the 
system is completely broken. An alternative solution was 
proposed to thwart the intruder from recovering the poly-
nomial by computing the coefficients of the polynomial.
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The idea is to add a random noise, also called a perturba-
tion factor, to the polynomial so that the coefficients of 
the polynomial cannot be easily solved. However, a re-
cent study shows that the random noise can be completely 
removed from the polynomial using error-correcting code 
techniques.The major contributions of this paper are the 
following:

We develop a source anonymous message authentica- »
tion code (SAMAC) on elliptic curves that can provide 
unconditional source anonymity.

We offer an efficient hop-by-hop message authentica- »
tion mechanism for WSNs without the threshold limita-
tion.

We devise network implementation criteria on source  »
node privacy protection in WSNs.

We propose an efficient key management framework to  »
ensure isolation of the compromised nodes.

We provide extensive simulation results under ns-2 and  »
TelosB on multiple security levels.

2. EXISTING SYSTEM :

The public-key based approach, each message is transmit-
ted along with the digital signature of the message gener-
ated using the sender’s private key. Every intermediate 
forwarder and the final receiver can authenticate the mes-
sage using the sender’s public key. One of the limitations 
of the public-key based scheme is the high computational 
overhead. Computational complexity, memory usage, and 
security resilience, since public-key based approaches 
have a simple and clean key management.

DISADVANTAGES OF EXISTING SYS-
TEM:

•High computational and communication overhead.
•Lack of scalability and resilience to node compromise 
attacks.
•Polynomial-based scheme have the weakness of a built-
in threshold determined by the degree of the polynomial.

3. PROPOSED SYSTEM:

We propose an unconditionally secure and efficient 
SAMA. The main idea is that for each message m to be 
released, the message sender, or the sending node, gener-
ates a source anonymous message authenticator for the 
message m.

The generation is based on the MES scheme on elliptic 
curves.  For a ring signature, each ring member is required 
to compute a forgery signature for all other members in 
the AS. In our scheme, the entire SAMA generation re-
quires only three steps, which link all non-senders and 
the message sender to the SAMA alike. In addition, our 
design enables the SAMA to be verified through a single 
equation without individually verifying the signatures.

3.1.PROPOSED SYSTEM ARCHITEC-
TURE:

 

Fig-1: Architecture of Proposed system

ADVANTAGES OF PROPOSED SYSTEM:

A novel and efficient SAMA based on ECC. While en- »
suring message sender privacy, SAMA can be applied to 
any message to provide message content authenticity. 

To provide hop-by-hop message authentication without  »
the weakness of the built- in threshold of the polynomial-
based scheme, we then proposed a hop-by-hop message 
authentication scheme based on the SAMA. 

When applied to WSNs with fixed sink nodes, we also  »
discussed possible techniques for compromised node 
identification

4.IMPLEMENTATION OF PROPOSED 
SYSTEM:

The framework of our proposed system has the accompa-
nying modules alongside the following prerequisites. 

•Network Configuration
•Source Anonymous Message Authentication (SAMA)

•Hop-by-hop message authentication
•Performance Evaluation

Network Configuration:

Sensor nodes are randomly distributed in the sensing 
field. In this project we are using wireless sensor network. 
In this network, the nodes are static and fixed. The sen-
sor nodes are sense the information and then send to the 
server. If the source node sends the packet, it will send 
through the intermediate node. The nodes are communi-
cates only within the communication range. So, we have 
to find the node’s communication range.

Source Anonymous Message Authentication 
(SAMA):

In this project, we propose the Source Anonymous Mes-
sage Authentication scheme (SAMA) for secure message 
sending. The proposed scheme allows any node to trans-
mit an unlimited number of messages without suffering 
from threshold problem. 

We are using ElGamal signature for message authentica-
tion. In this scheme enables the nodes to authenticate the 
message so that all corrupted message can be detected and 
dropped. We develop the SAMA code on elliptic curves 
that can provide unconditional source anonymity. We pro-
pose an efficient key management framework to ensure 
isolation of the compromised nodes.

Hop-by-Hop Message Authentication:

In this project, we also propose hop-by-hop message au-
thentication scheme for protect the data. We are using 
ElGmal signature for message authenticate. Along this 
signature we can provide the secure for data packet and 
also using the signature we can detect the adversaries. 
The message receiver should be able to verify whether 
the message sent by the authorized node and also verify 
the message has been modified by the adversaries.

Every forwarder can verify the message is authenticated 
or not. If the forwarder detect the intruder or find the mes-
sage has been modified, forwarder will drop the packet 
or change the routing path. Along this proposed scheme, 
we can get accurate data without modifying and also can 
easily detect the adversaries.

Performance Evaluation:

In this section, we can evaluate the performance of simu-
lation. We are using the xgraph for evaluate the perfor-
mance. We use some evaluation metrics: Packet delivery 
ratio – it is the ratio of the number of packet received 
at destination and number of packet sent by the source, 
End-to-End delay - the average time taken for a packet 
to be transmitted from source to destination, Energy level 
– number of energy consumed when the data should be 
transmitted.

5. CONCLUSION:

In this paper, we first proposed a novel and efficient SAMA 
based on ECC. While ensuring message sender privacy, 
SAMA can be applied to any message to provide message 
content authenticity. To provide hop-by-hop message au-
thentication without the weakness of the built in thresh-
old of the polynomial-based scheme, we then proposed a 
hop-by-hop message authentication scheme based on the 
SAMA. When applied to WSNs with fixed sink nodes, we 
also discussed possible techniques for compromised node 
identification. We compared our proposed scheme with the 
bivariate polynomial-based scheme through simulations 
using ns-2 and TelosB. Both theoretical and simulation 
results show that, in comparable scenarios, our proposed 
scheme is more efficient than the bivariate polynomial-
based scheme in terms of computational overhead, energy 
consumption, delivery ratio, message delay, and memory 
consumption.
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