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ABSTRACT
We study the following problem: A data distributor has 
given sensitive data to a set of supposedly trusted agents 
(third parties). Some of the data is leaked and found in 
an unauthorized place (e.g., on the web or somebody’s 
laptop). The distributor must assess the likelihood that the 
leaked data came from one or more agents, as opposed 
to having been independently gathered by other means.     
These methods do not rely on alterations of        the re-
leased data (e.g., watermarks). In some cases, we can also 
inject realistic but fake‖ data records to further improve 
our chances of detecting leakage and identifying the 
guilty party.

1.INTRODUCTION:
Data leakage is the unauthorized transmission of data or 
information from within an organization to an external 
destination or recipient. . Data leakage is defined as the 
accidental or intentional distribution of private or sensi-
tive data to an unauthorized entity. Sensitive data of com-
panies and organization includes intellectual property, 
financial information, patient information, personal credit 
card data and other information depending upon the busi-
ness and the industry.  We propose data allocation strate-
gies hat improve the probability of identifying leakages. 
A data distributor has given this sensitive data to a set 
of supposedly trusted agents (third parties). Some of the 
data are leaked and found in an unauthorized place. The 
distributor must assess the likelihood that the leaked data 
came from one or more agents, as opposed to having been 
independently gathered by other means.  We propose data 
allocation strategies (across the agents) that improve the 
probability of identifying leakages. These methods do not 
rely on alterations of the released data. In some cases we 
can also inject “realistic but fake” data records to further 
improve our chances of detecting leakage and identifying 
the guilty party.

Our goal is to detect when the distributor’s sensitive data 
have been leaked by agents, and if possible to identify the 
agent that leaked the data. We call the owner of the data 
the distributor  and the supposedly trusted third parties the 
agents. Our goal is to detect when the distributor’s sensi-
tive data have been leaked by agents, and if possible to 
identify the agent that leaked the data.

2. PROBLEM SETUP AND NOTATION
2.1 Entities and Agents
Let the distributor database owns a set S= {t1, t2,…., tm} 
which consists of data objects. Let the no of agents
be A1, A2,..., An. The distributor distributes a set of re-
cords S to any agents based on their request such as Sam-
ple or explicit request.
• Sample request Ri= SAMPLE (T, mi): Any subset of mi 
records from T can be given to Ui [1].
• Explicit request Ri= EXPLICIT (T;condi): Agent Ui re-
ceives all T objects that satisfy condition.

Dig: Leakage Problem Instances

The objects in T could be of any type and size, e.g. they 
could be tuples in a relation, or relations in a database. Af-
ter giving objects to agents, the distributor discovers that 
a set S of T has leaked. This means that some third party 
called the target has been caught in possession of S. For 
example, this target may be displaying S on its web site, 
or perhaps as part of a legal discovery process, the target 
turned over S to the distributor.
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Since the agents (A1, A2, ..., An) have some of the data, it 
is reasonable to suspect them leaking the data. However, 
the agents can argue that they are innocent, and that the S 
data was obtained by the target through other means.

2.2 Guilty Agents
Guilty agents are the agents who had leaked the data. Sup-
pose the agent say Ai had leaked the data knowingly or 
unknowingly. Then automatically notification will be the 
send to the distributor defining that Agent Ai had leaked 
the particular set of records which also specifies sensi-
tive or non-sensitive records. Our goal is to estimate the 
likelihood that the leaked data came from the agents as 
opposed to other sources.

3. RELATED WORK
The guilt detection approach we present is related to the 
data provenance problem 
[1] Tracing the lineage of an S object implies essentially 
the detection of the guilty agents. 
[2] It provides a good overview on the research conducted 
in this field.
Suggested solutions are domain specific, such as lineage 
tracing for data Warehouses 
[3] And assume some prior knowledge on the way a data 
view is created out of data sources.
Watermarks were initially used in images
[4] Video
[5] Audio data 
[6] Whose digital representation includes considerable 
redundancy? 

Our approach and watermarking are similar in the sense 
of providing agents with some kind of receiver identify-
ing information. Finally, there are also lots of other works 
on mechanisms that allow only authorized users to access 
sensitive data through access control Policies. Such ap-
proaches prevent in some sense data leakage by sharing 
information only with trusted Parties.

4. RESULTS OF DATA LEAKAGE DETEC-
TION MODEL
4.1 Agent Guilt Model
To compute this PrfGijSg, we need an estimate for the 
probability that values in S can be “guessed” by the target. 
For instance, say some of the objects in T are emails of 
individuals.

We can conduct an experiment and ask a person with ap-
proximately the expertise and resources of the target to 
find the email of say 100 individuals. To simplify the for-
mulas that we present in the rest of the paper, we assume 
that all T objects have the same pt, which we call p. Our 
equations can be easily generalized to diverse pt’s though 
they become cumbersome to display.

4.2 Guilt Model Analysis
In order to see how our model parameters interact and to 
check if the interactions match our intuition, in this sec-
tion, we study two simple scenarios. In each scenario, we 
have a target that has obtained all the distributors 
Objects, i.e., T ¼ S.

B.1 Impact of Overlap between Ri and S
In this section, we again study two agents, one receiving 
all the T ¼ S data and the second one receiving a vary-
ing fraction of the data. The probability of guilt for both 
agents, as a function of the fraction of the objects owned 
by U2, i.e., as a function of j R2 \ Sj = j Sj. In this case, 
p has a low value of 0.2, and U1 continues to have all 
16S objects. Note that in our previous scenario, U2 has 
50 percent of the S objects. We see that when objects are 
rare (p ¼ 0:2), it does not take many leaked objects be-
fore we can say that U2 is guilty with high confidence. 
This result matches our intuition: an agent that owns even 
a small number of incriminating objects is clearly suspi-
cious. The same scenario, except for values of p equal to 
0.5 and 0.9. We see clearly that the rate of increase of the 
guilt probability decreases as p increases. This observa-
tion again matches our intuition: As the objects become 
easier to guess, it takes more and more evidence of leak-
age (more leaked objects owned by U2) before we can 
have high confidence that U2 is guilty. In, we study an ad-
ditional scenario that shows how the sharing of S objects 
by agents affects the probabilities that they are guilty. The 
scenario conclusion matches our Intuition: with more 
agents holding the replicated leaked data, it is harder to 
lay the blame on any one agent.

5. DATA ALLOCATION STRATEGIES
The data allocation strategies used to solve the problem of 
data distribution as discussed in previous sections exactly 
or approximately are provided in the form of various al-
gorithms. The algorithms are provided here.
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5.1Explicit Data Request

It is a general algorithm that is used by other algorithms.
Our goal is to detect when the distributor’s sensitive data 
has been leaked by agents, and if possible to identify the 
agent that leaked the data. Furthermore, watermarks can 
sometimes be destroyed if the data recipient is malicious.

6. EXISTING SYSTEM
We consider applications where the original sensitive data 
cannot be perturbed. Perturbation is a very useful tech-
nique where the data is modified and made “less sensi-
tive” before being handed to agents.However, in some 
cases it is important not to alter the original distributor’s 
data. Traditionally, leakage detection is handled by wa-
termarking, e.g., a unique code is embedded in each dis-
tributed copy. If that copy is later discovered in the hands 
of an unauthorized party, the leaker can be identified. 
Watermarks can be very useful in some cases, but again, 
involve some modification of the original data. Further-
more, watermarks can sometimes be destroyed if the data 
recipient is malicious.

7. PROPOSED SYSTEM
After giving a set of objects to agents, the distributor dis-
covers some of those same objects in an unauthorized 
place. At this point the distributor can assess the likeli-
hood that the leaked data came from one or more agents, 
as opposed to having been independently gathered by oth-
er means.If the distributor sees “enough evidence” that an 
agent leaked data, he may stop doing business with him, 
or may initiate legal proceedings. In this project we de-
velop a model for assessing the “guilt” of agents. We also 
present algorithms for distributing objects to agents, in a 
way that improves our chances of identifying a leaker.

Only little permission is available with the employees. 
Employees have the following task/ responsibilities. Em-
ployees have Read-only access to the content. 
. Employees can Read the articles
. Downloads the documents
. Read the messages which are send     by the Admin 
. Discuss the content in the Discussion Board.

Module 3: Data leakage detection module.
The main scope of this module is provide complete infor-
mation about the data/content that is accessed by the us-
ers within the website. Continuously observation is made 
automatically and the information is send to the adminis-
trator so that he can identify whenever the data is leaked. 
Forms authentication techniques are used to provide se-
curity to the website in order to prevent the leakage of 
the data. Above all the important aspect providing proof 
against the guilty objects. The following techniques are 
used.
– Fake Object Generation. 
– Water Marking. 

9. OBJECTIVE
The distributor must assess the likelihood that the leaked 
data came from one or more agents, as opposed to hav-
ing been independently gathered by other means. These 
methods do not rely on alterations of the released data 
(e.g., watermarks). In some cases we can also inject “real-
istic but fake” data records to further improve our chances 
of detecting leakage and identifying the guilty party.

10. CONCLUSION
From this study we conclude that the data leakage detec-
tion system model is very useful as compare to the exist-
ing watermarking model. We can provide security to our 
data during its distribution or transmission and even we 
can detect if that gets leaked. Thus, using this model secu-
rity as well as tracking system is developed. Watermark-
ing can just provide security using various algorithms 
through encryption, whereas this model provides security 
plus detection technique.Our model is relatively simple, 
but we believe that it captures the essential trade-offs. The 
algorithms we have presented implement a variety of data 
distribution strategies that can improve the distributor’s 
chances of identifying a leaker. We have shown that dis-
tributing objects judiciously can make a significant dif-
ference in identifying guilty agents, especially in cases 
where there is large overlap in the data that agents must 
receive. 

Finally, we also consider the option of adding “fake” ob-
jects to the distributed set. Such objects do not correspond 
to real entities but appear.If it turns out an agent was given 
one or more fake objects that were leaked, then the dis-
tributor can be more confident that agent was guilty.

7.1 Watermarking:
We describe a digital watermarking method for use in au-
dio, image, video and multimedia data. The watermark 
is difficult for an attacker to remove, even when several 
individuals conspire together with independently water-
marked copies of the data. It is distortions such as digital-
to-analog and analog-to-digital conversion, resampling, 
quantization, dithering, compression, rotation, translation, 
cropping and scaling. The same digital watermarking al-
gorithm can be applied to all three media under consider-
ation with only minor modifications, making it especially 
appropriate for multimedia products.

7.2 Steganography
Steganography is a technique for hiding a secret message 
within a larger one in such a way that others can’t dis-
cern the presence or contents of the hidden message. A 
plain text message may be hidden in one of two ways, 
the method of steganography conceal the existence of the 
message, whereas the outsiders of cryptography render 
the message unintelligible to transformation of the text. 
Steganography serves as a means for private, secure and 
sometimes malicious communication.

8. MODULES:
In this project we have the following modules:
Module 1: Administrator Module 
Module 2: Employees Module
Module 3: Data leakage detection               module.
Module 1: Administrator Module 
All the privileges of the website are only available with 
the administrator. Admin has privileges to accomplish 
the following responsibilities/tasks: Manage Users (Add, 
Edit, Delete,, Assign Permissions). Lock / UnLock.
Manage Articles (Add, Edit, Update, Delete). 
Manage Categories (Add, Edit, Update, Delete). 
Send Messages.
Upload Documents.

Module 2: Employees Module
Some of the privilages are restricted to the employee by 
the administrator.

Our future work includes the investigation of agent guilt 
models that capture leakage scenarios.
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