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Abstract:

Location awareness is an important asset in mobile sys-
tems and many protocols require knowledge of posi-
tion of the participating nodes. A secure protocol for
spontaneous wireless ad hoc networks is used by the
hybrid symmetric and asymmetric schemes. It gives
the trust between end users for exchanging the initial
data. The data can be encrypted by using a secret key
which hides the data. First visual contact between us-
ers is the main basis for trust. Using the complete self-
configured secure protocol, itis being able to create the
network and it also shares the secure services without
any infrastructure. The network allows resource shar-
ing and offers new services among users in a secure en-
vironment. Providing this protocol to a wireless ad hoc
network makes it to be more secure. Our proposal is
that, by integrating the Neighbor Position Verification
protocol with spontaneous ad hoc network protocol,
each node in the network can constantly verify the po-
sition of its neighbors as well as security analysis of the
system.

Index Terms: Neighbor position verification, mobile
ad hoc networks, vehicular networks.

Introduction:

MANET is an autonomous collection of mobile users
that communicated over relatively bandwidth con-
strained wireless links, and the MANETSs is to solve chal-
lenging real world problems. Since the nodes are mo-
bile so it is dynamic in nature. The network topology
may change rapidly and unpredictably over time. It is a
unstructured network. It doesn’t work constantly un-
der any topology. The network is decentralized where
all network activity including discovering and topol-
ogy and delivering message must be executed by the
nodes themselves.
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Neighbor discovery (ND) provides an essential func-
tionality for wireless devices that is to discover other
devices that they can communicate directly through the
wireless networking. Routing begin the most essential
in the context of wireless communication makes it easy
to abuse ND. The verification of node locations is an
important issues in mobile networks, and it becomes
particularly challenging in the presence of adversar-
ies aiming at harming the system. Location awareness
has become an asset in mobile systems, where a wide
range of protocols and applications require knowledge
of the position of the participating nodes. Geographic
routing in spontaneous networks, data gathering in
sensor networks, movement coordination among au-
tonomous robotic nodes, location-specific services for
handheld devices, and danger warning or traffic moni-
toring in vehicular networks are all examples of ser-
vices that build on the availability of neighbor position
information.

The correctness of node locations is therefore an all
important issue in mobile networks, and it becomes
particularly challenging in the presence of adversaries
aiming at harming the system. In these cases, we need
solutions that let nodes 1) correctly establish their loca-
tion in spite of attacks feeding false location informa-
tion, and 2) verify the positions of their neighbors, so as
to detect adversarial nodes announcing false locations.
In this paper, we focus on the latter aspect, hereinafter
referred to as neighbor position verification (NPV for
short). Specifically, we deal with a mobile ad hoc net-
work, where a pervasive infrastructure is not present,
and the location data must be obtained through node-
to-node communication. Such a scenario is of particu-
lar interest since it leaves the door open for adversarial
nodes to misuse or disrupt the location-based services.
For example, by advertising forged positions, adver-
saries could bias geographic routing or data gathering
processes, attracting network traffic and then eaves-
dropping or discarding it.
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Similarly, counterfeit positions could grant adversaries
unauthorized access to location- dependent services,
let vehicles forfeit road tolls, disrupt vehicular traffic or
endanger passengers and drivers. In this context, the
challenge is to perform, in absence of trusted nodes,
a fully distributed, lightweight NPV procedure that en-
ables each node to acquire the locations advertised by
its neighbors, and assess their truthfulness. We there-
fore propose an NPV protocol that has the following
features: It is designed for spontaneous ad hoc envi-
ronments, and, as such, it does not rely on the pres-
ence of a trusted infrastructure or of a priori trustwor-
thy nodes; .

It leverages cooperation but allows a node to perform
all verification procedures autonomously. This ap-
proach has no need for lengthy interactions, e.g., to
reach a consensus among multiple nodes, making our
scheme suitable for both low- and high mobility envi-
ronments; . It is reactive, meaning that it can be exe-
cuted by any node, at any point in time, without prior
knowledge of the neighborhood; It is robust against
independent and colluding adversaries; .

It is lightweight, as it generates low overhead traffic.
Additionally, our NPV scheme is compatible with state-
of the- art security architectures, including the ones
that have been proposed for vehicular networks [1],
[2], which represent a likely deployment environment
for NPV. The rest of the paper is organized as follows:
In Section 2, we review previous works, highlighting
the novelty of our solution.

In Section 3, we describe the system model, while the
communication protocol, the objectives of the verifi-
cation procedure and our main results are outlined in
Section 4. The details of the NPV protocol and of verifi-
cation tests are then presented in Section 5, and the re-
silience of our solution to different attacks is analyzed
in Section 6. Finally, we provide a performance evalua-
tion of the protocol in a vehicular scenario in Section 7,

and draw conclusions in Section 8.

Related work:

Although the literature carries a multitude of ad hoc
security protocols addressing a number of problems
related to NPV, there are no lightweight, robust solu-
tions to NPV
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that can operate autonomously in an open, ephemeral
environment, without relying on trusted nodes. Below,
we list relevant works and highlight the novelty of our
contribution. For clarity of presentation, we first re-
view solutions to some NPV-related problems, such as
secure positioning and secure discovery, and then we
discuss solutions specifically addressing NPV. Securely
determining own location. In mobile environments,
self-localization is mainly achieved through Global Nav-
igation Satellite Systems, e.g., GPS, whose security can
be provided by cryptographic and non cryptographic
defense mechanisms [3].

Alternatively, terrestrial special purpose infrastructure
could be used [4], [5], along with techniques to deal
with non honest beacons[6]. We remark that this prob-
lem is orthogonal to the problem of NPV. In the rest of
this paper, we will assume that devices employ one of
the techniques above to securely determine their own
position and time reference. Secure neighbor discov-
ery (SND) deals with the identification of nodes with
which a communication link can be established or that
are within a given distance [7].

SND is only a step toward the solution we are after:
simply put, an adversarial node could be securely dis-
covered as neighbor and be indeed a neighbor (within
some SND range), but it could still cheat about its posi-
tion within the same range. In other words, SND is a
subset of the NPV problem, since it lets a node assess
whether another node is an actual neighbor but it does
not verify the location it claims to be at.

SND is most often employed to counter wormhole at-
tacks [8], [9], [10]; practical solutions to the SND prob-
lem have been proposedin[11], while properties of SND
protocols with proven secure solutions can be found in
[12], [13]- Neighbor position verification was studied in
the context of ad hoc and sensor networks; however,
existing NPV schemes often rely on fixed [14], [15] or
mobile [16] trustworthy nodes, which are assumed to
be always available for the verification of the positions
announced by third parties.

In ad hoc environments, however, the pervasive pres-
ence of either infrastructure or neighbor nodes that
can be aprioristically trusted is quite unrealistic. Thus,
we devise a protocol that is autonomous and does not
require trustworthy neighbors.
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In [17], an NPV protocol is proposed that first lets
nodes calculate distances to all neighbors, and then
commends that all triplets of nodes encircling a pair of
other nodes act as verifiers of the pair’s positions. This
scheme does not rely on trustworthy nodes, but it is de-
signed for static sensor networks, and requires lengthy
multi round computations involving several nodes that
seek consensus on a common neighbor verification.
Furthermore, the resilience of the protocol in [17] to
colluding attackers has not been demonstrated.

The scheme in [18] suits static sensor networks too,
and it requires several nodes to exchange information
on the signal emitted by the node whose location has
to be verified. Moreover, it aims at assessing not the
position but whether the node is within a given region
or not. Our NPV solution, instead, allows any node to
validate the position of all of its neighbors through a
fast, one-time message exchange, which makes it suit-
able to both static and mobile environments. Addition-
ally, we show that our NPV scheme is robust against
several different colluding attacks.

Similar differences can be found between our work and
[19]. In[20], the authors propose an NPV protocol that
allows nodes to validate the position of their neighbors
through local observations only. This is performed by
checking whether subsequent positions announced by
one neighbor draw a movement over time that is physi-
cally possible. The approach in [20] forces a node to
collect several data on its neighbor movements before
a decision can be taken, making the solution unfit to
situations where the location information is to be ob-
tained and verified in a short time span.

Moreover, an adversary can fool the protocol by sim-
ply announcing false positions that follow a realistic
mobility pattern. Conversely, by exploiting coopera-
tion among nodes, our NPV protocol is 1) reactive, as it
can be executed at any instant by any node, returning
aresult in a short time span, and 2) robust to fake, yet
realistic, mobility patterns announced by adversarial
nodes over time.

The scheme in [21] exploits Time-of-Flight (ToF) dis-
tance bounding and node cooperation to mitigate
the problems of the previous solutions. However, the
cooperation is limited to couples of neighbor nodes,
which renders the protocol ineffective against collud-
ing attackers.
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To our knowledge, our protocol is the first to provide
a fully distributed, lightweight solution to the NPV
problem that does not require any infrastructure or a
priori trusted neighbors and is robust to several differ-
ent attacks, including coordinated attacks by colluding
adversaries. Also, unlike previous works, our solution
is suitable for both low and high mobile environments
and it only assumes RF communication. Indeed, non-
RF communication, e.g., infrared or ultrasound, is un-
feasible in mobile networks, where non-line-of-sight
conditions are frequent and device-to device distances
can be in the order of tens or hundreds of meters. An
early version of this work, sketching the NPV protocol
and some of the verification tests to detect indepen-
dent adversaries, can be found in [22].The correctness
of node locations is therefore an all important issue in
mobile networks, and it becomes particularly challeng-
ing in the presence of adversaries aiming at harming
the system. In these cases, we need solutions that let
nodes :-

1) correctly establish their location in spite of attacks
feeding false location information, and 2) verify the
positions of their neighbors, so as to detect adversarial
nodes announcing false locations.

Secure neighbor discovery (SND) deals with the identi-
fication of nodes with which a communication link can
be established or that are within a given distance. SND
is only a step toward the solution we are after: simply
put, an adversarial node could be securely discovered
as neighbor and be indeed a neighbor (within some
SND range), but it could still cheat about its position
within the same range. RF signal doesn’t support for
to discover the neighbor position.Although the litera-
ture carries a multitude of ad hoc security protocols ad-
dressing a number of problems related to NPV, there
are no lightweight, robust solutions to NPV that can
operate autonomously in an open, ephemeral environ-
ment, without relying on trusted nodes.

In this paper, we focus on the latter aspect, hereinaf-
ter referred to as neighbor position verification (NPV
for short). Specifically, we deal with a mobile ad hoc
network, where a pervasive infrastructure is not pres-
ent, and the location data must be obtained through
node-to-node communication. Such a scenario is of
particular interest since it leaves the door open for ad-
versarial nodes to misuse or disrupt the location-based
services.
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We deal with a mobile ad hoc network, where a per-
vasive infrastructure is not present, and the location
data must be obtained through node-to-node commu-
nication. Such a scenario is of particular interest since
it leaves the door open for adversarial nodes to misuse
or disrupt the location-based services. It is designed
for spontaneous ad hoc environments, and, as such, it
does not rely on the presence of a trusted infrastruc-
ture or of a priori trustworthy nodes. It leverages co-
operation but allows a node to perform all verification
procedures autonomously.

This approach has no need for lengthy interactions,
e.g., to reach a consensus among multiple nodes, mak-
ing our scheme suitable for both low- and high mobility
environments; It is reactive, meaning that it can be ex-
ecuted by any node, at any point in time, without prior
knowledge of the neighborhood. It is robust against
independent and colluding adversaries.

It is lightweight, as it generates low overhead traffic.
To our knowledge, our protocol is the first to provide
a fully distributed, lightweight solution to the NPV
problem that does not require any infrastructure or a
priori trusted neighbors and is robust to several differ-
ent attacks, including coordinated attacks by colluding
adversaries.

NPV protocol that has the following features:

1.It is designed for spontaneous ad hoc environments,
and, as such, it does not rely on the presence of a trust-
ed infrastructure or of a priori trustworthy nodes;

2.It leverages cooperation but allows a node to per-
form all verification procedures autonomously. This
approach has no need for lengthy interactions, e.g., to
reach a consensus among multiple nodes, making our
scheme suitable for both low- and high mobility envi-
ronments;

3.It is reactive, meaning that it can be executed by any
node, at any point in time, without prior knowledge of

the neighborhood;

4.1t is robust against independent and colluding adver-
saries;

5.1t is lightweight, as it generates low overhead traffic.

Volume No: 1(2014), Issue No: 12 (December)

We propose a fully distributed cooperative scheme
for NPV, which enables a node, hereinafter called the
verifier, to discover and verify the position of its com-
munication neighbors. For clarity, here we summarize
the principles of the protocol as well as the gist of its
resilience analysis. Detailed discussions of message for-
mat, verification tests,and protocol resilience are pro-
vided in Sections 5 and 6. A verifier, S, can initiate the
protocol at any time instant,by triggering the 4-step
message exchange depicted in Fig. 1, within its 1-hop
neighborhood.

The aim of the message exchange is to let S collect in-
formation it can use to compute distances between
any pair of its communication neighbors. To that end,
POLL and REPLY messages are first broadcasted by S
and its neighbors, respectively.

These messages are anonymous and take advantage of
the broadcast nature of the wireless medium, allowing
nodes to record reciprocal timing information without
disclosing their identities. Then, after a REVEAL broad-
cast by the verifier, nodes disclose to S, through secure
and authenticated REPORT messages, their identities
as well as the anonymous timing information they col-
lected.

The verifier S uses such data to match timings and iden-
tities; then, it uses the timings to perform ToF-based
ranging and compute distances between all pairs of
communicating nodes in its neighborhood. Once S has
derived such distances, it runs several position verifica-
tion tests in order to classify each candidate neighbor
as either:

1. Verified, i.e., a node the verifier deems to be at the
claimed position;

2. Faulty, i.e., a node the verifier deems to have an-
nounced an incorrect position;

3. Unverifiable, i.e., a node the verifier cannot prove to
be either correct or faulty, due to insufficient informa-
tion.Clearly, the verification tests aim at avoiding false
negatives (i.e., adversaries announcing fake positions
that are deemed verified) and false positives (i.e., cor-
rect nodes whose positions are deemed faulty), as well
as at minimizing the number of unverifiable nodes. We
remark that our NPV scheme does not target the cre-
ation of a consistent “map” of neighborhood.

December 2014

Page



ISSN No: 2348-4845

International Journal & Magazine of Engineering,

Technology, Management and Research

A Monthly Peer Reviewed Open Access International e-Journal

relations throughout an ephemeral network:rather, it
allows the verifier to independently classify its neigh-
bors. The basic principle the verification tests build
upon is best explained. There, M is a malicious node an-
nouncing a false location Mo, so as to fraudulently gain
some advantage over other nodes. The figure portrays
the actual network topology with black edges, while
the modified topology, induced by the fake position
announced by M, is shown with gray edges.

It is evident that the displacement of M to Mo causes
its edges with the other nodes to rotate, which, in turn,
forces edge lengths to change as well. The tests thus
look for discrepancies in the node distance informa-
tion to identify incorrect node positions. A malicious
node, knowing the protocol, can try to outsmart the
tests in a number of different ways. Section 6 contains
a comprehensive discussion of the protocol resilience,
covering conceivable attack strategies that adversarial
nodes could adopt. Overall, our analysis proves that:

An unknowledgeable adversary has no possibility of
success against our NPV protocol;An independent
knowledgeable adversary M can move at most two
links (with the verifier S and with a shared neighbor X)
without being detected: however, any additional link
(e.g., with another shared neighbor Y ) leads to incon-
sistencies between distances and positions that allow
to identify the attacker: this is the situation depicted .

Inanutshell,independent adversaries, although knowl-
edgeable, cannot harm the system; Colluding knowl-
edgeable adversaries can announce timing informa-
tion that reciprocally validate their distances, and pose
a more dangerous threat to the system. However, we
prove that an overwhelming presence of colluders in
the verifier neighborhood is required for an attack to
be successful. Additionally, simulations in realistic sce-
narios prove the robustness of the NPV protocol even
against large groups of colluding knowledgeable ad-
versaries.

POLL message Sending:

The verifier starts the protocol by broadcasting a POLL
whose transmission time is stores locally. The POLL is
anonymous, since 1) it does not carry the identity of the
verifier, 2) it is transmitted employing a fresh, software-
generated MAC address, and

Volume No: 1(2014), Issue No: 12 (December)

3) it contains a public key KoS taken from S’s pool of
anonymous one-time use keys that do not allow neigh-
bors to map the key onto a specific node. We stress
that keeping the identity of the verifier hidden is impor-
tant in order to make our NPV robust to attacks. Since
a source address has to be included in the MAC-layer
header of the message, a fresh, software-generated
MAC address is needed.

Position Verification:

Once the message exchange is concluded, verifier can
decrypt the received data and acquire the position of
all neighbors that participated in the protocol. The veri-
fier also knows the transmission time of its POLL and
learns that of all subsequent REPLY messages, as well
as the corresponding reception times recorded by the
recipients of such broadcasts. Applying a ToF-based
technique, verifier thus computes its distance from
each communication neighbor, as well as the distances
between all neighbor pairs sharing a link.The Direct
Symmetry Test (DST):-In the DST, verifier verifies the
direct links with its communication neighbors. To this
end, it checks whether reciprocal ToF-derived distances
are consistent 1) with each other, 2) with the position
advertised by the neighbor, and 3) with a proximity
range. The latter corresponds to the maximum nomi-
nal transmission range, and upper bounds the distance
at which two nodes can communicate.

The Cross-Symmetry Test (CST):

The CST ignores nodes already declared as faulty by
the DST and only considers nodes that proved to be
communication neighbors between each other, i.e., for
which ToF-derived mutual distances are available. The
CST verifies the symmetry of the reciprocal distances,
their consistency with the positions declared by the
nodes, and with the proximity range. For each neigh-
bor, verifier maintains a link counter and a mismatch
counts. The former is incremented at every new cross-
check on neighbor, and records the number of links be-
tween neighbors and other neighbors of verifier.

The Multi Lateration Test (MLT):

In MLT, it ignores nodes already tagged as faulty or un-
verifiable and looks for suspect neighbors in WWS.
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For each neighbor that did not notify about a link re-
ported by another node a curve is computed and added
to the set ILX .Such a curve is the locus of points that
can generate a transmission whose Time Difference of
Arrival (TDoA) at verifier and neighbor matches that
measured by the two nodes.

Protocol Message Exchange:

The value pXis the current position of X, and INXis the
current set of its communication neighbors. We de-
note by tX the time at which a node X starts a broad-
cast transmission and by tXY the time at which a node
Y starts receiving it. Note that these time values refer
to the actual instant at which the node starts transmit-
ting/receiving the

ALGORITHMS USED:

Message exchange protocol: verifier.
Message exchange protocol: any neighbor.
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POLL message. The verifier starts the protocol by
broadcasting a POLL whose transmission time tS it
stores locally (Algorithm 1, lines 2-3). The POLL is anon-
ymous, since
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1) it does not carry the identity of the verifier, 2) it is
transmitted employing a fresh, software-generated
MAC address, and 3) it contains a public key KoStaken
from S’ spool of anonymous one-time use keys that
do not allow neighbors to map the key onto a specific
node.

We stress that keeping the identity of the verifier hid-
den is important in order to make our NPV robust to
attacks (see the protocol analysis in Section 6). Since
a source address has to be included in the MAC-layer
header of the message, a fresh, software-generated
MAC address is needed; note that this is considered a
part of emerging cooperative systems [2], [25]. Includ-
ing a one-time key in the POLL also ensures that the
message is fresh (i.e., the key acts as a nonce).

CONCLUSION:

We presented a distributed solution for NPV, which al-
lows any node in a mobile ad hoc network to verify the
position of its communication neighbors without rely-
ing on a priori trustworthy nodes. Our analysis showed
that our protocol is very robust to attacks by indepen-
dent as well as colluding adversaries, even when they
have perfect knowledge of the neighborhood of the
verifier. Simulation results confirm that our solution
is effective in identifying nodes advertising false posi-
tions, while keeping the probability of false positives
low. Only an overwhelming presence of colluding ad-
versaries in the neighborhood of the verifier, or the
unlikely presence of fully collinear network topologies,
can degrade the effectiveness of our NPV. Future work
will aim at integrating the NPV protocol in higher layer
protocols, as well as at extending it to a proactive para-
digm, useful in presence of applications that need each
node to constantly verify the position of its neighbors.
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