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ABSTRACT:

Cloud computing enables highly scalable services to
be easily consumed over the Internet on an as-needed
basis a major feature of the cloud services is that us-
ers’ data are usually processed remotely in unknown
machines that users do not own or operate.

While enjoying the convenience brought by this new
emerging technology, users’ fears of losing control of
their own data (particularly, financial and health data)
can become a significant barrier to the wide adoption
of cloud services.

To address this problem, here, we propose a novel
highly decentralized information accountability frame-
work to keep track of the actual usage of the users’
data in the cloud. In particular, we propose an object-
centered approach that enables enclosing our logging
mechanism together with users’ data and policies.

We leverage the JAR programmable capabilities to
both create a dynamic and traveling object, and to en-
sure that any access to users’ data will trigger authen-
tication and automated logging local to the JARs. To
strengthen user’s control, we also provide distributed
auditing mechanisms. We provide extensive experi-
mental studies that demonstrate the efficiency and ef-
fectiveness of the proposed approaches.

1. INTRODUCTION:

Cloud computing presents a new way to supplement
the current consumption and delivery model for IT ser-
vices based on the Internet, by providing for dynami-
cally scalable and often virtualized resources as a ser-
vice over the Internet. To date, there are a number of
notable commercial and individual cloud computing
services, including Amazon, Google, Microsoft, Yahoo,
and Sales force.
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Details of the services provided are abstracted from
the users who no longer need to be experts of technol-
ogy infrastructure. Moreover, users may not know the
machines which actually process and host their data.
While enjoying the convenience brought by this new
technology, users also start worrying about losing con-
trol of their own data.

The data processed on clouds are often outsourced,
leading to a number of issues related to accountability,
including the handling of personally identifiable infor-
mation. Such fears are becoming a significant barrier to
the wide adoption of cloud services.

Cloud computing enables highly scalable services to
be easily consumed over the Internet on an as-needed
basis a major feature of the cloud services is that us-
ers’ data are usually processed remotely in unknown
machines that users do not own or operate. While
enjoying the convenience brought by this new emerg-
ing technology, users’ fears of losing control of their
own data (particularly, financial and health data) can
become a significant barrier to the wide adoption of
cloud services.

To address this problem, here, we propose a novel
highly decentralized information accountability frame-
work to keep track of the actual usage of the users’
data in the cloud. In particular, we propose an object-
centered approach that enables enclosing our logging
mechanism together with users’ data and policies.

We leverage the JAR programmable capabilities to
both create a dynamic and traveling object, and to en-
sure that any access to users’ data will trigger authen-
tication and automated logging local to the JARs. To
strengthen user’s control, we also provide distributed
auditing mechanisms. We provide extensive experi-
mental studies that demonstrate the efficiency and ef-
fectiveness of the proposed approaches.
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2) FEASIBILITY STUDY:
A) Economic feasibility study:

This involves questions such as whether the firm can
afford to build the system, whether its benefits should
substantially exceed its costs, and whether the project
has higher priority and profits than other projects that
might use the same resources. This also includes that
whether the project is in the condition to fulfill all the
eligibility criteria and the responsibility of both sides in
case there are two parties involved in performing any
project.

B) Technical feasibility study:

This involves questions such as whether the technolo-
gy needed for the system exists, how difficult it will be
to build, and whether the firm has enough experience
using that technology. The assessment is based on an
outline design of system requirements in terms of In-
put, Output, Fields, Programs, and Procedures. This
can be qualified in terms of volumes of data, trends,
frequency of updating, etc.in order to give an introduc-
tion of technical system.

C) Schedule Feasibility study:

This involves questions such as how much time is avail-
able to build the new system, when it can be built (i.e.
during holidays), interference with normal business
operation, etc.

D) Organizational Feasibility study:

This involves questions such as whether the system
has enough support to be implemented successfully,
whether it brings an excessive amount of change, and
whether the organization is changing too rapidly to ab-
sorb it.

E) Cultural Feasibility study:

In this stage, the project’s alternatives are evaluated
for their impact on the local and general culture. For
example, environmental factors need to be consid-
ered.
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F) Legal Feasibility study:

Not necessarily last, but all projects must face legal
scrutiny. When an organization either has legal council
on staff or on retainer, such reviews are typically stan-
dard. However, any project may face legal issues after
completion too.

G) Marketing Feasibility study:

This will include analysis of single and multi-dimension-
al market forces that could affect the commercializa-
tion or success of a project’s actual revenue (sales)
potential

3) SOFTWARE TECHNIQUES:

A) Object Oriented Analysis And Design:

Object-oriented analysis and design (OAD) is often
part of the development of large scale systems and
programs often using the Unified Modeling Language
(UML). OAD applies object-modeling techniques to an-
alyze the requirements for a context — for example,
a system, a set of system modules, an organization, or
a business unit — and to design a solution. Most mod-
ern object-oriented analysis and design methodologies
are use case driven across requirements, design, imple-
mentation, testing, and deployment.

Use cases were invented with object oriented program-
ming, but they’re also very well suited for systems that
will be implemented in the procedural paradigm. The
Unified Modeling Language (UML) has become the
standard modeling language used in object-oriented
analysis and design to graphically illustrate system con-
cepts. Part of the reason for OAD is its use in develop-
ing programs that will have an extended lifetime.

B) Object Oriented Systems:

An object-oriented system is composed of objects. The
behavior of the system is achieved through collabora-
tion between these objects, and the state of the system
is the combined state of all the objects in it. Collabora-
tion between objects involves those sending messages
to each other.
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The exact semantics of message sending between ob-
jects varies depending on what kind of system is be-
ing modeled. In some systems, “sending a message”
is the same as “invoking a method”. In other systems,
“sending a message” might involve sending data via a
socket.

C) Object Oriented Analysis:

Object-Oriented Analysis (OOA) aims to model the
problem domain, the problem we want to solve by de-
veloping an object-oriented (0O0) system. The source
of the analysis is a written requirement statements,
and/or written use cases, UML diagrams can be used
to illustrate the statements. An analysis model will not
take into account implementation constraints, such as
concurrency, distribution, persistence, or inheritance,
nor how the system will be built.

The model of a system can be divided into multiple do-
mains each of which are separately analyzed, and rep-
resent separate business, technological, or conceptual
areas of interest. The result of object-oriented analysis
is a description of what is to be built, using concepts
and relationships between concepts, often expressed
as a conceptual model. Any other documentation that
is needed to describe what is to be built is also included
in the result of the analysis. That can include a detailed
user interface mock-up document. The implementa-
tion constraints are decided during the object-oriented
design (OOD) process.

D) Object Oriented Design:

Object-Oriented Design (OOD) is an activity where the
designers are looking for logical solutions to solve a
problem, using objects. Object-oriented design takes
the conceptual model that is the result of object-ori-
ented analysis, and adds implementation constraints
imposed by the environment, the programming lan-
guage and the chosen tools, as well as architectural as-
sumptions chosen as basis of design. The concepts in
the conceptual model are mapped to concrete classes,
to abstract interfaces in APIs and to roles that the ob-
jects take in various situations. The interfaces and their
implementations for stable concepts can be made
available as reusable services. Concepts identified as
unstable in object-oriented analysis will form basis for
policy classes that make decisions, implement environ-
ment-specific or situation specific logic or algorithms.
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The result of the object-oriented design is a detail de-
scription how the system can be built, using objects.
Object-oriented software engineering (OOSE) is an ob-
ject modeling language and methodology. OOSE was
developed by Ivar Jacobson in 1992 while at Objectory
AB. It is the first object-oriented design methodology
to employ use cases to drive software design. It also
uses other design products similar to those used by
OMT. The tool Objectory was created by the team at
Objectory AB to implement the OOSE methodology.
After success in the marketplace, other tool vendors
also supported OOSE. After Rational bought Objec-
tory AB, the OOSE notation, methodology, and tools
became superseded.

¢ As one of the primary sources of the Unified Mod-
eling Language (UML), concepts and notation from
OOSE have been incorporated into UML.

*The methodology part of OOSE has since evolved
into the Rational Unified Process (RUP).

e The OOSE tools have been replaced by tools support-
ing UML and RUP.

OOSE has been largely replaced by the UML notation
and by the RUP methodology.

4) INPUT AND OUTPUT DESIGN:

The input design is the link between the information
system and the user. It comprises the developing speci-
fication and procedures for data preparation and those
steps are necessary to put transaction data in to a us-
able form for processing can be achieved by inspecting
the computer to read data from a written or printed
document or it can occur by having people keying the
data directly into the system. The design of input fo-
cuses on controlling the amount of input required, con-
trolling the errors, avoiding delay, avoiding extra steps
and keeping the process simple. The input is designed
in such a way so that it provides security and ease of
use with retaining the privacy. Input Design considered
the following things:

» What data should be given as input?

» How the data should be arranged or coded?

» The dialog to guide the operating personnel in pro-
viding input.

» Methods for preparing input validations and steps
to follow when error occur.

December 2014

Page



ISSN No: 2348-4845

International Journal & Magazine of Engineering,

Technology, Management and Research

A Monthly Peer Reviewed Open Access International e-Journal

1. Input Design is the process of converting a user-ori-
ented description of the input into a computer-based
system. This design is important to avoid errors in the
data input process and show the correct direction to
the management for getting correct information from
the computerized system.

2. It is achieved by creating user-friendly screens for
the data entry to handle large volume of data. The goal
of designing input is to make data entry easier and to
be free from errors. The data entry screen is designed
in such a way that all the data manipulates can be per-
formed. It also provides record viewing facilities.

3. When the data is entered it will check for its validity.
Data can be entered with the help of screens. Appro-
priate messages are provided as when needed so that
the user will not be in maize of instant. Thus the objec-
tive of input design is to create an input layout that is
easy to follow

OUTPUT DESIGN

A quality output is one, which meets the requirements
of the end user and presents the information clearly.
In any system results of processing are communicated
to the users and to other system through outputs. In
output design it is determined how the information is
to be displaced for immediate need and also the hard
copy output. It is the most important and direct source
information to the user. Efficient and intelligent output
design improves the system’s relationship to help user
decision-making.

1. Designing computer output should proceed in an
organized, well thought out manner; the right output
must be developed while ensuring that each output el-
ement is designed so that people will find the system
can use easily and effectively. When analysis design
computer output, they should Identify the specific out-
put that is needed to meet the requirements.

2. Select methods for presenting information.

3. Create document, report, or other formats that con-
tain information produced by the system.

e Confirm an action.
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The output form of an information system should ac-
complish one or more of the following objectives.

e Convey information about past activities, current sta-
tus or projections of the

e Future.

e Signal important events, opportunities, problems, or
warnings.

e Trigger an action.

5) MODULE IMPLEMENTATION
A) Cloud Information Accountability (CIA)
Framework:

CIA framework lies in its ability of maintaining light-
weight and powerful accountability that combines as-
pects of access control, usage control and authentica-
tion. By means of the CIA, data owners can track not
only whether or not the service-level agreements are
being honored, but also enforce access and usage con-
trol rules as needed.

B) Distinct mode for auditing:
Push mode:

The push mode refers to logs being periodically sent to
the data owner or stakeholder. Pull mode: Pull mode
refers to an alternative approach whereby the user
(Or another authorized party) can retrieve the logs as
needed.

C) Logging and auditing Techniques:

1. The logging should be decentralized in order to
adapt to the dynamic nature of the cloud. More specifi-
cally, log files should be tightly bounded with the cor-
responding data being controlled, and require minimal
infrastructural support from any server.

2. Every access to the user’s data should be correctly
and automatically logged. This requires integrated
techniques to authenticate the entity that accesses
the data, verify, and record the actual operations on
the data as well as the time that the data have been
accessed.
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3. Log files should be reliable and tamper proof to
avoid illegal insertion, deletion, and modification by
malicious parties. Recovery mechanisms are also desir-
able to restore damaged log files caused by technical
problems.

4. Log files should be sent back to their data owners pe-
riodically to inform them of the current usage of their
data. More importantly, log files should be retrievable
anytime by their data owners when needed regardless
the location where the files are stored.

5. The proposed technique should not intrusively moni-
tor data recipients’ systems, nor it should introduce
heavy communication and computation overhead,
which otherwise will hinder its feasibility and adoption
in practice.

D) Major components of CIA:

There are two major components of the CIA, the first
being the logger, and the second being the log harmo-
nizer. The logger is strongly coupled with user’s data
(either single or multiple data items). Its main tasks in-
clude automatically logging access to data items that it
contains, encrypting the log record using the public key
of the content owner, and periodically sending them to
the log harmonizer. It may also be configured to en-
sure that access and usage control policies associated
with the data are honored. For example, a data owner
can specify that user X is only allowed to view but not
to modify the data. The logger will control the data
access even after it is downloaded by user X. The log
harmonizer forms the central component which allows
the user access to the log files. The log harmonizer is
responsible for auditing.
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Cloud computing enables highly scalable services to
be easily consumed over the Internet on an as-needed
basis a major feature of the cloud services is that us-
ers’ data are usually processed remotely in unknown
machines that users do not own or operate. While
enjoying the convenience brought by this new emerg-
ing technology, users’ fears of losing control of their
own data (particularly, financial and health data) can
become a significant barrier to the wide adoption of
cloud services. To address this problem, here, we pro-
pose a novel highly decentralized information account-
ability framework to keep track of the actual usage of
the users’ data in the cloud. In particular, we propose
an object-centered approach that enables enclosing
our logging mechanism together with users’ data and
policies. We leverage the JAR programmable capabili-
ties to both create a dynamic and traveling object, and
to ensure that any access to users’ data will trigger au-
thentication and automated logging local to the JARs.
To strengthen user’s control, we also provide distrib-
uted auditing mechanisms. We provide extensive ex-
perimental studies that demonstrate the efficiency and
effectiveness of the proposed approaches.
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6. CONCLUSION:

We proposed innovative approaches for automatically
logging any access to the data in the cloud together
with an auditing mechanism. Our approach allows the
data owner to not only audit his content but also en-
force strong back-end protection if needed. Moreover,
one of the main features of our work is that it enables
the data owner to audit even those copies of its data
that were made without his knowledge.
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