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Abstract:

Virtually every industry and even some parts of the
public sector are taking on cloud computing today,
either as a provider or as a consumer. Despite being
young it has not been kept untouched by hackers,
criminals and other “bad guys” to break into the web
servers. Once weakened these web servers can serve
as a launching point for conducting further attacks
against users in the cloud. One such attack is the
DoS or its version DDoS attack. Particularly,
attackers can explore vulnerabilities of a cloud
system and compromise virtual machines to deploy
further large-scale Distributed Denial-of-Service
(DDoS). DDoS attacks usually involve early stage
actions such as multi-step exploitation, low frequency
vulnerability scanning, and compromising identified
vulnerable virtual machines as zombies, and finally
DDoS attacks through the compromised zombies.
Within  the cloud system, especially the
Infrastructure-as-a-Service (laaS) clouds, the
detection of zombie exploration attacks is extremely
difficult. To prevent vulnerable virtual machines
from being compromised in the cloud, we propose a
multi-phase distributed vulnerability detection,
measurement, and countermeasure  selection
mechanism called NICE, which is built on attack
graph based analytical models and reconfigurable
virtual network-based countermeasures. The system
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and security evaluations demonstrate the efficiency
and effectiveness of the proposed solution.
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INTRODUCTION

An ad hoc network is a collection of wireless mobile
nodes dynamically forming a temporary network
without the use of any existing infrastructure or
centralized administration. Due to the resource
constraints, dynamic network topology, open network
architecture, and shared transmission media wireless
network are prone to different types of attacks. If the
complexity of a system is high, then there are more
possibilities to be exploited for attack purposes. Due to
limited processing power, transmission bandwidth, and
lifetime of batteries there is a restriction on handling
the attacks in such networks. Dynamic network
topology places a burden on routing protocols when
trying to achieve short reaction and convergence times.

Open network architecture and shared transmission
media make it possible to join a network without a
physical connection. Any of these vulnerabilities can
be exploited in a Denial of Service (DoS) attack to
prevent or delay legitimate access to services [1].
Security is an important issue for any network, the
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main network security attributes are availability,
confidentiality, integrity, authentication, and non-
repudiation [1].

In this paper we focus on DoS attacks in wireless Ad
Hoc networks. Different types of DoS attacks in
wireless Ad Hoc network, impact of DoS attacks on
the performance of Ad Hoc networks and the existing
countermeasures.

EXISTING SYSTEM

In existing, attackers can explore vulnerabilities of a
cloud system and compromise virtual machines to
deploy further large-scale Distributed Denial-of-
Service (DDoS). DDoS attacks usually involve early
stage actions such as multi-step exploitation, low
frequency vulnerability scanning, and compromising
identified vulnerable virtual machines as zombies, and
finally DDoS attacks through the compromised
zombies. Within the cloud system, especially the
Infrastructure-as-a-Service (laaS) clouds, the detection
of zombie exploration attacks is extremely difficult.
This is because cloud users may install vulnerable
applications on their virtual machines.

DRAWBACKS OF EXISTING SYSTEM

e The cloud system, especially the Infrastructure-
as-a-Service (laaS) clouds, the detection of
zombie exploration attacks is extremely difficult.

e Existing work generally focuses on measuring
individual vulnerabilities instead of measuring
their combined effects.

EXISTING SYSTEM TECHNIQUE
e Common Vulnerability Scoring System (CVSS).

PROPOSED SYSTEM

We propose NICE (Network Intrusion detection and
Countermeasure sElection in virtual network systems)
to establish a defense-in-depth intrusion detection
framework. For better attack detection, NICE
incorporates attack graph analytical procedures into
the intrusion detection processes. We must note that
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the design of NICE does not intend to improve any of
the existing intrusion detection algorithms; indeed,
NICE employs a reconfigurable virtual networking
approach to detect and counter the attempts to
compromise VMs, thus preventing zombie VMs. In
general, NICE includes two main phases: deploy a
lightweight ~ mirroring-based  network intrusion
detection agent (NICE-A) on each cloud server to
capture and analyze cloud traffic. A NICE-A
periodically scans the virtual system vulnerabilities
within a cloud server to establish Scenario Attack
Graph (SAGSs), and then based on the severity of
identified vulnerability towards the collaborative
attack goals, NICE will decide whether or not to put a
VM in network inspection state.

ADVANTAGES OF PROPOSED SYSTEM
e We propose NICE (Network Intrusion detection
and Countermeasure sElection in virtual network
systems) to establish a defense-in-depth intrusion
detection framework.

e The area of detecting malicious behavior has been
well explored.

e The proposed solution can significantly reduce
the risk of the cloud system from being exploited
and abused by internal and external attackers.

MODULES:

1. User Registration

2. Upload & Send files to users
3. Attack on Ad-Hoc Network
4, Criteria for Attack detection
5. Simulation Results

MODULES DESCRIPTION:

User Registration:

In this module, user registers his/her personal details in
database.

Each user has unique id, username and password and
digital signature.
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After using these details he can request file from
server.

Upload & Send files to users:

In this module, server can upload the files in the
database. After verify user digital signature file could
be transfer to correct user via mobile ad-hoc network.
Attack on Ad-Hoc Network. In this module, to see
what the attack on ad-hoc is network is

Distributed Denial of Services (DDoS):

A DDoS attack is a form of DoS attack but difference
is that DoS attack is performed by only one node and
DDoS is performed by the combination of many
nodes. All nodes simultaneously attack on the victim
node or network by sending them huge packets, this
will totally consume the victim bandwidth and this will
not allow victim to receive the important data from the
network.

Criteria for Attack detection :

In this module, we use multiple nodes and simulate
through different criteria are NORMAL, DDoS and
IDS (intrusion detection case). Normal Case We set
number of sender and receiver nodes and transport
layer mechanism as TCP and UDP with routing
protocol as AODV (ad-hoc on demand distance vector)
routing. After setting all parameter simulate the result
through our simulator.

IDS Case

In IDS (Intrusion detection system) we set one node as
IDS node, that node watch the all radio range mobile
nodes if any abnormal behavior comes to our network,
first check the symptoms of the attack and find out the
attacker node , after finding attacker node, IDS block
the attacker node and remove from the DDOS attack.
In our simulation result we performed some analysis in
terms of routing load , UDP analysis , TCP congestion
window, Throughput Analysis and overall summery.

Simulation Results In this module, we implement the
random waypoint movement model for the simulation,
in which a node starts at a random position, waits for
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the pause time, and then moves to another random
position with a velocity.
a. Throughput

b. Packet delivery fraction
c. End to End delay
d. Normalized routing load

PROPOSED TECHNIQUE
e Scenario Attack Graph (SAG).

Algorithm

Create node =ids;
Set routing = AODV;
If ((node in radio range) && (next hop! =Null)
i
Capture load (all_node)

Create normal_profile (rreq, rrep, tsend, trecy, tdrop)

{pki_type; N AODY, TCF,
CER, UDF
Time;
Tsend, trecy, tdrop, rrep, rreq
H
Threshold parameter )

I ((load-=maz_lmit) &
(mew_profile-=max_threshold) &
(mew_profile-=min_threshold))
{
Mo amy attack;
}
Else {
Attack in nefworls;
Find_attack_imfo
H
Flse {
“Mode ouwt of range or destination unreachable™
H
Find_attack iwfo ()
1
Compare normal_profile into each trace value
If (normal_profile! = new trace_value)
i
Checl: plt_type;

Connf mnlmown
phit_type;

Arrival timmee;
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FUTURE ENHANCEMENT

NICE only investigates the network IDS approach to
counter zombie explorative attacks. In order to
improve the detection accuracy, host-based IDS
solutions are needed to be incorporated and to cover
the whole spectrum of IDS in the cloud system. This
should be investigated in the future work.
Additionally, as indicated in the paper, we will
investigate the scalability of the proposed NICE
solution by investigating the decentralized network
control and attack analysis model based on current
study.

CONCLUSION

In this survey paper, we try to scrutinize the security
issues in the wireless ad hoc networks. Due to the
mobility and open media nature, the wireless ad hoc
networks are much more prone denial of service. As a
result, the security needs in the wireless ad hoc
networks are much higher than those in the wired
networks.

It has been observed that the existing IDS/IPS
performs poorly in detection as well as the false
positive rate is higher. It has recently been observed
that Denial of Service (DoS) attacks are targeted even
against the IDS. Thus, IDS themselves needs to be
protected. IDS should also be able to distinguish an
attack from an internal system fault.

The identification of intruder and appropriate response
techniques to protect Wireless Ad Hoc Network from
DoS attacks is still a challenging issue. The need to
coordinate intrusion detection and response techniques
and the need to respond and control the identified
attacks effectively, require further research.
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