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Abstract:

Pairings are attractive and competitive cryptographic
primitives for establishing various novel and powerful in-
formation security schemes. This paper presents a flexible
and high-performance processor for cryptographic pair-
ings over pairing-friendly curves at high security levels.
In this design, hardware for Fp2 arithmetic is optimized
to accelerate the pairing computation, and especially a
combined modular multiplier which is based on the 16-bit
vedic multiplier, which implements (AB + CD) based on
Montgomery method, is proposed. This combined multi-
plier has the data path delay close to that of a single mul-
tiplier implementing (AB) but saves area cost compared
with two single multipliers. The Design I of the proposed
processor is the first fabricated chip for pairing cryptog-
raphy. For the comparison of results of our design with
previous designs we used Xilinx tool.

LINTRODUCTION:

For the last decade, pairings have been creatively and-
widely deployed to build novel and powerful digitalse-
curity schemes in considerable quantity, such as identi-
tybasedencryption [1] and identity-based signatures [2].
Research of cryptographic pairings hasadvanced substan-
tiallyboth in theory and implementation. However, due to
theintricate mathematical structure, pairing requires more
complicatedcomputation than the previous public key ci-
phers, suchas Rivest-Shamir-Adleman and elliptic curve

cryptography.

Infact, when high security is desired, challenges grow
even moreenormously for high computational complex-
ity. Therefore,one of the key factors in realizing a pairing-
based securityscheme is to make pairing computation ef-
ficient in softwareand hardware, especially for embedded
applications. Finite field multiplication is a fundamen-
taloperation for many cryptographic algorithmsinclud-
ing RSA, digital signature algorithmand elliptic curve
(ECC).
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Modular multiplication can be performed with in anor-
dinary multiplication followed byremainder computa-
tion, where the product isdivided by the modulus. Now a
day’sMontgomery multiplier are more successful.Modu-
lar multipliers are most the importantarithmetic function
in public keycryptosystem because they are most used
once and require large moduli, thereforecomputational
method to accelerate, reducedenergy consumption and
simplify the use ofsuch operation especially in hardware
arealways of great value for system that require data se-
curity. The Montgomery algorithmsavoid expensive di-
vision by transforming itinto another multiplication and
right shiftoperation.

II.LHARDWARE DESCRIPTION:

The first design was proposed by Mathew etal [1]. they
proposed the scalable 256/1024 bit encryption accelera-
tion Montgomery multiplier. This design was based on
90nm technology. This design’s operating frequency was
2.4 GHz with operating voltage as 1.2v and total power
consumption of 69mW. in this design the Montgomery
multiplier used a small processing element with fixed
word size.

This processing element was repeated multiple times to
process very long operands. This design disabling the car-
ry propagation in the later case. This design circuit imple-
mentation reduces the inter-outer-loop pipeline stall from
2 cycle to one cycle and having shorter latency as result.

This design has three mainelements as processing ele-
ment, memory element, FIFO and sequence circuit. The
block diagram of the Montgomery multiplier is shown
in figure (1)[1]. The memory arrays stores the input val-
ues. The final result is fed back from the end of the array
through a FIFO.
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The second design was proposed by Li et al.they pro-
posed the cryptographic pairingprocessor whose modular
multiplier hardware having new combined Montgomery
multiplier which implementsthe fundamental operations
of fp2multiplication efficiently. This architecture was
based on 65nm technology. This design used 800 MHz as
the operating frequency with 1.2 v operating voltage. Its
power consumption was 266.5mW. This design computes
the result in 0.64ms. The architecture of the combined
Montgomery multiplier is shown in figure (2)[2].
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The architecture of pairing processor employs a RISC
architecturewith five pipeline stages, such as instruction
fetch, instructiondecode, execution, memory, and write
back, as well as severalspecial hardware units for high
speed pairing computation. The modular multiplier and
the modular adder/subtractorimplement the Fp2 arith-
metics . TheS-Regfile is the special register files with the
volume of16 x 320-bit, and the MAU is responsible for
fetching datafrom data memory and preparing the 320-
bit-width variables that can be latched in the S-Regfile.
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The main RISC pipelinedecodes instructions and then
multiplier, adder/subtractor,and MAU execute the corre-
sponding instructions in multiplecycles.

IILINTRODUCTION TO VEDIC MULTI-
PLIERS:

Furthermore to speed up the multiplier performance, here
we are proposing technique called Vedic Multiplier. Gen-
erally, the microprocessor operations are operating at in-
crease in high clock frequency which leadsin increasing
the power. Whereas in Vedic multiplier, the microproces-
sor designer can easily detects these problems for avoid-
ing device failure. Vedic multiplier is faster than above
mentioned multipliers. As number of bits increases from
8-bits to 16-bits, there is greater reduction in timing delay
for Vedic multiplier when compared to other multipliers.

In terms of gate delays, regularity of structure there is
greater advantage for Vedicmultipliercompared with other
multipliers. In Vedic multiplier “Urdhva-Tiryagbhyam”
(Vertically and Crosswise) sutrais used for the multiplica-
tion of two binary (or) decimal numbers shown in Fig 3
The importance of Vedic multiplier here is partial product
generation and additions are done parallely. Therefore, it
is well suited for parallel processing. Therefore the delay
is reduced,which is the primary motivation behind this
work. The below Fig 4 illustrates the 8-bit Vedic multi-
plier.
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The 4x4 bit Vedic multiplier is implemented by using four
2x2 Vedic multiplier. To illustrate, 4x4 Vedic multiplica-
tion, it have A=A3A2A1A0, B=B3B2B1B0 and the out-
put is S7S6S5S4S3S2S1S0. Let’s A & B is divided into
2 parts A3A2& A1AO for A and B3B2 & B1BO for B by
using the basic of Vedic multiplication, taking the 2 bit
simultaneously in the circuit by using two bit multiplier
block.
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As shown in fig 5.we are using the 16-bit vedic multiplier
for our proposed system to get the better results compare
to the previous reports. Here we are concatenating the
8-bit based designs to get the 16 bit multiplier. Here the
multiplication process is done as shown in above figure.

IV. EXPERIMENTAL RESULTS:

In our extension of vedic multiplier the area of system
reduced compared with the previous systems. The simula-
tion results of our proposed systsm are as shown in fig 6.
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The synthesis results of our proposed design based on
vedic multiplier are shown in fig9.The RTL schematic is
shown in fig 7.

When compared with the results of previous system the
slices is reduced 13% in our proposed system and there is
14% improve ment in 1Os.

V. CONCLUSION:

This paper proposed a cryptographic processor that per-
formshigh speed computation of optimal ate pairing.
Hardwareunits dedicated to fast calculation of Fp2 arith-
meticsspeedup the processor. Moreover, exploiting the
parallelism in pairing algorithm and employing efficient
memory accessmechanism also contribute to performance
acceleration.Finally we achieved area efficiency by using
vedic multiplier in place booth multiplier.
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