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ABSTRACT:

Data Security is primary concern for every communica-
tion system. There are many ways to provide security data
that is being communicated. However, what if the security
is assured irrespective of the hackers are from the noise.
This Project describes a design of effective security for
data communication by designing for data transmission.
The source information is generated by a key board and
this will be sent to destination through KQ330(power line
module) communication. The receiving system will check
the data and displays on the LCD.The power line module
communication used here are KQ330 Transmitter/Re-
ceiver, The transmitter stage must be carefully designed
to take digital signals from the MCU, filter them to elimi-
nate out of band emissions and drive the low impedance
of the AC power line. In receiver section of the power line
module receive the data through the power line commu-
nication module(KQ330) and send to the receiver section
of the microcontroller unit and display on the LCD.
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The LPC2148 are based on a 16/32 bit ARM7TDMI-S™
CPU with real-time emulation and embedded trace sup-
port, together with 128/512 kilobytes of embedded high
speed flash memory. A 128-bit wide memory interface
and unique accelerator architecture enable 32-bit code
execution at maximum clock rate. For critical code size
applications, the alternative 16-bit Thumb Mode reduces
code by more than 30% with minimal performance pen-
alty. With their compact 64 pin package, low power con-
sumption, various 32-bit timers, 4- channel 10-bit ADC,
USB PORT,PWM channels and 46 GPIO lines with up to
9 external interrupt pins these microcontrollers are partic-
ularly suitable for industrial control, medical systems, ac-
cess control and point-of-sale. With a wide range of serial
communications interfaces, they are also very well suited
for communication gateways, protocol converters
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and embedded soft modems as well as many other gener-
al-purpose applications.
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ARMT7TDMI Processor Core:

*Current low-end ARM core for applications like digital
mobile phones

*TDMI

oT: Thumb, 16-bit compressed instruction set

oD: on-chip Debug support, enabling the processor to halt
in response to a debug request

oM: enhanced Multiplier, yield a full 64-bit result, high
performance

ol: Embedded ICE hardware

*Von Neumann architecture

Power supply :

This project uses regulated 5V, 500mA power supply.
7805 three terminal voltage regulator is used for voltage
regulation. Bridge type full wave rectifier is used to rec-
tify the ac out put of secondary of 230/12V step down

transformer.
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Power line module:

The power line carrier communication system is designed
based on a FSK-KQ330 (carrier modulation and demodu-
lation module). The system uses STC microcontroller as
the core processor and uses FSK-KQ330 as the modem
module. The system includes the zero-crossing detect-
ing circuit, the magnifying circuit of triodes, the resonant
circuit and the transformer isolation circuit. Master-slave
system can transmit data signals over power lines. It not
only can apply to intelligent home system, but also can
be used for the remote control of the intelligent switch
and the intelligent equipment.The power line carrier com-
munication (PLC) is a specific communication way of the
power systems. Power line carrier communication refers
to the technology which uses the existing power lines to
transmit analog or digital signal by way of carrier at high
speeds

System design:

The system includes the STC microcontroller (the core
processor), FSK-KQ330 module (a modem module), the
data transmitting circuit, the data receiving circuit, the
zero-crossing detecting circuit, the magnifying circuit
of triodes, the resonant circuit and the transformer isola-
tion circuit. Master-slave system can transmit data signals
over power lines to achieve the remote control of the host
machine. The core of the system includes two parts: one
is that STC microcontroller controls the power line carrier
module FSK-KQ330 module to send and receive data; the
other is that Power line carrier part is composed of power
line carrier module FSK-KQ330 and peripheral circuit
(resonance detection circuit and amplifier circuit) .
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PINS FUNCTIONS:

There are pins along one side of the small printed board used for connection to the microcontroller. There are total of 14
pins marked with numbers (16 in case the background light is built in). Their function is described in the table below:

Logi
Function PinNumber] Name e Description
State
Ground 1 Vss - ov
Power supply 2 Vdd - +5V
Contrast 3 Vee - 0-Vdd
0 D0 — D7 are interpreted as
4 RS ) commands
D0 — D7 are interpreted as data
Write data (from controller to
Contm.l of ] W 0 LCD)
operating ' 1 Read data (from LCD to
controller)
0 Access to LCD disabled
6 E 1 Normal operating
From 1 to |Data/commands are transferred to
0 LCD
7 DO 01 Bit 0 LSB
8 D1 01 Bit 1
9 D2 01 Bit 2
10 D3 01 Bit 3
Data / commands
11 D4 01 Bit 4
12 D5 01 Bit 5
13 D6 01 Bit 6
14 D7 01 Bit 7 MSB
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WORKING PROCEDURE:

» The source information is generated by a key board
and this will be sent to destination through kq330 (power
line module) communication.

» The power line module communication used here are
KQ330 Transmitter/Receiver, The transmitter stage must
be carefully designed to take digital signals from the
MCU, filter them to eliminate out of band emissions and
drive the low impedance of the AC power line.

» In receiver section of the power line module receive
the data through the power line communication module
(KQ330) and send to the receiver section of the microcon-
troller unit and display on the LCD.

Conclusion:

This Project is a design of effective security for data com-
munication by designing for data transmission. However,
what if the security is assured irrespective of the hackers
are from the noise. By this project high data security is
successfully achieved.
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