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Abstract: 

Captcha   is a test build by computer programs which 

human can pass but computer programs cannot pass 

CAPTCHA as graphical passwords (CaRP) are a 

graphical password scheme used for a user access 

authentication. It is mainly used for a security 

purpose to avoid the spyware attacks from website. 

Using this CaRP to protect the attacks from spyware 

access a new model to take the new experienced 

image spaces trouble in well graphical password 

taken such as different  Points which is extends to 

insufficient password selections. 

 

Captcha is provide security , but it take s sensible 

security and usability and comes out to fit well with 

some practical lotions for different online security 

Captcha as graphical passwords is mixed the 

numbers strings and a graphical password model We 

take different reviewing authentication model Two 

Factor Authentication (2FA) is devices such as 

tokens and ATM cards is taken number of short 

comings is associated with  resent passwords but they 

include the cost of purchasing, issuing, and 

managing the Tokens or cards. 

 

IndexTerms: Captcha, CaRP, Graphical, Password 

 

 

1. INTRODUCTION  

Mostly the security is provided by using the 

cryptographic primitives that are based on hard 

mathematical problems which are intractable. For 

example, the RSA public key cryptography depends on 

the integer factorization. The security primitive that is 

developed using the hard AI problems is 

Captcha[1][3]. Captcha is used to distinguish the 

human and the computer bots. The need to develop the 

Captcha as a security primitive has risen when an 

organization conducted the online poll. The online poll 

ended as a fraud because some computer programs are 

used to vote in the poll. These Captchas are hard to 

break by computers and easy to humans. So, Captcha 

is a widely known internet security primitive which is 

used in many applications like email and other services 

to resist from bots Recall based system: It is also 

known as draw metric systems because users recall 

and reproduce a secret drawing. In these systems [2] 

users typically draw their password either on a blank 

canvas or on a grid. Retrieval is done without memory 

prompts or cues [4] the system is prune to Phishing 

attacks. 

 

A phishing website can copy the login page from a 

authorized site, including the area for drawing the 

graphical password. Once user enters their username 

and password, this information can be used by 
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attackers at the authorized site a new password and for 

every login attempt a new CaRP image is generated 

whether the existing user tries authenticating or a new 

user. In this paper we conduct a comprehensive survey 

of existing CaRP techniques namely Click Text Click 

Animal and Animal Grid. We point out research 

direction in this area [8][5] We also try to answer our 

CaRP as secured as graphical passwords and text 

based passwords. Survey will be useful for information 

security researchers and practitioners who are 

interested in finding alternative to graphical 

authentication methods A fundamental thing in 

security is to create primitives for cryptograph. These 

primitives are based on hard and tough mathematical 

problems that are computationally interfacial the 

problem of factorization of integers is fundamental to 

the Rabin encryption and the RSA public-key 

cryptosystem [6]. Authentication plays is role 

especially in online services model There is number of 

ways we take authenticate users The range in the 

simple systems in combination the username and 

password is complex model such as biometric one time 

usage based variable tokens. The technology is 

changing every day organizations is changed their 

security model to effectively fight against imposters 

hackers  models Selecting the right technologies for 

each organization is generalized. 

 
 

2. RELATED WORK 

Maximum the graphical password schemes always 

need for used to enter the password exactly by 

clicking, typing or drawing. In this way the 

unauthorized person shall login into our account. For 

that case the graphical password schemes [7]where 

done by as secured password against spyware attacks. 

Though this we can protect our password safely. A 

large number of graphical password model is 

proposed. In classified different A distinctive scheme 

is Pass faces where a user chooses a function of faces 

from a database in giving rise a password. During 

certification, a panel ofcandidate faces is showed for 

the user to select the face going to her function. This 

process is iterated various attacks, each round with a 

different board. A successful login calls forcorrect 

selection in each round. The band of images in a panel 

stays the same between logins, but their positions are 

permuted. Story is similar to pass faces but the images 

in the function are governed, and a user must key out 

her function images in the discipline order. A recall-

based scheme calls for a customer to regenerate the 

identical interaction result without cueing Graphical 

password model  have been proposed as a possible 

different alphanumeric model  changed partially by the 

fact that humans can remember images easily than 

text[9] psychological studies supports such assumption 

[8]. Images are generally easier to be remembered than 

text. In addition, if the number of possible images is 

enough large, the possible password space of a 

graphical password scheme may exceed that of text-

based schemes and thus presumably offer better 

resistance to dictionary attacks. Because of these 

(presumed) advantages, there is a increasing interest in 

graphical password [10]. 
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Mainly two different types of password 

 Static password 

 Dynamic Password 

Static passwords are highly security to cracking 

passwords used will take cached on the memory drives 

Dynamic password is a password different changes 

every time the user logs the OTP is a set of characters 

that can act as a form identity every time Once the 

password is used it is no longer used for any different 

authentication Even if the attacker gets the password it 

is most likely that it was already used once, as it was 

being transmitted, thus useless to the attacker. 

 

3. GRAPHICAL PASSWORDS USING 

CAPTCHA 

Captcha technique is used [4] this scheme protects the 

channel used for communication between Web server 

and user from key loggers and spyware technique 

while Captcha as graphical passwords is a family of 

graphical password schemes for user authentication. 

The paper [15] did not introduce the notion of Captcha 

as graphical passwords or explore its rich properties 

and the design space of a variety of Captcha as 

graphical passwords instantiations [11] 

 
 

In Captcha as graphical passwords, a refreshed image 

is generated whenever an login attempt is made, even 

for the same category of user. Captcha as graphical 

passwords uses an alphabet of visual objects like 

alphanumerical characters, to generate a Captcha as 

graphical passwords image, which is also a Captcha 

challenge [12]A main difference between Captcha as 

graphical passwords images and Captcha images is 

that all the objects seen visually in the alphabet should 

appear in a Captcha as graphical passwords image to 

allow a user to provide any password but not 

necessarily in a Captcha image. Many Captcha 

schemes can be converted to Captcha as graphical 

passwords schemes which are discussed [13]. 

 

4. Proposed System 

The proposed system consists of mainly three different 

models that are user, server and trusted authority 

manager User sends authentication request to the 

server with visual object IDs or clickable points 

Trusted Authority Manager and records the location of 

the object from the image and sends that image to the 

user Server calculates the coordinates sent by the user 

and authentication successes if the value matches [14]. 

 
 

RECOGNITION BASED CaRP  

A.CLICKTEXT  

ClickText is a recognition-based CaRP scheme It uses 

text CAPTCHA as its underlying principle. Alphabet 

set of ClickText comprises alphanumeric characters. A 

ClickText password is a series of characters in the 

alphabet, e.g., ρ =“DE@F2SK78”, which is similar to 

a text password. A ClickText image is different from 

usual CAPTCHA as here all the characters of alphabet 

set are to be included in the image[16] The underlying 

CAPTCHA engine generates such CaRP image. When 

image is generated, each character’s location in the 
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image is recorded which would be used in 

authentication. Characters can be arranged randomly 

on 2D space in these images which differs from text 

CAPTCHA challenges where characters are typically 

ordered from left to right in order for users to type 

them sequentially [10]. 

 
 

B.STORAGE OF IDENTIFIABLE PICTURES  

Identifiable pictures is one of the authentication model 

is used to provide website authentication. The 

identifiable security image is extra layer of 

authentication to prevent unauthorized access to the 

accounts and assure that the customer is at the valid 

online banking site Identifiable image used for web 

security is stored in three different types [6]. 

1. Images stored in server side  

2. Images stored in client side 

3. Images is divided into two shares, storing one share 

at server side and the other share at client side and 

merging the two shares using visual cryptography 

 

C.OTHER CONCERNED WORK  

Captcha is utilized to assist delicate customer inputs on 

an un trusted client This scheme shelters the 

communication channel between customer and Net 

server from key loggers and spyware while CaRP is a 

family of graphical password systems for user 

authentication The working model of proposed system 

[18] when user requested to register or login to specific 

pages request is sent to server and server generates the 

CaRP images. This step consists of converting the 

Captcha to CaRP and generating graphical images 

there are multiple types of images are generated like 

text images 2D and 3D images and number systems to 

Generated CaRP images are displayed to user and user 

clicks on displayed images these resulting images are 

acts as user ID. Server matches the result obtained by 

the user. If the block matches then user logged in to 

specified page. Otherwise login or register attempt will 

failure [19]. 

 
 

5. SECURITY ANALYSIS  

A.Security of Underlying Captcha  

There is no prominent security model established on 

Captcha security. The modern Captchas depends on 

the object segmentation which is expensive and hard. 

The complexity(C) is defined as C = αM P (N), where 

P (N) is a polynomial function and α>1. A Captcha 

challenge contains 6 to 10 characters, [20] a CaRP 

image contains 30 or more characters. Therefore 

Captcha scheme is less hard to break than ClickText. 

Moreover Carp characters are two dimensionally 

arranged. So, segmentation is difficult due to one more 

dimension. As a result, in Click Text, we can maintain 

same security in underlying Captcha by reducing the 

distortions in images to increase usability [22]. 

 

B.Relay Attacks  

There are many ways to do relay attacks by hackers. 

One way to carry out the attack is to have human 

surfers to solve the Captcha challenge to continue the 

website surfing. The other way is hiring the humans to 

solve the Captcha challenges. [21]the CaRP is not 
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vulnerable to the relay attacks because the task that the 

person is hired to perform and the image that is used in 

CaRP is different from those used to solve the Captcha 

challenge. This makes it hard to help to test a password 

guess by attempting to solve a challenge[9] And, the 

hired person will not participate unless he is paid to 

perform the task. Even though the hired person solve 

the Captcha challenge, it is not useful in password 

guess because the Captcha challenge generates 

randomly for every login attempt 

 

C.Online Guessing Attacks 

The trial and error process is executed automatically in 

automatic online guessing attacks. However, 

dictionaries can be constructed manually.[5] Such 

attacks can find a password only probabilistically 

without considering the number of trials. If a password 

guess in the trials is the correct one, the trial still has a 

lower chance of succeeding because a machine might 

not recognize the objects of CaRP in order to enter the 

correct password. 

 
 

D.Authentication using Visual cryptography: 

Security model is [7] introduced the visual 

cryptography scheme (VCS) as a simple and secure 

model the secret sharing the images without any 

cryptographic models Visual cryptography is a 

cryptographic model  is taken visual information to be 

encrypted in such way the decryption is a mechanical 

operation not require a computer [8] The picture is 

divided into two destitutions and one share can be 

stored at server and the other share can be stored at 

client side The customer is already provided with one 

share image and when the person logs in the server 

provides the other secret shared image and by using 

visual cryptographic model the two transparencies is 

overlaid and display the decrypted image. It is not 

possible to retrieve the secret information from one of 

the shares 

 
 

The Table indicates advantages and disadvantages of 

different picture based authentication methods 

 

 
 

6. CONCLUSION: 

Currently many security methods and techniques is 

available but each with its own advantages and 

limitations recent Single factor authentication is no 

longer taken  secure in the internet and banking world 

Passwords is known to be one of the easiest targets of 

hackers The notion of CaRP presents a fresh class of 

graphical passwords, which adopts a fresh approach to 

stand online estimating attacks: a new CaRP image, 

which is too a Captcha task, is used for every login 

shot to make trials an online estimating attack 

computationally individual of each other Captcha as 

graphical passwords is also resistant to Captcha relay 

attacks and if combined with dual view technologies 

and shoulder-surfing attacks. Captcha as graphical 
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passwords can also help reduce emails in spam sent 

from a Web email service user and the machine used 

to log in schema. 

 

7. Future Work 

Further the usability of CaRP image is improved 

through images of different level of hardness based on 

log in history of the user and the machine used for the 

log in purpose There is a growing interest in using 

images as passwords rather the text passwords In this 

paper we explained the diffrent ways of storing these 

pictures and analyzed their advantages There is a good 

scope for the refinements in CaRP because of the 

security and usability A password of Captcha as 

graphical attacks which is included with brute-force 

attacks a desired security property 
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