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ABSTRACT:

Data deduplication is one of important data compression
techniques for eliminating duplicate copies of repeating
data, and has been widely used in cloud storage to reduce
the amount of storage space and save bandwidth. To pro-
tect the confidentiality of sensitive data while supporting
deduplication, the convergent encryption technique has
been proposed to encrypt the data before outsourcing.
To better protect data security, this paper makes the first
attempt to formally address the problem of authorized
data deduplication. Different from traditional deduplica-
tion systems, the differential privileges of users are fur-
ther considered in duplicate check besides the data itself.
We also present several new deduplication constructions
supporting authorized duplicate check in a hybrid cloud
architecture. Security analysis demonstrates that our
scheme is secure in terms of the definitions specified in
the proposed security model. As a proof of concept, we
implement a prototype of our proposed authorized dupli-
cate check scheme and conduct testbed experiments using
our prototype. We show that our proposed authorized du-
plicate check scheme incurs minimal overhead compared
to normal operations.

INTRODUCTION
What is cloud computing?

Cloud computing is the use of computing resources (hard-
ware and software) that are delivered as a service over a
network (typically the Internet). The name comes from
the common use of a cloud-shaped symbol as an abstrac-
tion for the complex infrastructure it contains in system
diagrams. Cloud computing entrusts remote services with
a user’s data, software and computation. Cloud comput-
ing consists of hardware and software resources made
available on the Internet as managed third-party services.
These services typically provide access to advanced soft-
ware applications and high-end networks of server com-
puters.
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Cloud Computing

How Cloud Computing Works?

The goal of cloud computing is to apply traditional super-
computing, or high-performance computing power, nor-
mally used by military and research facilities, to perform
tens of trillions of computations per second, in consumer-
oriented applications such as financial portfolios, to deliv-
er personalized information, to provide data storage or to
power large, immersive computer games.The cloud com-
puting uses networks of large groups of servers typically
running low-cost consumer PC technology with special-
ized connections to spread data-processing chores across
them. This shared IT infrastructure contains large pools
of systems that are linked together. Often, virtualization
techniques are used to maximize the power of cloud com-
puting.

Characteristics and Services Models:

The salient characteristics of cloud computing based on
the definitions provided by the National Institute of Stan-
dards and Terminology (NIST) are outlined below:

*On-demand self-service: A consumer can unilater-
ally provision computing capabilities, such as server time
and network storage, as needed automatically without re-
quiring human interaction with each service’s provider.
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*Broad network access: Capabilities are available
over the network and accessed through standard mecha-
nisms that promote use by heterogeneous thin or thick cli-
ent platforms (e.g., mobile phones, laptops, and PDAs).

*Resource pooling: The provider’s computing re-
sources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual
resources dynamically assigned and reassigned accord-
ing to consumer demand. There is a sense of location-
independence in that the customer generally has no con-
trol or knowledge over the exact location of the provided
resources but may be able to specify location at a higher
level of abstraction (e.g., country, state, or data center).
Examples of resources include storage, processing, mem-
ory, network bandwidth, and virtual machines.

*Rapid elasticity: Capabilities can be rapidly and
elastically provisioned, in some cases automatically, to
quickly scale out and rapidly released to quickly scale in.
To the consumer, the capabilities available for provision-
ing often appear to be unlimited and can be purchased in
any quantity at any time.

*Measured service: Cloud systems automatically
control and optimize resource use by leveraging a meter-
ing capability at some level of abstraction appropriate to
the type of service (e.g., storage, processing, bandwidth,
and active user accounts). Resource usage can be man-
aged, controlled, and reported providing transparency for
both the provider and consumer of the utilized service.

2 cssential Lnaractenstics o Lioud Lomputing

SERVICES MODELS:

Cloud Computing comprises three different service mod-
els, namely Infrastructure-as-a-Service (IaaS), Platform-
as-a-Service (PaaS), and Software-as-a-Service (SaaS).
The three service models or layer are completed by an end
user layer that encapsulates the end user perspective
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on cloud services. The model is shown in figure below. If
a cloud user accesses services on the infrastructure layer,
for instance, she can run her own applications on the re-
sources of a cloud infrastructure and remain responsible
for the support, maintenance, and security of these ap-
plications herself. If she accesses a service on the applica-
tion layer, these tasks are normally taken care of by the
cloud service provider.

EEE-SE

Benefits of cloud computing:

1.Achieve economies of scale — increase volume output or
productivity with fewer people. Your cost per unit, project
or product plummets.

2.Reduce spending on technology infrastructure. Main-
tain easy access to your information with minimal upfront
spending. Pay as you go (weekly, quarterly or yearly),
based on demand.

3.Globalize your workforce on the cheap. People world-
wide can access the cloud, provided they have an Internet
connection.

4.Streamline processes. Get more work done in less time
with less people.

5.Reduce capital costs. There’s no need to spend big mon-
ey on hardware, software or licensing fees.

6.Improve accessibility. You have access anytime, any-
where, making your life so much easier!

7.Monitor projects more effectively. Stay within budget
and ahead of completion cycle times.

8.Less personnel training is needed. It takes fewer peo-
ple to do more work on a cloud, with a minimal learning
curve on hardware and software issues.

9.Minimize licensing new software. Stretch and grow
without the need to buy expensive software licenses or
programs.

10.Improve flexibility. You can change direction without
serious “people” or “financial” issues at stake.
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Advantages:

1.Price: Pay for only the resources used.

2.Security: Cloud instances are isolated in the network
from other instances for improved security.
3.Performance: Instances can be added instantly for im-
proved performance. Clients have access to the total re-
sources of the Cloud’s core hardware.

4.Scalability: Auto-deploy cloud instances when needed.
5.Uptime: Uses multiple servers for maximum redundan-
cies. In case of server failure, instances can be automati-
cally created on another server.

6.Control: Able to login from any location. Server snap-
shot and a software library lets you deploy custom in-
stances.

7.Traffic: Deals with spike in traffic with quick deploy-
ment of additional instances to handle the load.

IMPLEMENTATION
MODULES:

» Cloud Service Provider

» Data Users Module

» Private Cloud Module

» Secure Deduplication System

MODULES DESCRIPTON:
Cloud Service Provider:

» In this module, we develop Cloud Service Provider
module. This is an entity that provides a data storage ser-
vice in public cloud.

» The S-CSP provides the data outsourcing service and
stores data on behalf of the users.

» To reduce the storage cost, the S-CSP eliminates the
storage of redundant data via deduplication and keeps
only unique data.

» In this paper, we assume that S-CSP is always online
and has abundant storage capacity and computation pow-
er.

Data Users Module:

» A user is an entity that wants to outsource data storage
to the S-CSP and access the data later.

» In a storage system supporting deduplication, the user
only uploads unique data but does not upload any dupli-
cate data to save the upload bandwidth, which may be
owned by the same user or different users.
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» In the authorized deduplication system, each user is is-
sued a set of privileges in the setup of the system. Each
file is protected with the convergent encryption key and
privilege keys to realize the authorized deduplication with
differential privileges.

Private Cloud Module

» Compared with the traditional deduplication architec-
ture in cloud computing, this is a new entity introduced
for facilitating user’s secure usage of cloud service.

» Specifically, since the computing resources at data
user/owner side are restricted and the public cloud is not
fully trusted in practice, private cloud is able to provide
data user/owner with an execution environment and in-
frastructure working as an interface between user and the
public cloud.

» The private keys for the privileges are managed by the
private cloud, who answers the file token requests from
the users. The interface offered by the private cloud al-
lows user to submit files and queries to be securely stored
and computed respectively.

Secure Deduplication System

» We consider several types of privacy we need protect,
that is, 1) unforgeability of duplicate-check token: There
are two types of adversaries, that is, external adversary
and internal adversary.

» As shown below, the external adversary can be viewed
as an internal adversary without any privilege.

» If a user has privilege p, it requires that the adversary
cannot forge and output a valid duplicate token with any
other privilege p’ on any file F, where p does not match
p’. Furthermore, it also requires that if the adversary does
not make a request of token with its own privilege from
private cloud server, it cannot forge and output a valid
duplicate token with p on any F that has been queried.

SYSTEM DESIGN
SYSTEM ARCHITECTURE:
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DATA FLOW DIAGRAM:

1.The DFD is also called as bubble chart. It is a simple
graphical formalism that can be used to represent a sys-
tem in terms of input data to the system, various process-
ing carried out on this data, and the output data is gener-
ated by this system.

2.The data flow diagram (DFD) is one of the most impor-
tant modeling tools. It is used to model the system com-
ponents. These components are the system process, the
data used by the process, an external entity that interacts
with the system and the information flows in the system.
3.DFD shows how the information moves through the sys-
tem and how it is modified by a series of transformations.
It is a graphical technique that depicts information flow
and the transformations that are applied as data moves
from input to output.

4.DFD is also known as bubble chart. A DFD may be used
to represent a system at any level of abstraction. DFD
may be partitioned into levels that represent increasing
information flow and functional detail.

UML DIAGRAMS:

UML stands for Unified Modeling Language. UML is a
standardized general-purpose modeling language in the
field of object-oriented software engineering. The stan-
dard is managed, and was created by, the Object Manage-
ment Group. The goal is for UML to become a common
language for creating models of object oriented computer
software. In its current form UML is comprised of two
major components: a Meta-model and a notation. In the
future, some form of method or process may also be add-
ed to; or associated with, UML.

The Unified Modeling Language is a standard language
for specifying, Visualization, Constructing and docu-
menting the artifacts of software system, as well as for
business modeling and other non-software systems. The
UML represents a collection of best engineering practices
that have proven successful in the modeling of large and
complex systems. The UML is a very important part of
developing objects oriented software and the software de-
velopment process. The UML uses mostly graphical nota-
tions to express the design of software projects.

GOALS:

The Primary goals in the design of the UML are as fol-
lows:
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1.Provide users a ready-to-use, expressive visual mod-
eling Language so that they can develop and exchange
meaningful models.

2.Provide extendibility and specialization mechanisms to
extend the core concepts.

3.Be independent of particular programming languages
and development process.

4.Provide a formal basis for understanding the modeling
language.

5.Encourage the growth of OO tools market.

6.Support higher level development concepts such as col-
laborations, frameworks, patterns and components.
7.Integrate best practices.

INPUT DESIGN:

The input design is the link between the information sys-
tem and the user. It comprises the developing specifica-
tion and procedures for data preparation and those steps
are necessary to put transaction data in to a usable form
for processing can be achieved by inspecting the com-
puter to read data from a written or printed document or it
can occur by having people keying the data directly into
the system. The design of input focuses on controlling the
amount of input required, controlling the errors, avoiding
delay, avoiding extra steps and keeping the process sim-
ple. The input is designed in such a way so that it provides
security and ease of use with retaining the privacy. Input
Design considered the following things:

» What data should be given as input?

» How the data should be arranged or coded?

» The dialog to guide the operating personnel in provid-
ing input.

» Methods for preparing input validations and steps to
follow when error occur.

OBJECTIVES:

1. Input Design is the process of converting a user-orient-
ed description of the input into a computer-based system.
This design is important to avoid errors in the data input
process and show the correct direction to the management
for getting correct information from the computerized
system.

2. It is achieved by creating user-friendly screens for the
data entry to handle large volume of data. The goal of
designing input is to make data entry easier and to be free
from errors.
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The data entry screen is designed in such a way that all
the data manipulates can be performed. It also provides
record viewing facilities.

3. When the data is entered it will check for its validity.
Data can be entered with the help of screens. Appropriate
messages are provided as when needed so that the user
will not be in maize of instant. Thus the objective of input
design is to create an input layout that is easy to follow

OUTPUT DESIGN:

A quality output is one, which meets the requirements of
the end user and presents the information clearly. In any
system results of processing are communicated to the us-
ers and to other system through outputs. In output design
it is determined how the information is to be displaced
for immediate need and also the hard copy output. It is
the most important and direct source information to the
user. Efficient and intelligent output design improves the
system’s relationship to help user decision-making.

1. Designing computer output should proceed in an or-
ganized, well thought out manner; the right output must
be developed while ensuring that each output element is
designed so that people will find the system can use easily
and effectively. When analysis design computer output,
they should Identify the specific output that is needed to
meet the requirements.

2. Select methods for presenting information.

3. Create document, report, or other formats that contain
information produced by the system.

The output form of an information system should accom-
plish one or more of the following objectives.

» Convey information about past activities, current sta-
tus or projections of the

» Future.

» Signal important events, opportunities, problems, or
warnings.

» Trigger an action.

» Confirm an action.

SYSTEM ANALYSIS
EXISTING SYSTEM:

» Data deduplication systems, the private cloud is in-
volved as a proxy to allow data
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owner/users to securely perform duplicate check with dif-
ferential privileges.

» Such architecture is practical and has attracted much
attention from researchers.

» The data owners only outsource their data storage by
utilizing public cloud while the data operation is managed
in private cloud.

DISADVANTAGES
TEM:

OF EXISTING SYS-

» Traditional encryption, while providing data confiden-
tiality, is incompatible with data deduplication.

» Identical data copies of different users will lead to dif-
ferent ciphertexts, making deduplication impossible.

PROPOSED SYSTEM:

In this paper, we enhance our system in security. Specifi-
cally, we present an advanced scheme to support stronger
security by encrypting the file with differential privilege
keys. In this way, the users without corresponding privi-
leges cannot perform the duplicate check. Furthermore,
such unauthorized users cannot decrypt the cipher text
even collude with the S-CSP. Security analysis demon-
strates that our system is secure in terms of the definitions
specified in the proposed security model.

ADVANTAGES OF PROPOSED SYSTEM:

» The user is only allowed to perform the duplicate check
for files marked with the corresponding privileges.

» We present an advanced scheme to support stronger
security by encrypting the file with differential privilege
keys.

» Reduce the storage size of the tags for integrity check.
To enhance the security of deduplication and protect the
data confidentiality,

CONCLUSION:

In this paper, the notion of authorized data deduplication
was proposed to protect the data security by including
differential privileges of users in the duplicate check. We
also presented several new deduplication constructions
supporting authorized duplicate check in hybrid cloud ar-
chitecture, in which the duplicate-check tokens of files are
generated by the private cloud server with private keys.
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Security analysis demonstrates that our schemes are se-
cure in terms of insider and outsider attacks specified in
the proposed security model. As a proof of concept, we
implemented a prototype of our proposed authorized du-
plicate check scheme and conduct testbed experiments on
our prototype. We showed that our authorized duplicate
check scheme incurs minimal overhead compared to con-
vergent encryption and network transfer.
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