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ABSTRACT:

With cloud data services, it is commonplace for data to
be not only stored in the cloud, but also shared across
multiple users. Unfortunately, the integrity of cloud data
is subject to skepticism due to the existence of hardware/
software failures and human errors. Several mechanisms
have been designed to allow both data owners and public
verifiers to efficiently audit cloud data integrity without
retrieving the entire data from the cloud server. However,
public auditing on the integrity of shared data with these
existing mechanisms will inevitably reveal confidential
information—identity privacy—to public verifiers. In this
paper, we propose a novel privacy-preserving mechanism
that supports public auditing on shared data stored in the
cloud. In particular, we exploit ring signatures to com-
pute verification metadata needed to audit the correctness
of shared data. With our mechanism, the identity of the
signer on each block in shared data is kept private from
public verifiers, who are able to efficiently verify shared
data integrity without retrieving the entire file. In addition,
our mechanism is able to perform multiple auditing tasks
simultaneously instead of verifying them one by one. Our
experimental results demonstrate the effectiveness and
efficiency of our mechanism when auditing shared data
integrity.

INTRODUCTION
What is cloud computing?

Cloud computing is the use of computing resources (hard-
ware and software) that are delivered as a service over a
network (typically the Internet). The name comes from
the common use of a cloud-shaped symbol as an abstrac-
tion for the complex infrastructure it contains in system
diagrams. Cloud computing entrusts remote services with
a user’s data, software and computation. Cloud comput-
ing consists of hardware and software resources made
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available on the Internet as managed third-party services.
These services typically provide access to advanced soft-
ware applications and high-end networks of server com-

uters.
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How Cloud Computing Works?

The goal of cloud computing is to apply traditional super-
computing, or high-performance computing power, nor-
mally used by military and research facilities, to perform
tens of trillions of computations per second, in consumer-
oriented applications such as financial portfolios, to deliv-
er personalized information, to provide data storage or to
power large, immersive computer games.The cloud com-
puting uses networks of large groups of servers typically
running low-cost consumer PC technology with special-
ized connections to spread data-processing chores across
them. This shared IT infrastructure contains large pools
of systems that are linked together. Often, virtualization
techniques are used to maximize the power of cloud com-
puting.

Characteristics and Services Models:

The salient characteristics of cloud computing based on
the definitions provided by the National Institute of Stan-
dards and Terminology (NIST) are outlined below:
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*On-demand self-service: A consumer can unilater-
ally provision computing capabilities, such as server time
and network storage, as needed automatically without re-
quiring human interaction with each service’s provider.

*Broad network access: Capabilities are available
over the network and accessed through standard mecha-
nisms that promote use by heterogeneous thin or thick cli-
ent platforms (e.g., mobile phones, laptops, and PDAs).

*Resource pooling: The provider’s computing re-
sources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual
resources dynamically assigned and reassigned accord-
ing to consumer demand. There is a sense of location-
independence in that the customer generally has no con-
trol or knowledge over the exact location of the provided
resources but may be able to specify location at a higher
level of abstraction (e.g., country, state, or data center).
Examples of resources include storage, processing, mem-
ory, network bandwidth, and virtual machines.

*Rapid elasticity: Capabilities can be rapidly and
elastically provisioned, in some cases automatically, to
quickly scale out and rapidly released to quickly scale in.
To the consumer, the capabilities available for provision-
ing often appear to be unlimited and can be purchased in
any quantity at any time.

*Measured service: Cloud systems automatically
control and optimize resource use by leveraging a meter-
ing capability at some level of abstraction appropriate to
the type of service (e.g., storage, processing, bandwidth,
and active user accounts). Resource usage can be man-
aged, controlled, and reported providing transparency for
both the provider and consumer of the utilized service.

5 Essential Characteristics of Cloud Computing
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SERVICES MODELS:

Cloud Computing comprises three different service mod-
els, namely Infrastructure-as-a-Service (IaaS), Platform-
as-a-Service (PaaS), and Software-as-a-Service (SaaS).
The three service models or layer are completed by an
end user layer that encapsulates the end user perspective
on cloud services. The model is shown in figure below. If
a cloud user accesses services on the infrastructure layer,
for instance, she can run her own applications on the re-
sources of a cloud infrastructure and remain responsible
for the support, maintenance, and security of these ap-
plications herself. If she accesses a service on the applica-
tion layer, these tasks are normally taken care of by the
cloud service provider.

BENEFITS OF CLOUD COMPUTING:

1.Achieve economies of scale — increase volume output or
productivity with fewer people. Your cost per unit, project
or product plummets.

2.Reduce spending on technology infrastructure. Main-
tain easy access to your information with minimal upfront
spending. Pay as you go (weekly, quarterly or yearly),
based on demand.

3.Globalize your workforce on the cheap. People world-
wide can access the cloud, provided they have an Internet
connection.

4.Streamline processes. Get more work done in less time
with less people.

5.Reduce capital costs. There’s no need to spend big mon-
ey on hardware, software or licensing fees.

6.Improve accessibility. You have access anytime, any-
where, making your life so much easier!

7.Monitor projects more effectively. Stay within budget
and ahead of completion cycle times.
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8.Less personnel training is needed. It takes fewer peo-
ple to do more work on a cloud, with a minimal learning
curve on hardware and software issues.

9.Minimize licensing new software. Stretch and grow
without the need to buy expensive software licenses or
programs.

10.Improve flexibility. You can change direction without
serious “people” or “financial” issues at stake.

ADVANTAGES:

1.Price: Pay for only the resources used.

2.Security: Cloud instances are isolated in the network
from other instances for improved security.
3.Performance: Instances can be added instantly for im-
proved performance. Clients have access to the total re-
sources of the Cloud’s core hardware.

4.Scalability: Auto-deploy cloud instances when needed.
5.Uptime: Uses multiple servers for maximum redundan-
cies. In case of server failure, instances can be automati-
cally created on another server.

6.Control: Able to login from any location. Server snap-
shot and a software library lets you deploy custom in-
stances.

7.Traffic: Deals with spike in traffic with quick deploy-
ment of additional instances to handle the load.

SYSTEM ANALYSIS
EXISTING SYSTEM:

* Many mechanisms have been proposed to allow not
only a data owner itself but also a public verifier to ef-
ficiently perform integrity checking without download-
ing the entire data from the cloud, which is referred to as
public auditing . In these mechanisms, data is divided into
many small blocks, where each block is independently
signed by the owner; and a random combination of all the
blocks instead of the whole data is retrieved during integ-
rity checking . A public verifier could be a data user (e.g.,
researcher) who would like to utilize the owner’s data via
the cloud or a third-party auditor (TPA) who can provide
expert integrity checking services.

* Moving a step forward, Wang et al. designed an ad-
vanced auditing mechanism .so that during public audit-
ing on cloud data, the content of private data belonging
to a personal user is not disclosed to any public verifiers.
Unfortunately, current public auditing solutions men-
tioned above only focus on personal data in the cloud .We
believe that sharing data among multiple users is perhaps
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one of the most engaging features that motivates cloud
storage. Therefore, it is also necessary to ensure the integ-
rity of shared data in the cloud is correct.

* Existing public auditing mechanisms can actually be
extended to verify shared data integrity. However, a new
significant privacy issue introduced in the case of shared
data with the use of existing mechanisms is the leakage of
identity privacy to public verifiers.

DISADVANTAGES
TEM:

OF EXISTING SYS-

1. Failing to preserve identity privacy on shared data dur-
ing public auditing will reveal significant confidential in-
formation to public verifiers.

2. Protect these confidential information is essential and
critical to preserve identity privacy from public verifiers
during public auditing.

PROPOSED SYSTEM:

* In this paper, to solve the above privacy issue on shared
data, we propose Oruta, a novel privacy-preserving public
auditing mechanism.

* More specifically, we utilize ring signatures to con-
struct homomorphic authenticators in Oruta, so that a
public verifier is able to verify the integrity of shared data
without retrieving the entire data while the identity of the
signer on each block in shared data is kept private from
the public verifier.

* In addition, we further extend our mechanism to sup-
port batch auditing, which can perform multiple auditing
tasks simultaneously and improve the efficiency of verifi-
cation for multiple auditing tasks.

* Meanwhile, Oruta is compatible with random masking,
which has been utilized in WWRL and can preserve data
privacy from public verifiers. Moreover, we also leverage
index hash tables from a previous public auditing solution
to support dynamic data. A high-level comparison among
Oruta and existing mechanisms is presented.

ADVANTAGES OF PROPOSED SYSTEM:

1.A public verifier is able to correctly verify shared data
integrity.
2.A public verifier cannot distinguish the identity of the
signer on each block in shared data during the process of
auditing.
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3. The ring signatures generated for not only able to pre-
serve identity privacy but also able to support blockless
verifiability.

SYSTEM DESIGN
SYSTEM ARCHITECTURE:

Public Verifier

DATA FLOW DIAGRAM:

1.The DFD is also called as bubble chart. It is a simple
graphical formalism that can be used to represent a sys-
tem in terms of input data to the system, various process-
ing carried out on this data, and the output data is gener-
ated by this system.

2.The data flow diagram (DFD) is one of the most impor-
tant modeling tools. It is used to model the system com-
ponents. These components are the system process, the
data used by the process, an external entity that interacts
with the system and the information flows in the system.
3.DFD shows how the information moves through the sys-
tem and how it is modified by a series of transformations.
It is a graphical technique that depicts information flow
and the transformations that are applied as data moves
from input to output.

4.DFD is also known as bubble chart. A DFD may be used
to represent a system at any level of abstraction. DFD
may be partitioned into levels that represent increasing
information flow and functional detail.

GOALS:

The Primary goals in the design of the UML are as fol-
lows:

1.Provide users a ready-to-use, expressive visual mod-
eling Language so that they can develop and exchange
meaningful models.

2.Provide extendibility and specialization mechanisms to
extend the core concepts.

3.Be independent of particular programming languages
and development process.
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4.Provide a formal basis for understanding the modeling
language.

5.Encourage the growth of OO tools market.

6.Support higher level development concepts such as col-
laborations, frameworks, patterns and components.
7.Integrate best practices.

CONCLUSION:

In this paper, we propose Oruta, a privacy-preserving
public auditing mechanism for shared data in the cloud.
We utilize ring signatures to construct homomorphic au-
thenticators, so that a public verifier is able to audit shared
data integrity without retrieving the entire data, yet it can-
not distinguish who is the signer on each block. To im-
prove the efficiency of verifying multiple auditing tasks,
we further extend our mechanism to support batch audit-
ing. There are two interesting problems we will continue
to study for our future work. One of them is traceability,
which means the ability for the group manager (i.c., the
original user) to reveal the identity of the signer based
on verification metadata in some special situations. Since
Oruta is based on ring signatures, where the identity of
the signer is unconditionally protected [21], the current
design of ours does not support traceability. To the best
of our knowledge, designing an efficient public auditing
mechanism with the capabilities of preserving identity
privacy and supporting traceability is still open. Another
problem for our future work is how to prove data fresh-
ness (prove the cloud possesses the latest version of shared
data) while still preserving identity privacy.
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