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Abstract:

In hop by hop message authentication with source pri-
vacy in wireless sensor network, were authentication is 
effective way to protect from unauthorized users effected 
messages from being send through in wireless sensor net-
works. Many message authentication schemes have been 
used to protect messages but these authentication schemes 
have the limitations of high overhead, lack of ability, to 
node attacks and threshold problem. Message authentica-
tion has a main role in thwarting unauthorized and effected 
messages from being sent in networks to save the energy. 
Many authentication processes have been implemented to 
provide message authenticity and verification for wireless 
sensor networks. The symmetric-key based approach has 
complicated key management and lacks of ways. It is not 
taken to large numbers of node compromise attacks since 
the message sender and the receiver have to share a secret 
key. The sender uses shared key to generate a message 
authentication code for each transmitted message. The au-
thenticity and integrity of the message can verified only 
by the node using shared secret key, which is generally 
shared by a group of sensor nodes. An attacker can eas-
ily access the key by occupying a single sensor node. So, 
It will does not work in multicast networks. In order to 
solve the problem, Proposing a new Source Anonymous 
Message authentication (SAMA) is a scalable authentica-
tion scheme based on elliptic curve cryptography (ECC) 
is used to allow any node to transmit and authenticate 
an unlimited number of messages without suffering the 
threshold problem and provides message source privacy. 
In addition, our scheme can also provide message source 
privacy. The middle nodes verify the authenticity of the 
message. If the transmitted messages are larger than the 
threshold, can be fully recovered.
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INTRODUCTION:

Wireless sensor networks:- Wireless sensor networks 
simplify the compilation and scrutiny of information 
from multiple locations. The term wireless sensor net-
work (WSN) illustrates an association among miniatur-
ized embedded communication devices that supervise 
and evaluate their surrounding environment. The network 
is composed of many minute nodes sometimes referred 
to as motes. A node is made up of the sensor(s), the mi-
crocontroller, the radio communication component, and a 
power source. Wireless sensor nodes range in size from a 
few millimeters to the size of a handheld computer. Apart 
from of size, sensor nodes share general constraints.

Fig: wireless sensor network environment.

In hop by hop message authentication with source pri-
vacy in wireless sensor network, were authentication is 
effective way to protect from unauthorized users effected 
messages from being send through in wireless sensor net-
works. Many message authentication schemes have been 
used to protect messages but these authentication schemes 
have the limitations of high overhead, lack of ability, to 
node attacks and threshold problem. Message authenti-
cation has a main role in thwarting unauthorized and ef-
fected messages from being sent in networks to save the 
energy. Many authentication processes have been imple-
mented to provide message authenticity and verification 
for wireless sensor networks.
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The symmetric key based approach has complicated key 
management and lacks of ways. It is not taken to large 
numbers of node compromise attacks since the message 
sender and the receiver have to share a secret key. The 
sender uses shared key to generate a message authentica-
tion code for each transmitted message. The authenticity 
and integrity of message can verified only by the node 
using shared secret key, which is generally shared by a 
group of sensor nodes. An attacker can easily access the 
key by occupying a single sensor node. So, It will does not 
work in multicast networks. In order to solve the problem, 
a secret based for the message authentication scheme was 
introduced. The method is similar to a threshold secret 
sharing, where it is determined by the degree of the value. 
This offers information security of the shared secret key 
when the number of messages transmitted is less than the 
threshold. The middle nodes verify the authenticity of the 
message. 

If the transmitted messages are larger than the threshold, 
can be fully recovered. For the public-key based method, 
each message is transmitted along with the digital signa-
ture of the message produced using the sender’s private 
key. Every intermediate forwarder and the final receiver 
can authenticate the message using the sender’s public 
key. One of the restrictions of the public key based meth-
od is the high computational overhead. In this project we 
propose an unconditionally source anonymous g message 
authentication scheme (SAMA), which uses Modified 
New variant ElGamal signature Scheme (MNES). 

This MNES scheme is secure against adaptive chosen-
message attacks in the random oracle model . Our scheme 
enables the intermediate nodes to authenticate the mes-
sage so that all corrupted message can be detected and 
dropped to conserve the sensor power. While achieving 
compromise resiliency, flexible-time authentication and 
source identity protection, our scheme does not have the 
threshold problem. Both theoretical analysis and simula-
tion results demonstrate that our proposed scheme is more 
efficient than the polynomial based algorithms under 
comparable security levels.

The major contributions of the proposed system are the 
following:

•We develop a source anonymous message authentication 
code (SAMAC) on elliptic curves that can provide uncon-
ditional source anonymity.

•We offer an efficient hop-by-hop message authentication 
mechanism for WSNs without the threshold limitation.
•We devise network implementation criteria on source 
node privacy protection in WSNs.
•We propose an efficient key management framework to 
ensure isolation of the compromised nodes.
•We provide extensive simulation results under ns-2 and 
TelosB on multiple security levels.

RELATED WORK:
Proposed authentication scheme aims at achieving the 
following goals:  

Security in WSN:

 Security risks in wireless sensor networks contain threats 
to the confidentiality, integrity, and availability of the sys-
tem. Security methods used on the Internet are not simply 
adaptable to sensor networks because of the limited re-
sources of the sensors and the ad-hoc feature of the net-
works. The adoption of competent algorithms to alleviate 
security risks has not kept pace with the rate of minia-
turization. This section underscores the challenges of se-
curing sensor network communications and demonstrates 
general attacks against sensor networks.

Security Goals:

Security assessments of any application spotlight on the 
five fundamental tenets of data security: confidentiality, 
origin integrity, data integrity, non-repudiation, and avail-
ability. The definitions used in this subsection are derived. 
Confidentiality means the camouflage of information 
from unauthorized entities. Mechanisms used to accom-
plish confidentiality include access control mechanisms 
and cryptography. Cryptography scrambles, or encrypts, 
information to produce cipher text inarticulate to any un-
authorized viewer. The data can be made understandable 
to an authorized viewer who knows the secret key. Se-
mantic security entails a stronger assurance of confidenti-
ality. Semantic security needs that repeated encryption of 
a message M would yield unique cipher text each round. 

Data integrity and authentication:

In wireless sensor networks, the need for integrity sur-
passes all other security goals. Data integrity and authen-
tication create a foundation for a highly available and 
trustworthy network.
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While many authentication schemes have been conceived 
for wireless sensor networks, none of them is a panacea. 
Algorithms for unicast message authentication, for ex-
ample, do not meet the requirements for authenticating 
broadcast messages.

Message authentication:

 The message receiver should be able to verify whether a 
received message is sent by the node that is claimed, or by 
a node in a particular group. In other words, the adversar-
ies cannot pretend to be an innocent node and inject fake 
messages into the network without being detected.  

Message integrity:

 The message receiver should be able to verify whether the 
message has been modified en-route by the adversaries. In 
other words, the adversaries cannot modify the message 
content without being detected.  

Hop-by-hop message authentication:

Every forwarder on the routing path should be able to 
verify the authenticity and integrity of the messages upon 
reception.  

Identity and location privacy:

 The adversaries cannot determine the message sender’s 
ID and location by analyzing the message contents or the 
local traffic. 

Efficiency:

 The scheme should be efficient in terms• both computa-
tional and communication overhead.

PROBLEM DEFINITION:

Problem of the system is to define an unconditionally 
secure and efficient source anonymous message authen-
tication (SAMA) scheme based on the optimal modified 
ElGamal signature (MES) scheme on elliptic curves. This 
MES scheme is secure against adaptive chosen-message 
attacks in the random oracle model. Our scheme enables 
the intermediate nodes to authenticate the message so that 
all corrupted message can be detected and dropped to 
conserve the sensor power.

EXISTING SYSTEM:

In the existing system, symmetric key and hash based au-
thentication schemes were proposed for WSNs. In these 
schemes, each symmetric authentication key is shared 
by a group of sensor nodes. An intruder can compromise 
the key by capturing a single sensor node. Therefore, 
these schemes are not resilient to node compromise at-
tacks. Another type of symmetric-key scheme requires 
synchronization among nodes. These schemes, including 
TESLA and its variants, can also provide message sender 
authentication. However, this scheme requires initial time 
synchronization, which is not easy to be implemented in 
large scale WSNs. In addition, they also introduce delay 
in message authentication, and the delay increases as the 
network scales up.So the symmetric-key based approach 
requires complex key management, lacks of scalability, 
and is not resilient to large numbers of node compromise 
attacks since the message sender and the receiver have to 
share a secret key. The shared key is used by the sender to 
generate a message authentication code (MAC) for each 
transmitted message. However, for this method, the au-
thenticity and integrity of the message can only be veri-
fied by the node with the shared secret key, which is gen-
erally shared by a group of sensor nodes. An intruder can 
compromise the key by capturing a single sensor node. 
In addition, this method does not work in multicast net-
works. 

To solve the scalability problem, a secret polynomial 
based message authentication scheme was introduced in 
this system. The idea of this scheme is similar to a thresh-
old secret sharing, where the threshold is determined 
by the degree of the polynomial. This approach offers 
information-theoretic security of the shared secret key 
when the number of messages transmitted is less than the 
threshold. The intermediate nodes verify the authenticity 
of the message through a polynomial evaluation. How-
ever, when the number of messages transmitted is larger 
than the threshold, the polynomial can be fully recovered 
and the system is completely broken.An alternative solu-
tion was proposed in this system to thwart the intruder 
from recovering the polynomial by computing the coef-
ficients of the polynomial. The idea is to add a random 
noise, also called a perturbation factor, to the polynomial 
so that the coefficients of the polynomial cannot be easily 
solved. However, a recent study shows that the random 
noise can be completely removed from the polynomial 
using error-correcting code techniques.
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For the public-key based approach, each message is trans-
mitted along with the digital signature of the message 
generated using the sender’s private key. Every interme-
diate forwarder and the final receiver can authenticate the 
message using the sender’s public key. One of the limita-
tions of the public key based scheme is the high compu-
tational overhead. The recent progress on elliptic curve 
cryptography (ECC) shows that the public-key schemes 
can be more advantageous in terms of computational 
complexity, memory usage, and security resilience, since 
public-key based approaches have a simple and clean key 
management.

The existing anonymous communication protocols are 
largely stemmed from either mix net or DC-net. A mix net 
provides anonymity via packet re-shuffling through a set 
of mix servers (with at least one being trusted). In a mix 
net, a sender encrypts an outgoing message, and the ID 
of the recipient, using the public key of the mix. The mix 
accumulates a batch of encrypted messages, decrypts and 
reorders these messages, and forwards them to the recipi-
ents. Since mix net-like protocols rely on the statistical 
properties of the background traffic, they cannot provide 
provable anonymity. DC-net is an anonymous multi-party 
computation scheme. Some pairs of the participants are 
required to share secret keys. DC-net provides perfect (in-
formation-theoretic) sender anonymity without requiring 
trusted servers. However, in DC-net, only one user can 
send at a time, so it takes additional bandwidth to handle 
collision and contention.

PROPOSED SYSTEM:

We propose an unconditionally secure and efficient source 
anonymous message authentication (SAMA) scheme 
based on the optimal modified ElGamal signature (MES) 
scheme on elliptic curves. This MES scheme is secure 
against adaptive chosen-message attacks in the random 
oracle model. Our scheme enables the intermediate nodes 
to authenticate the message so that all corrupted message 
can be detected and dropped to conserve the sensor pow-
er. While achieving compromise-resiliency, flexible-time 
authentication and source identity protection, our scheme 
does not have the threshold problem. Both theoretical 
analysis and simulation results demonstrate that our pro-
posed scheme is more efficient than the polynomial-based 
algorithms under comparable security levels.To the best 
of our knowledge, this is the first scheme that provides 
hop-by-hop node authentication without the threshold 

limitation, and has performance better than the symmet-
ric-key based schemes. The distributed nature of our al-
gorithm makes the scheme suitable for decentralized net-
works.

ADVANTAGES :

•A novel and efficient SAMA based on ECC. While en-
suring message sender privacy, SAMA can be applied to 
any message to provide message content authenticity.
•To provide hop-by-hop message authentication without 
the weakness of the built- in threshold of the polynomial-
based scheme, we then proposed a hop-by-hop message 
authentication scheme based on the SAMA.
•When applied to WSNs with fixed sink nodes, we also 
discussed possible techniques for compromised node 
identification.

IMPLEMENTATION:
Node Deployment:
         
The mobile nodes are designed and configured dynamical-
ly, designed to employ across the network, the nodes are 
set according to the X, Y, Z dimension, which the nodes 
have the direct transmission range to all other nodes.

Sama Message Authentication:

The message receiver should be able to verify whether a 
received message is sent by the node that is claimed or by 
a node in a particular group. In other words, the adversar-
ies cannot pretend to be an innocent node and inject fake 
messages into the network without being detected.

Hop-By-Hop Message Authentication:

Every forwarder on the routing path should be able to 
verify the authenticity and integrity of the messages upon 
reception. This can be done through the verification of 
public key. ACK is replied to previous hop node if au-
thentication is successful.

Compromised Node Detection Process:

If a message is received by the sink node, the message 
source is hidden in an AS. Since the SAMA scheme guar-
antees that the message integrity is unhampered, when a 
bad or meaningless message is received by
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While many authentication schemes have been conceived 
for wireless sensor networks, none of them is a panacea. 
Algorithms for unicast message authentication, for ex-
ample, do not meet the requirements for authenticating 
broadcast messages.

Message authentication:

 The message receiver should be able to verify whether a 
received message is sent by the node that is claimed, or by 
a node in a particular group. In other words, the adversar-
ies cannot pretend to be an innocent node and inject fake 
messages into the network without being detected.  

Message integrity:

 The message receiver should be able to verify whether the 
message has been modified en-route by the adversaries. In 
other words, the adversaries cannot modify the message 
content without being detected.  

Hop-by-hop message authentication:

Every forwarder on the routing path should be able to 
verify the authenticity and integrity of the messages upon 
reception.  

Identity and location privacy:

 The adversaries cannot determine the message sender’s 
ID and location by analyzing the message contents or the 
local traffic. 

Efficiency:

 The scheme should be efficient in terms• both computa-
tional and communication overhead.

PROBLEM DEFINITION:

Problem of the system is to define an unconditionally 
secure and efficient source anonymous message authen-
tication (SAMA) scheme based on the optimal modified 
ElGamal signature (MES) scheme on elliptic curves. This 
MES scheme is secure against adaptive chosen-message 
attacks in the random oracle model. Our scheme enables 
the intermediate nodes to authenticate the message so that 
all corrupted message can be detected and dropped to 
conserve the sensor power.

EXISTING SYSTEM:

In the existing system, symmetric key and hash based au-
thentication schemes were proposed for WSNs. In these 
schemes, each symmetric authentication key is shared 
by a group of sensor nodes. An intruder can compromise 
the key by capturing a single sensor node. Therefore, 
these schemes are not resilient to node compromise at-
tacks. Another type of symmetric-key scheme requires 
synchronization among nodes. These schemes, including 
TESLA and its variants, can also provide message sender 
authentication. However, this scheme requires initial time 
synchronization, which is not easy to be implemented in 
large scale WSNs. In addition, they also introduce delay 
in message authentication, and the delay increases as the 
network scales up.So the symmetric-key based approach 
requires complex key management, lacks of scalability, 
and is not resilient to large numbers of node compromise 
attacks since the message sender and the receiver have to 
share a secret key. The shared key is used by the sender to 
generate a message authentication code (MAC) for each 
transmitted message. However, for this method, the au-
thenticity and integrity of the message can only be veri-
fied by the node with the shared secret key, which is gen-
erally shared by a group of sensor nodes. An intruder can 
compromise the key by capturing a single sensor node. 
In addition, this method does not work in multicast net-
works. 

To solve the scalability problem, a secret polynomial 
based message authentication scheme was introduced in 
this system. The idea of this scheme is similar to a thresh-
old secret sharing, where the threshold is determined 
by the degree of the polynomial. This approach offers 
information-theoretic security of the shared secret key 
when the number of messages transmitted is less than the 
threshold. The intermediate nodes verify the authenticity 
of the message through a polynomial evaluation. How-
ever, when the number of messages transmitted is larger 
than the threshold, the polynomial can be fully recovered 
and the system is completely broken.An alternative solu-
tion was proposed in this system to thwart the intruder 
from recovering the polynomial by computing the coef-
ficients of the polynomial. The idea is to add a random 
noise, also called a perturbation factor, to the polynomial 
so that the coefficients of the polynomial cannot be easily 
solved. However, a recent study shows that the random 
noise can be completely removed from the polynomial 
using error-correcting code techniques.
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For the public-key based approach, each message is trans-
mitted along with the digital signature of the message 
generated using the sender’s private key. Every interme-
diate forwarder and the final receiver can authenticate the 
message using the sender’s public key. One of the limita-
tions of the public key based scheme is the high compu-
tational overhead. The recent progress on elliptic curve 
cryptography (ECC) shows that the public-key schemes 
can be more advantageous in terms of computational 
complexity, memory usage, and security resilience, since 
public-key based approaches have a simple and clean key 
management.

The existing anonymous communication protocols are 
largely stemmed from either mix net or DC-net. A mix net 
provides anonymity via packet re-shuffling through a set 
of mix servers (with at least one being trusted). In a mix 
net, a sender encrypts an outgoing message, and the ID 
of the recipient, using the public key of the mix. The mix 
accumulates a batch of encrypted messages, decrypts and 
reorders these messages, and forwards them to the recipi-
ents. Since mix net-like protocols rely on the statistical 
properties of the background traffic, they cannot provide 
provable anonymity. DC-net is an anonymous multi-party 
computation scheme. Some pairs of the participants are 
required to share secret keys. DC-net provides perfect (in-
formation-theoretic) sender anonymity without requiring 
trusted servers. However, in DC-net, only one user can 
send at a time, so it takes additional bandwidth to handle 
collision and contention.

PROPOSED SYSTEM:

We propose an unconditionally secure and efficient source 
anonymous message authentication (SAMA) scheme 
based on the optimal modified ElGamal signature (MES) 
scheme on elliptic curves. This MES scheme is secure 
against adaptive chosen-message attacks in the random 
oracle model. Our scheme enables the intermediate nodes 
to authenticate the message so that all corrupted message 
can be detected and dropped to conserve the sensor pow-
er. While achieving compromise-resiliency, flexible-time 
authentication and source identity protection, our scheme 
does not have the threshold problem. Both theoretical 
analysis and simulation results demonstrate that our pro-
posed scheme is more efficient than the polynomial-based 
algorithms under comparable security levels.To the best 
of our knowledge, this is the first scheme that provides 
hop-by-hop node authentication without the threshold 

limitation, and has performance better than the symmet-
ric-key based schemes. The distributed nature of our al-
gorithm makes the scheme suitable for decentralized net-
works.

ADVANTAGES :

•A novel and efficient SAMA based on ECC. While en-
suring message sender privacy, SAMA can be applied to 
any message to provide message content authenticity.
•To provide hop-by-hop message authentication without 
the weakness of the built- in threshold of the polynomial-
based scheme, we then proposed a hop-by-hop message 
authentication scheme based on the SAMA.
•When applied to WSNs with fixed sink nodes, we also 
discussed possible techniques for compromised node 
identification.

IMPLEMENTATION:
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The mobile nodes are designed and configured dynamical-
ly, designed to employ across the network, the nodes are 
set according to the X, Y, Z dimension, which the nodes 
have the direct transmission range to all other nodes.

Sama Message Authentication:

The message receiver should be able to verify whether a 
received message is sent by the node that is claimed or by 
a node in a particular group. In other words, the adversar-
ies cannot pretend to be an innocent node and inject fake 
messages into the network without being detected.

Hop-By-Hop Message Authentication:

Every forwarder on the routing path should be able to 
verify the authenticity and integrity of the messages upon 
reception. This can be done through the verification of 
public key. ACK is replied to previous hop node if au-
thentication is successful.

Compromised Node Detection Process:

If a message is received by the sink node, the message 
source is hidden in an AS. Since the SAMA scheme guar-
antees that the message integrity is unhampered, when a 
bad or meaningless message is received by

                 Volume No: 2 (2015), Issue No: 12 (December)                                                                                           December 2015
                                                                             www.ijmetmr.com                                                                                                                                        Page 11



                                                                                                                         ISSN No: 2348-4845
International Journal & Magazine of Engineering, 

Technology, Management and Research
A Peer Reviewed Open Access International Journal   

the sink node, the source node is viewed as compromised. 
If the compromised source node only transmits one mes-
sage, it would be very difficult for the node to be identified 
without additional network traffic information. However, 
when a compromised node transmits more than one mes-
sage, the sink node can narrow the possible compromised 
nodes down to a very small set.

Key Server Management:

Key server is a certificate authority server, which is respon-
sible for message authentication. The key server verifies 
the information and authenticates the user. This could be 
a kind of data encryption and decryption process. This is 
achieved through diffiehellman key exchange algorithm.

CONCLUSION:

In this Project, we first proposed a novel and efficient 
source anonymous message authentication scheme 
(SAMA) based on elliptic curve cryptography (ECC). 
While ensuring message sender privacy, SAMA can be 
applied to any message to provide message content au-
thenticity. To provide hop by hop message authentication 
without the weakness of the threshold of the polynomial-
based scheme, we then propose a hop-by-hop message 
authentication scheme based on the SAMA. When ap-
plied to WSNs with fixed sink nodes, we also discussed 
possible techniques for compromised node identification. 
Our proposed scheme is more efficient than the polyno-
mial-based scheme in terms of computational overhead, 
energy consumption, delivery ratio, message delay, and 
memory consumption.
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the sink node, the source node is viewed as compromised. 
If the compromised source node only transmits one mes-
sage, it would be very difficult for the node to be identified 
without additional network traffic information. However, 
when a compromised node transmits more than one mes-
sage, the sink node can narrow the possible compromised 
nodes down to a very small set.

Key Server Management:

Key server is a certificate authority server, which is respon-
sible for message authentication. The key server verifies 
the information and authenticates the user. This could be 
a kind of data encryption and decryption process. This is 
achieved through diffiehellman key exchange algorithm.

CONCLUSION:

In this Project, we first proposed a novel and efficient 
source anonymous message authentication scheme 
(SAMA) based on elliptic curve cryptography (ECC). 
While ensuring message sender privacy, SAMA can be 
applied to any message to provide message content au-
thenticity. To provide hop by hop message authentication 
without the weakness of the threshold of the polynomial-
based scheme, we then propose a hop-by-hop message 
authentication scheme based on the SAMA. When ap-
plied to WSNs with fixed sink nodes, we also discussed 
possible techniques for compromised node identification. 
Our proposed scheme is more efficient than the polyno-
mial-based scheme in terms of computational overhead, 
energy consumption, delivery ratio, message delay, and 
memory consumption.
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