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ABSTRACT 

Cloud computing has emerged as an important 

paradigm for managing and delivering services 

efficiently over the Internet.  Convergence of cloud 

computing with technologies such as wireless sensor 

networking and mobile computing offers new 

applications of cloud services. An experiment 

deliberately imposes a treatment on a group of 

objects or subjects in the interest of observing the 

response.  This differs from an observational study, 

which involves collecting and analyzing data without 

changing existing conditions.  Because the validity of 

an experiment is directly affected by its construction 

and execution, attention to experimental design is 

extremely important. 

 

Due to the abundant characteristics of Cloud 

Computing; viz. on-demand self-service, broad 

network access, resource pooling, rapid elasticity, 

measured service; it is becoming a buzz word these 

days. Many companies are providing cloud services. 

However confidential and sensitive data has to be 

secured. So the outsourced data has to be encrypted 

for security of the document retrieval. The existing 

multi-keyword ranked search scheme over encrypted 

cloud data supports dynamic update operations like 

deletion and insertion of documents. The data owner 

generates an exceptional tree-based catalog 

composition together with “Greedy Depth-first 

Search” criteria to make successful multi-keyword 

search. Achieving parallelism is the limitation of the 

existing system. 

 

In this thesis we extend the multi-keyword ranked 

search scheme with secure Dynamic Key generation 

along with the vector space model and the widely-

used TF_IDF model for the index construction and 

query generation. The dynamic key generation favors 

parallelism by allowing multiple users retrieve the 

same encrypted cloud data. 

 

INTRODUCTION 

Cloud computing technology is a service-based, 

Internet-centric, safe, convenient data storage and 

network computing service. It is an internet-based 

model for enabling a convenient and on-demand 

network access to a shared pool of configurable 

computing resources.   Cloud computing is the use of 

resources that are delivered as a service over a 

network. The name comes from the use of a cloud-

shaped symbol as an abstraction for the complex 

infrastructure it contains in system diagrams. Cloud 

computing entrusts remote services with a user's data, 

software and computation.  The cloud providers 

manage the infrastructure and platforms on which the 

applications run.  End users access cloud-based 

applications through web browser or a lightweight 

desktop or mobile app while the business software and 

user's data are stored on servers at a remote location.  

Cloud computing allows enterprises to get their 

applications up and running faster, with improved 

manageability and less maintenance, and enables IT to 

more rapidly adjust resources to meet fluctuating and 

unpredictable business demand.  Cloud computing is a 

model for enabling convenient, on-demand network 

access to a shared pool of configurable computing 

resources that can be rapidly provisioned and released 

with minimal management effort or service provider 

interaction. This cloud model promotes availability 

and is composed of five essential characteristics, three 
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service models, and four deployment models. A 

general approach to protect the data confidentiality is 

to encrypt the data before outsourcing. However, this 

will cause a huge cost in terms of data usability. For 

example, the existing techniques on keyword-based 

information retrieval, which are widely used on the 

plaintext data, cannot be directly applied on the 

encrypted data. Downloading all the data from the 

cloud and decrypt locally is obviously impractical.  In 

order to address the above problem, researchers have 

designed some general-purpose solutions with fully-

homomorphic encryption or oblivious RAMs.   

However, these methods are not practical due to their 

high computational overhead for both the cloud sever 

and user. On the contrary, more practical special 

purpose solutions, such as searchable encryption 

schemes have made specific contributions in terms of 

efficiency, functionality and security. Searchable 

encryption schemes enable the client to store the 

encrypted data to the cloud and execute keyword 

search over ciphertext domain. So far, abundant works 

have been proposed under different threat models to 

achieve various search functionality, such as single 

keyword search, similarity search, multi-keyword 

boolean search, ranked search, multi-keyword ranked 

search, etc. Among them, multikeyword ranked search 

achieves more and more attention for its practical 

applicability.   Now some dynamic schemes have been 

proposed to support inserting and deleting operations 

on document collection. These are significant works as 

it is highly possible that the data owners need to 

update their data on the cloud server.  But few of the 

dynamic schemes support efficient multikeyword 

ranked search. 

 

This paper proposes a secure tree-based search scheme 

over the encrypted cloud data, which supports 

multikeyword ranked search and dynamic operation on 

the document collection. Specifically, the vector space 

model and the widely-used “term frequency (TF) × 

inverse document frequency (IDF)” model are 

combined in the index construction and query 

generation to provide multikeyword ranked search. In 

order to obtain high search efficiency, we construct a 

tree-based index structure and propose a “Greedy 

Depth-first Search” algorithm based on this index tree. 

Due to the special structure of our tree-based index, 

the proposed search scheme can flexibly achieve sub-

linear search time and deal with the deletion and 

insertion of documents. The secure kNN algorithm is 

utilized to encrypt the index and query vectors, and 

meanwhile ensure accurate relevance score calculation 

between encrypted index and query vectors.  To resist 

different attacks in different threat models, we 

construct two secure search schemes: the basic 

dynamic multi-keyword ranked search (BDMRS) 

scheme in the known cipher text model, and the 

enhanced dynamic multi-keyword ranked search 

(EDMRS) scheme in the known background model. 

Our contributions are summarized as follows: 

1) We design a searchable encryption scheme that 

supports both the accurate multi-keyword ranked 

search and flexible dynamic operation on document 

collection. 

2) Due to the special structure of our tree-based index, 

the search complexity of the proposed scheme is 

fundamentally kept to logarithmic. And in practice, the 

proposed scheme can achieve higher search efficiency 

by executing our “Greedy Depth-first Search” 

algorithm. Moreover, parallel search can be flexibly 

performed to further reduce the time cost of search 

process. 

 

SYSTEM ARCHITECTURE: 
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EXISTING SYSTEM 

Searchable encryption schemes enable the clients to 

store the encrypted data to the cloud and execute 

keyword search over ciphertext domain. 

Due to different cryptography primitives, searchable 

encryption schemes can be constructed using public 

key based cryptography or symmetric key based 

cryptography. 

Symmetric searchable encryption (SSE) scheme, and 

the search time of their scheme is linear to the size of 

the data collection. 

Some early works have realized the ranked search 

using order-preserving techniques, but they are 

designed only for single keyword search. 

Privacy-preserving multi-keyword ranked search 

scheme, in which documents and queries are 

represented as vectors of dictionary size. With the 

“coordinate matching”, the documents are ranked 

according to the number of matched query keywords. 

Privacy-preserving multi-keyword ranked search 

scheme does not consider the importance of the 

different keywords, and thus is not accurate enough. In 

addition, the search efficiency of the scheme is linear 

with the cardinality of document collection. 

A secure multi-keyword search scheme that supports 

similarity-based ranking. The authors constructed a 

searchable index tree based on vector space model and 

adopted cosine measure together with TF×IDF to 

provide ranking results. 

 

DISADVANTAGES OF EXISTING SYSTEM: 

1. Firstly, all the users usually keep the same secure 

key for trapdoor generation in a symmetric SE scheme 

wherein revocation of the user is big challenge. In 

order to revoke a user, we need to rebuild the index 

and distribute the new secure keys to all the authorized 

users. 

2. Secondly, generally symmetric SE schemes assume 

that all the data users are trustworthy. But, a dishonest 

data user leads to many security issues. 

3. For each search request, users without pre-

knowledge of the encrypted cloud data have to go 

through every retrieved file in order to find ones most 

matching their interest, which demands possibly large 

amount of post processing overhead. 

4. Invariably sending back all files solely based on 

presence/absence of the keyword further incurs large 

unnecessary network traffic, which is absolutely 

undesirable in today’s pay-as-you-use cloud paradigm. 

5. Cannot apply fully homomorphic encryption 

schemes because of their excessive computational 

complexity. 

 

PROPOSED SYSTEM: 

The proposed architecture does not require 

modifications to the cloud database, and it is 

immediately applicable to existing cloud DBaaS. 

For our system, we choose the B-tree as indexing data 

structure to identify the match between search query 

and data documents.  

Specially, we use inner data correspondence, i.e., the 

number of query keywords appearing in document, to 

evaluate the similarity of that document to the search 

query. 

Each document is converted to a balanced B-tree 

according to the keywords and encrypted using CRSA. 

Whenever user wants to search, he/she creates a 

trapdoor for the keywords.  

Our aim is to design and analyse the performance of 

multiple keywords ranked search scheme using 

Commutative RSA Algorithm and B-tree data 

structure for searchable index tree.  

We designed a scheme based on secured ranked 

multiple keyword search over encrypted cloud data 

using CRSA.   

Further, we analysed its performance over B-tree 

based searchable index tree. We have studied the 

performance of RSA algorithm on B tree.  

We have used Microsoft’s Azure platform to emulate 

the proposed system and to study its performance. 

 

ADVANTAGES OF PROPOSED SYSTEM: 

1. The proposed architecture does not require 

modifications to the cloud database, and it is 

immediately applicable to existing cloud DBaaS, such 

as the experimented PostgreSQL Plus Cloud Database, 

Windows Azure. 
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2. We provide not only multi-keyword query and 

accurate result ranking, but also dynamic update on 

document collections. 

3. Improved searching efficiency with privacy 

preserving. 

4. Parallel search process is also possible to reduce the 

time cost 

5. It guarantees data confidentiality by allowing a 

cloud database server to execute concurrent SQL 

operations (not only read/write, but also modifications 

to the database structure) over encrypted data. 

6. It provides the same availability, elasticity, and 

scalability of the original cloud DBaaS because it does 

not require any intermediate server. 

 

CONCLUSION 

In this paper, multi-keyword ranked search scheme 

with dynamic deletion and insertion of documents is 

proposed. By which privacy-preserving is possible and 

at the same time it is efficient. A special keyword 

balanced binary tree is constructed and a “Greedy 

Depth-first Search” algorithm is used to obtain better 

efficiency than linear search. The kNN algorithm is 

used to provide security against two threat models. 

Firstly, all the users usually keep the same secure key 

for trapdoor generation in a symmetric SE scheme 

wherein revocation of the user is big challenge. In 

order to revoke a user, we need to rebuild the index 

and distribute the new secure keys to all the authorized 

users. Secondly, generally symmetric SE schemes 

assume that all the data users are trustworthy. But, a 

dishonest data user leads to many security issues. For 

example, a dishonest data user may search the 

documents and distribute the decrypted documents to 

the unauthorized ones. Also, a dishonest data user may 

distribute his/her secure keys to the unauthorized ones. 

In the future works, we will try to improve the SE 

scheme to handle these challenge problems. 

 

FUTURE WORK: 

In the future work, we will try to improve the SE 

scheme to handle these challenges. There are still 

many challenges in symmetric SE schemes. In the 

proposed scheme, the data owner is responsible to 

update information and transfer them to the cloud 

server. Thus, the data owner needs to store the 

unencrypted index tree and the information that is 

necessary to recalculate the IDF values. Such an active 

data owner may not be very suitable for the cloud 

computing model. It is a meaningful yet difficult task 

to design a dynamic searchable encryption scheme 

where the update operation can be performed by server 

at the cloud only. As well, our scheme mainly 

considers the challenge from the cloud server. 

Actually, there are many secure challenges in a multi-

user scheme. 

 

REFERENCES: 

[1] Xia, Zhihua, et al. "A secure and dynamic multi-

keyword ranked search scheme over encrypted cloud 

data." IEEE Transactions on Parallel and Distributed 

Systems 27.2 (2016): 340-352. 

[2] Prasanna B.T, C.B. Akki, ‘A Survey on 

Homomorphic and Searchable Encryption Security 

Algorithms for Cloud Computing,’ Communicated to 

International Journal of Information Technology and 

Computer Science, November, 2014. 

[3]Prasanna B.T, C.B. Akki, ‘A Comparative Study of 

Homomorphic and Searchable Encryption Schemes for 

Cloud Computing,’ Communicated to International 

Journal of Communication Networks and Distributed 

Systems, November, 2014. 

[4] Prasanna B.T, C.B. Akki, ‘A Survey on Challenges 

and Security Issues in Cloud,’ Presented in conference 

presented in Conference on Evolutionary Trends in 

Information Technology, May 20-22 2011, at 

Visvesvaraya Technological University, Belgaum, 

Karnataka. 

[5] C. Wang, N. Cao, K. Ren, and W. Lou, “Enabling 

secure and efficient ranked keyword search over 

outsourced cloud data,” Parallel and Distributed 

Systems, IEEE Transactions on, vol. 23, no. 8, pp. 

1467–1479, 2012. 

[6] N. Cao, C. Wang, M. Li, K. Ren, and W. Lou, 

“Privacy-preserving multi-keyword ranked search over 

encrypted cloud data,” in IEEE INFOCOM, April 

2011, pp. 829–837. 



 

 Page 144 

[7] S. Kamara and K. Lauter, “Cryptographic cloud 

storage,” in Financial Cryptography and Data Security. 

Springer, 2010, pp. 136–149. 

[8] C. Gentry, “A fully homomorphic encryption 

scheme,” Ph.D. dissertation, Stanford University, 

2009. 

[9] O. Goldreich and R. Ostrovsky, “Software 

protection and simulation on oblivious rams,” Journal 

of the ACM (JACM), vol. 43, no.3, pp. 431–473, 

1996. 

[10] D. Boneh, G. D. Crescenzo, R. Ostrovsky, and G. 

Persiano, ‘Public key encryption with keyword 

search,’ in Proc. of EUROCRYPT, 2004. 

[11] C. Wang et al., ‘Secure Ranked Keyword Search 

Over Encrypted Cloud Data,’ Proc. ICDCS ’10, 2010 

[12] Wenjun Lu; Varna, A.L.; Min Wu, 

‘Confidentiality-Preserving Image Search: A 

Comparative Study Between Homomorphic 

Encryption and Distance-Preserving Randomization,’ 

Access, IEEE, vol.2, no., pp.125,141, 2014 

[13] W. K. Wong, D. W. Cheung, B. Kao, and N. 

Mamoulis, ‘Secure knn computation on encrypted 

databases,’ in Proc. of SIGMOD, 2009. 

[14] K. Ren, C. Wang, and Q. Wang, ‘Security 

Challenges for the Public Cloud,’ IEEE Internet 

Computing, vol. 16, no. 1, pp. 69-73, 2012. 

[15] Zhangjie Fu et al, ‘Multikeyword Ranked Search 

Supporting Synonym Query over Encrypted Data in 

Cloud Computing’, IEEE Conference, 2013. 

[16] R. Curtmola, J. A. Garay, S. Kamara, and R. 

Ostrovsky, ‘Searchable symmetric encryption: 

improved definitions and efficient constructions,’ in 

ACM CCS, 2006. 

[17] P. Naresh, K. Pavan kumar, and D. K. Shareef, 

‘Implementation of Secure Ranked Keyword Search 

by Using RSSE,’ International Journal of Engineering 

Research & Technology (IJERT) ISSN: 2278-0181 

Vol. 2 Issue 3, March – 2013. 

[18] S.Buyrukbilen and S.Bairas, ‘Privacy preserving 

ranked search on public key encrypted data,’ in Proc. 

IEEE International Conference on High Performance 

Computing and Communications (HPCC), November 

2013. 

[19] B. H. Bloom, ‘Space/time trade-offs in hash 

coding with allowable errors,’ Communications of the 

ACM, vol. 13, no. 7, 1970, pp. 422– 426. 

[20] C. Gentry and Z. Ramzan, ‘Single-database 

private information retrieval with constant 

communication rate,’ in ICALP, pp. 803– 815.2005. 

[21] Sun, W., Wang, B., Cao, N., Li, M., Lou, W., 

Hou, Y.T., Li, H., ‘Privacy-preserving multi keyword 

text search in the cloud supporting similarity-based 

ranking,’ Proceedings of the 8th ACMSIGSAC 

symposium on Information, computer and 

communications security, ACM, pp. 71–82.2013. 

 

AUTHOR DETAILS 

 
Sudhakar Rao Kottala 

M.Tech Student 

Dept. of CSE 

Avanthi Institute of Engineering and Technology, 

Vizianagaram. 

 

 
P Ravi Kumar, M.Tech, (Ph.D) 

Assistant Professor 

Dept. of CSE 

Avanthi Institute of Engineering and Technology, 

Vizianagaram. 

 


