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Abstract:

Cyber-crime is regarded as most serious problem for any
technological development and new application sustain-
ment. The hackers are day to day increasing their strengths
with different kinds of attacks to record possible damage
to the corporate customers as well as individual sensitive
information. Predominantly the artificial Intelligence as-
sistance has been taken by Cyber-Criminals to break any
kind of textual passwords and eavesdropping the sensitive
and confidential information from the application servers.
To admeasure the attitude and stealing behavior the pres-
ent project has given solution with unpredictable click
points on photo images selected as the passwords for the
application.
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Introduction:

Guessing attacks predominantly affected the business of
B2B. The financial transactions of the banks should be
kept online. So that the business of the banks will get im-
proved. To keep the financial transactions a strong online
security mechanism should be developed. The need of a
security mechanism for financial transactions conducted
by the financial institutions is very high. The security
mechanism should act against the guessing attacks. Guess-
ing attacks are more powerful and breaking the passwords
of the online financial transactions and stealing the data.
The present proposed project is development of a security
mechanism against the guessing attacks.
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The proposed project is also creating a security layer for
the financial transactions and obstructs the intruders into
the financial online applications. The project is developed
to cater the security needs for online applications. The
stakeholders of the project are online application users.
The application is developed in the field of security do-
main. The application is replicating the novel concept of
graphical password authentications with persuasive click
points. The sphere of the project is wide and used uni-
versally and shows a solution for guessing attacks, Brute
Force Attacks and Dictionary attacks.In this mechanism
the user perception and creativity is going to play a high
security implementation to the application. The user click
points will be stored in the database with x axes and y
axes points. The user has to select random click points on
the image.

The number of click points also limited and restricted by
the application. The selected click points are stored in the
application with x axis and y axis parameters. When the
user login to the application second time and repeatedly
the application will ask the user to select the image with
click point. The user has to select the previously selected
image and give clicks on the image with appropriate click
points which have already given on the image. The points
will be verified and tallied with the stored click points.
If the points are tallied, then the application will allow
the user into the application. This has given revolutionary
change in the field of web application security.

Project Contribution:

The present report is on A New Authentication Mecha-
nism Based on Graphical Password. The project is a novel
piece of work in the field of online application security
and system security.
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The project is defining the new way of defining the pass-
words to operate an online application. The project is go-
ing to give a novel methodology for implementing new
password system to online users. By using this novel con-
cept of using graphical passwords with persuasive cued
click points the passwords will be preserved with great
privacy and can’t be guessed by any attacker of online
application. The project will be contributing well to the
field of security authentication and application security.
The project method is novel and paved the way to restrict
the guessing attacks, Brute Force Attacks and Dictionary
attacks.

Literature Review:

Authentication is a process, to distinguish the identity of
the user to access the specific application. This identifica-
tion process can be incorporated with the user name and
password storage and verification methods. The attackers
guess the password according to the name, environment,
working culture, qualification and other standard mem-
orable events of the person. The human brain generally
remember the events and objects which are mostly ac-
quainted to the person. This phenomena can be adopted
by the hackers and apply guessing attacks, Brute Force
Attacks and Dictionary attacks. In this technology an ad-
vancement has been generated in the form of Persuasive
Cued Click Points.

This technology has removed the fears from guessing at-
tacks. This mechanism will set the password of the user
with high security and privacy with the help of image
cued click points position viewport. Gloriya Mathew
[2013] The security to the online application or desktop
application will be incorporated by the passwords. The
password was generated from text based characters. Then
it has been advised to mix special characters. Then the
knowledge based passwords have come into the practice.
Similarly in token based passwords are distinguished as
tokens for identification, smart card identification, keys
identification and finally chip impulsive identification.

The biometric identification is classified as finger print
identification, palm prints identification, Hand geometry
identification, face recognition, voice recognition, Iris
recognition, retina recognition. All these biometric im-
pressions are stored in the database at the first registration
and then the verification process will be done when the
person is log in into the system.
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In Image recognition password system Hong’s method is
predominant. In this method the user will pass-object vari-
ants will be used for graphical password scheme. ‘Chippy.T
and R.Nagendran’ [2012]The alternative mechanism for
textual passwords has been successfully implemented to
arrest the guessing attacks on online applications. The
textual passwords can be cracked by the intruders and
eavesdroppers. The graphical passwords with persuasive
cued click points are easy to remember for online users
and difficult to crack the passwords for online intruders.
This graphical password is providing increasing security
to the online applications. G.ManiMayuri, et.al [2013]

Research Approach:

Research approach reveals how the project work will be
developed and how the required knowledge can be ac-
quired. To design and develop the project the domain
knowledge is required. The functionality has to be under-
stood. The technology to develop this project is mastered.
The proficiency development in the technology required
for the project development is essential. The present proj-
ect is Defenses against Large Scale Online Password
Guessing Attacks By Using Persuasive Click Points. To
design and develop the project the predominant research
methods have been implemented. These are Quantitative
Research Method, Qualitative Research method, Experi-
mental Research Method, case study method and Action
research method. The research methods have been under-
stood and adopted for doing the dissertation work. Saun-
ders et.al [2006].

Description of the project:

The project is developed to demonstrate the persuasive
click points usage to prevent the guessing attacks for on-
line applications. This project is designed to demonstrate
the web application which will be operated with a login
page to insert the persuasive click points on an image
along with user name and password to enter into the ap-
plication.

Module specification:
The following modules are present in the project.

1.User
2.Administrator
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Functionality of the Modules:

User module is used to select an image for identification
of persuasive cued click points on it. The user is designed
to enter the user name and password for login to the ap-
plication. The user has to register with the application
to give all details of the user. The user has to select the
image for his password authentication. The persuasive
cued clicks have to be defined for every login operation.
Administrator module is designed to keep variety of im-
ages for user. The administrator will create a database to
restore the user name and password into the database. The
administrator will view the number of users logged into
the application.

Functionality of the project:

The project is designed to demonstrate the highest grade
of security provision for online applications. The secu-
rity is given against the guessing attacks. This has been
incorporated with the persuasive cued click points on
an image selected by the user along with the user name
and password. The present project security mechanism is
combined with textual passwords along with the image
passwords with persuasive cued click points. The project
is an online application with security mechanism to pro-
tect the application from guessing attacks. The project is
predominantly highlighting the security mechanism with
image passwords, textual passwords and persuasive cued
click points.

Class diagram

user sign
name : string
+Qualification : string
+Address : string
ety : tring image pass
+gender string
+Email[d : string
[+contact No : int
I-password : string
[+username : string
+Dob : string

image peruated

login and upload
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Cued click points

Code behind the technique:

The most important and critical issues have to be encoun-
tered are in developing the code behind the technique.
The code behind the technique is developed with ADO.
Net controls, ADO.Net classes, C#.Net codes and stored
procedures. The project is a web based application so that
the ASP.Net application screens have to be connected
with the database server tables. Each table and the attri-
butes of the table are to be connected with the respective
user interface screens. The connection strings and con-
nection mechanism is developed with the C#.Net code
and ADO.Net statements and classes. The development
of code behind the technique is difficult. This has been
achieved with the help of experimental research method-
ology until the connection is properly established. This
trial and error mechanism has given the clear connection
with the database.
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The revolutionary experimental research work has been
done in incorporating the security with encrypted mecha-
nism. The revolutionary changes and innovative changes
have been done in deploying advanced digital encryption
standards. The digital encryption standards have been de-
ployed to hide the real password of the user and tried to
protect the interest of online financial application users.
All the trails have become in vain. Even digital encrypted
textual passwords also decrypted with the wise character-
istics of hackers and intruders.

Conclusion:
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The hackers again started looting the valuable data of the
financial organizations. The hackers and attackers have
adopted sophisticated cracking techniques for textual
passwords and intrude into the applications and caused
irrevocable damage to the application storing data.The
online applications are enriched with the security by in-
troducing the persuasive click points on the image. The
user is given clear instructions to select the click points
very casually on the image at non attractive and not sig-
nificant points. This selection of image and selection of
normal and casual points on the image has highly reduced
the guessing capability of the hackers and intruders. This
mechanism has drastically reduced the guessing attacks
on the online applications.In this mechanism the user per-
ception and creativity is going to play a high security im-
plementation to the application. The user click points will
be stored in the database with x axes and y axes points.
The user has to select random click points on the image.
The number of click points also limited and restricted by
the application. The selected click points are stored in the
application with x axis and y axis parameters.
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