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Abstract: 

Intrusion is a very important part as compared to other 

security systems, automation systems have were much 

demand as compare to other systems. Security policy 

of intrusion may be very big challenge in today's 

world. Not design proper security system in industry 

may damage and lead to cyber attack on the system. 

This may result in loss of important data.  However, 

existing analysis concerning intrusion response focuses 

on security policy decisions and ignores security 

policy execution. Work in this paper give us correct 

approach of this and how to solve the thinks of 

instruction and Security related thinks. Security policy 

consists of Decisions and ignores security policy 

execution. In this paper Security consist of Table 

driven management Security and service cluster.In this 

project we have Genetic formula for sorting the data in 

proper manner. The work in system is reconfigured 

through associate integrated programming theme 

wherever system tasks and response tasks are mapped 

and regular along supported a GA. moreover, results 

from each simulations of numerical values and a real-

application simulation show that the projected 

technique will implement the Security term  in time 

with very little result of the security system. 

 

Index Terms: 

Automation in industry , intrusion , security protection 

, Raspberry pi ,Sensors, HDMI...etc. 

 

I.INTRODUCTION: 

Automation Device in a networks  has been used to 

gather knowledge regarding physical phenomena in 

numerous applications like environment watching,  

 

Industry automation and home automation..etc [1].The 

Technology that we are use can be implanted in both 

such wire and wireless communication web of Things 

(IoT) has attracted lots of attention and is anticipated 

to bring advantages to varied application areas as well 

as industrial Automation systems, and aid systems 

producing. Automation systems area unit well-suited 

for semi permanent industrial environmental 

knowledge acquisition for IoT illustration. device 

interface device is crucial for detective work numerous 

sorts of device knowledge of commercial WSN in IoT 

environments [2].Thus, we will higher perceive the 

skin setting data. However, so as to fulfill the 

necessities of future industrial environmental 

knowledge acquisition within the IoT, the acquisition 

interface device will collect multiple device 

knowledge at an equivalent time, in order that 

additional correct and various knowledge data is 

collected from industrial Automation With the 

advancements in web technologies and industrial 

Automation, a brand new trend is forming within the 

era of presence. Key technologies that drive the longer 

term of IoT area unit associated with sensible sensing 

element technologies as well as industrial Automation 

applied science, and shrinking [3]. Since industrial 

Automation is related to sizable amount of wired 

sensing element devices, it generates a large range of 

knowledge. 
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Sensor knowledge acquisition interface 

instrumentation is one in all the key components in 

industrial Automation applications. knowledge 

assortment is that the essential application of WSN and 

additional significantly it's the inspiration of different 

advanced applications in industrial Automation 

surroundings. Industrial Automation could be a major 

drive to support service composition with numerous 

applications. The design of industrial Automation. It 

consists of 3 layers: 1) Physical layer; 2) Network 

layer; and3) application layer .The design of 

information acquisition interface is principally applied 

to the Physical layer of industrial Automation. The 

Physical layer of industrial Automation is principally 

composed of sensors, RFID readers, cameras, M2M 

terminals, and numerous information assortment 

terminals [4].The informational the info the 

information} acquisition interface is chargeable for the 

mixing and collaboration of varied environments and 

assortment of sensing element of different data. 

 

II. EXISTING METHOD: 

In current industry most of the system are wired and 

are control board measure system, however most of the 

management control panels in industries square 

measure wire panels and machines square measure 

controlled and monitor by the room operator 

exploitation wire network [4]. The wires square 

measure moving through conducts, generally within 

walls and generally underground additionally. thus 

breakdown maintenance of those wires is troublesome 

task in industries. This wire are too long so it is 

difficult to find the losses in wire. And even when 

locating the fault it takes time to repair them. The 

second disadvantages of this technique square measure 

operator console cannot move from one area to a 

different. on every time for operator must difficult to 

watch everything in specific area. 

 

III. PROPOSED SYSTEM 

Technologies:  

Industrial Automation sensor network:  

industrial Automation sensor network of spatially 

distributed autonomous sensors to observe physical or 

environmental conditions, like Smoke temperature, 

LDR, Fire, etc. and to hand in glove pass their 

information through the network to a main location. 

Their unit of network which can be used for sensing 

different element and parameter. The event of wireless 

sensing element networks was driven by military 

applications like piece of ground surveillance; these 

days such networks area unit employed in several 

industrial and shopper applications, like process 

observance and management, machine health 

observance. 

 
Block Diagram: 

 
IV.HARDWARE IMPLEMENTATION 

A. Raspberry Pi: 
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The Raspberry Pi is a series of credit card–sized 

single-board computers developed in the United 

Kingdom by the Raspberry Pi Foundation with the 

intention of promoting the teaching of basic computer 

science in schools and developing countries [5].The 

original Raspberry Pi and Raspberry Pi 2 are 

manufactured in several board configurations through 

licensed manufacturing agreements with Newark 

element14, RS Components and Egoman. The 

hardware is the same across all manufacturers. All 

Raspberry Pi include the same Video Core IV GPU 

and either a single-core ARMv6 compatible CPU or 

newer ARMv7-compatible quad-core one and 1 GB of 

RAM, 512 MB ,256 MB They have Secure Digital or 

Micro SD sockets for boot media and persistent 

storage. In 2014, the Raspberry Pi Foundation 

launched the Compute Module, or use as a part of 

embedded systems for the same compute power as the 

original Pi. Raspberry Pi is, what hardware and 

software are included, how to get one up and running, 

how to interact with the Linux command line interface, 

how to write your first program for it, and how to get it 

to interact with a web service on the Internet.  

 

The Foundation provides Debian and Arch Linux 

ARM distributions for download. Tools are available 

for Python as the main programming language, with 

support for BBC BASICC, C++, Java, Perl, Ruby, and 

Smalltalk. On the Pi 2 it is also possible to run other 

unmodified Linux distributions, such as Debian or 

Fedora, since those settled on the ARMv7 architecture 

as their "baseline" for modern ARM support. Yet on 

those distributions you might not have the necessary 

kernel modules and graphics library to make full use of 

the Pi's peripherals. This page thus specifically talks 

about running Processing on Raspbian, on either the Pi 

or the Pi 2! (see also: General notes about running 

Processing on ARM).The Raspberry Pi was created in 

February 2012 by the Raspberry Pi Foundation, 

Originally setup to promote and teach basic computer 

science in schools and colleges around the UK.  

 
B.LM 35(Temperature Sensor): 

The LM35 series are precision integrated-circuit 

temperature devices with an output voltage linearly 

proportional to the Centigrade temperature. TheLM35 

device has an advantage over linear temperature 

sensors calibrated in Kelvin, as the user is not required 

to subtract a large constant voltage from the output to 

obtain convenient Centigrade scaling. The LM35 

device does not require any external calibration or 

trimming to provide typical accuracies of ±¼°C at 

room temperature and ±¾°C over a full −55°C to 

150°C temperature range. Lower cost is assured by 

trimming and calibration at the wafer level. The low-

output impedance, linear output, and precise inherent 

calibration of the LM35 device makes interfacing to 

readout or control circuitrye specially easy. The device 

is used with single power supplies, or with plus and 

minus supplies. As theLM35 device draws only 60 μA 

from the supply, it has very low self-heating of less 

than 0.1°C in still air.  

 

C. LDR (Light Dependent Register): 

A light dependant resistor also know as a LDR, photo 

resistor, photoconductor or photocell, is a resistor 

whose resistance increases or decreases depending 

on the amount of light intensity. LDRs (Light 

Dependent Resistors) are a very useful tool in a 

light/dark circuits. LDRs can have a variety of 

resistance and functions. For example it can be used to 

turn on a light when the LDR is in darkness or to turn 

o_ a light when the LDR is in light. It can also work 

the other way around so when the LDR is in light it 

turns on the circuit and whenit’s in darkness the 

resistance increase and disrupts the circuit. 
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C. PCF8591 (Analog to Digital ): 

The PCF8591 is a single-chip, single-supply low 

power8-bit CMOS data acquisition device with four 

analog inputs, one analog output and a serial I2C-bus 

interface. Three address pins A0, A1 and A2 are used 

for programming the hardware address, allowing the 

use of up to eight devices connected to the I2C-bus 

without additional hardware. Address, control and data 

to and from the device are transferred serially via the 

two-line bidirectional I2C-bus.The functions of the 

device include analog input multiplexing, on-chip 

track and hold function, 8-bitanalog-to-digital 

conversion and an 8-bit digital-to-analog conversion. 

The maximum conversion rate is given by the 

maximum speed of the I2C-bus. 

 

D. Buzzer: 

A buzzer or beeper is an audio signaling device, which 

may be mechanical, electromechanical, or 

piezoelectric. Typical uses of buzzers and beepers 

include alarm devices, timers and confirmation of user 

input such as a mouse click or keystroke. Buzzer is an 

integrated structure of electronic transducers, DC 

power supply,. Active buzzer 5V Rated power can be 

directly connected to a continuous sound. 

 

V.SOFTWARE REQUIREMENTS: 

A. Linux Operating System: 

Raspbian is a Debian-based computer operating 

system for Raspberry Pi. There are several versions of 

Raspbian including Raspbian Stretch and Raspbian 

Jessie. Since 2015 it has been officially provided by 

the Raspberry Pi Foundation as the primary operating 

system for the family of Raspberry Pi single-board 

computers. Raspbian was created by Mike Thompson 

and Peter Green as an independent project. The initial 

build was completed in June 2012. The operating 

system is still under active development. Raspbian is 

highly optimized for the Raspberry Pi line's low-

performance ARM CPUs. Raspbianuses PIXEL, Pi 

Improved open source Environment, [6] Lightweight 

as its main desktop environment as of the latest update. 

It is composed of a modified LXDE desktop 

environment and the Openbox stacking window 

manager with a new theme and few other changes. The 

distribution is shipped with a copy of computer algebra 

program Mathematica and a version of Minecraftcalled 

Minecraft Pi as well as a lightweight version of 

Chromium as of the latest version. 

 
Fig: Raspbian Operating System Architecture 

 

B. Qt for Embedded Linux: 

Qt is used for developing multi-

platform applications and graphical user 

interfaces (GUIs); however, programs without a GUI 

can be developed, such as command-line tools and 

consoles for servers.  

 

An example of a non-GUI program using Qt is the 

Cutelyst web framework. GUI programs created with 

Qt can have a native-looking interface, in which case 

Qt is classified as a widget toolkit. Qt for Embedded 

Linux is a C++ framework for GUI and application 

development for embedded devices. It runs on a 

variety of processors, usually with Embedded Linux.  

 

Qt for Embedded Linux provides the standard Qt API 

for embedded devices with a lightweight window 

system. Qt for Embedded Linux applications write 

directly to the framebuffer, eliminating the need for the 

X Window System and saving memory. The Linux 

framebuffer is enabled by default on all modern Linux 

distributions 

 

 

 

 

https://en.wikipedia.org/wiki/Application_software
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https://en.wikipedia.org/wiki/Command-line_interface
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VI.RESULTS: 

 

 

 

 
VII. CONCLUSION: 

As from above work we conclude that, We also get the 

thought regarding the System summary of raspberry 

pi. We are aware from the new trends within the 

Industrial automation and IoT technologies. we also 

discuss the varied challenges within the IoT and 

additionally in Industrial automation constrain. 

however handle this challenge is additionally 

mentioned by the authors.  

The authors additionally survey the economic 

marketplace considering the IoT perspective. A good 

comparison done by the author during which why to 

use raspberry pi in industrial propose is explained. As 

raspberry pi(model B) is tiny in size and additionally 

consumed less power together with doing complex 

process of collected knowledge. This system attempt 

to minimize the energy waste by providing sufficient 

data to the owner or high level hierarchy persons via 

remotely and may be created applicable call. It 

conjointly helps to investigate the summary 

consumption of power and  material demand. 

 

REFERENCE: 

[1] M. Cheminod, L. Durante, and A. Valenzano, 

“Review of security issues in industrial networks,” 

IEEE Trans. Ind. Informat., vol. 9, no. 1, pp. 277–293, 

Feb. 2013.  

 

[2] E. Zio and G. Sansavini, “Vulnerability of smart 

grids with variable generation and consumption: A 

system of systems perspective,” IEEE Trans. Syst., 

Man, Cybern., Syst., vol. 43, no. 3, pp. 477–487, May 

2013.  

 

[3] N. Svendsen and S. Wolthusen, “Using physical 

models for anomaly detection in control systems,” in 

Proc. IFIP Adv. Inf. Commun. Technol., vol. 311. 

Hanover, NH, USA, 2009, pp. 139–149.  

 

[4] J. Lopez, C. Alcaraz, and R. Roman, “Smart 

control of operational threats in control substations,” 

Comput. Security, vol. 38, pp. 14–27, Oct. 2013.  

 

[5] R. Mitchell and I.-R. Chen, “Adaptive intrusion 

detection of malicious unmanned air vehicles using 

behavior rule specifications,” IEEE Trans. Syst., Man, 

Cybern., Syst., vol. 44, no. 5, pp. 593–604, May 2014. 

  

[6] K. Stouffer, J. Falco, and K. Ken, “Guide to 

industrial control systems (ICS) security (revision 1),” 

Dept. Comm., Nat. Inst. Stand. Technol., Gaithersburg, 

MD, USA, Tech. Rep. 800-82, 2013. 


