o
%
.

£
B
&
a9
o
§
4

ISSN No: 2348-4845

International Journal & Magazine of Engineering,
Technology, Management and Research

A Peer Reviewed Open Access International Journal

Provable Security Against Incubus Attacks & DOS Attacks
Securing From Wireless AD HOC Sensor Networks

P.Avaniketh
Assistant Professor,
Department of Computer Science & Engineering,
Christu Jyothi Institute of Technology & Science.

ABSTRACT:

As WSNs become more and more crucial to the ev-
eryday functioning of people and organizations, avail-
ability faults become less tolerable. Ad-hoc low-power
wireless networks are an exciting research direction in
sensing and pervasive computing. Due to their ad hoc
organization, wireless ad hoc networks are particularly
vulnerable to denial of service (DoS) attacks,and a great
deal of research has been done to enhance survivabil-
ity.The most permanent denial of service attack is to
entirely deplete node’s batteries. This is an instance of
aresource depletion attack, with battery power as the
resource of interest.

These “Incubus” attacks are not specific to any specif-
ic protocol, but rather rely on the properties of many
popular classes of routing protocols. We find that all
examined protocols are susceptible to Incubus attacks,
which are devastating, difficult to detect, and are easy
to carry out using as few as one malicious insider send-
ing only protocol compliant messages. Evaluating the
vulnerabilities of existing protocols to routing layer
battery depletion attacks. Modifys an existing sensor
network routing protocol to provably bound the dam-
age from Incubus attacks during packet forwarding.

INDEX TERMS:

security, routing, ad hoc networks, sensor networks,
wireless networks, resource depletion nodes,denial of
sevice.

LINTROCUCTION:

Routing is one of the most basic networking functions
in mobile ad hoc networks. Hence, an adversary can
easily paralyze the operation of the network by attack-
ing the routing protocol.
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This has been realized by many researchers and several
“secure” routing protocols have been proposed for ad
hoc networks. However, the security of those proto-
cols has mainly been analyzed by informal means only.
In this paper, we argue that flaws in ad hoc routing pro-
tocols can be very subtle, and we advocate a more sys-
tematic way of analysis. We propose a mathematical
framework in which security can be precisely defined
and routing protocols for mobile ad hoc networks
can be proved to be secure in a rigorous manner. Our
framework is tailored for on-demand source routing
protocols, but the general principles are applicable to
other types of protocols too.

Our approach is based on the simulation paradigm,
which has already been used extensively for the analy-
sis of key establishment protocols, but, to the best of
our knowledge, it has not been applied in the context
of ad hoc routing so far. We also propose a new on-
demand source routing protocol, called endairA, and
we demonstrate the use of our framework by proving
that it is secure in our model. Significant progress has
been made towards making ad hoc networks secure
and DoS resilient. However, little attention has been
focused on quantifying DoS resilience:

Do ad hoc networks have sufficiently redundant paths
and counter-DoS mechanisms to make DoS attacks
largely ineffective? Or are there attack and system fac-
tors that can lead to devastating effects? In this paper,
we design and study DoS attacks in order to assess the
damage that difficult-to-detect attackers can cause.
The first attack we study, called the JellyFish attack,
is targeted against closed-loop flows such as TCP; al-
though protocol compliant, it has devastating effects.
. The second is the Black Hole attack, which has effects
similar to the JellyFish, but on open-loop flows. We
quantify via simulations and analytical modeling the
scalability of DoS attacks as a function of key perfor-
mance parameters such as mobility, system size, node
density, and counter-DoS strategy.
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One perhaps surprising result is that such DoS attacks
can increase the capacity of ad hoc networks, as they
starve multi-hop flows and only allow one-hop commu-
nication, a capacity-maximizing, yet clearly undesirable
situation. Abstract. This paper presents new speed
records for AES software, taking advantage of (1) ar-
chitecture-dependent reduction of instructions used
to compute AES and (2) microarchitecture-dependent
reduction of cycles used for those instructions. A wide
variety of common CPU architectures—amd64, ppc32,
sparcv9, and x86—are discussed in detail, along with
several specific microarchitectures. Denial of service by
server resource exhaustion has become a major secu-
rity threat in open communications networks.

Public-key authentication does not completely protect
against the attacks because the authentication proto-
cols often leave ways for an unauthenticated client to
consume a server’s memory space and computational
resources by initiating a large number of protocol runs
and inducing the server to perform expensive crypto-
graphic computations. We show how stateless authen-
tication protocols and the client puzzles of Juels and
Brainard can be used to prevent such attacks. Sensor
networks offer economically viable solutions for a va-
riety of applications. For example, current implemen-
tations monitor factory instrumentation, pollution
levels, freeway traffic, and the structural integrity of
buildings.

Other applications include climate sensing and control
in office buildings and home environmental sensing
systems for temperature, light, moisture, and motion.
Sensor networks are key to the creation of smart spac-
es, which embed information technology in everyday
home and work environments. The miniature wireless
sensor nodes, or motes, developed from low-cost off-
the-shelf components at the University of California,
Berkeley, as part of its smart dust projects, establish a
self-organizing sensor network when dispersed into an
environment.

The privacy and security issues posed by sensor net-
works represent a rich field of research problems.
Improving network hardware and software may ad-
dress many of the issues, but others will require new
supporting technologies. A routing problem in static
wireless ad hoc networks is considered as it arises in
a rapidly deployed, sensor based, monitoring system
known as the wireless sensor network.
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Information obtained by the monitoring nodes needs
to be routed to a set of designated gateway nodes.
In these networks, every node is capable of sensing,
data processing, and communication, and operates on
its limited amount of battery energy consumed mostly
in transmission and reception at its radio transceiver.
If we assume that the transmitter power level can be
adjusted to use the minimum energy required to reach
the intended next hop receiver then the energy con-
sumption rate per unit information transmission de-
pends on the choice of the next hop node, i.e., the
routing decision.

We formulate the routing problem as a linear program-
ming problem, where the objective is to maximize the
network lifetime, which is equivalent to the time until
the network partition due to battery outage. Two dif-
ferent models are considered for the information-gen-
eration processes. One assumes constant rates and the
other assumes an arbitrary process.

A shortest cost path routing algorithm is proposed
which uses link costs that reflect both the communica-
tion energy consumption rates and the residual energy
levels at the two end nodes. The algorithm is amenable
to distributed implementation. Simulation results with
both information-generation process models show
that the proposed algorithm can achieve network life-
time that is very close to the optimal network lifetime
obtained by solving the linear programming problem.

ILIMPLEMENTATION:

Existing work on secure routing attempts to ensure
that adversaries cannot cause path discovery to return
an invalid network path, but Vampires do not disrupt
or alter discovered paths, instead using existing valid
network paths and protocol compliant messages. Pro-
tocols that maximize power efficiency are also inappro-
priate, since they rely on cooperative node behavior
and cannot optimize out malicious action.

In proposed system we show simulation results quan-
tifying the performance of several representative pro-
tocols in the presence of a single Vampire. Then, we
modify an existing sensor network routing protocol to
provably bound the damage from Vampire attacks dur-
ing packet forwarding.
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III.SYSTEM PRELIMINARIES:

A.DATA-VERIFICATION:

In data verification module, receiver verifies the path.
Suppose data come with malicious node means placed
in malicious packet. Otherwise data placed in honest
packet. This way user verifies the data’s.

B.DENIAL OF SERVICE:

In computing, a denial-of-service attack or distributed
denial-of-service attack is an attempt to make a ma-
chine or network resource unavailable to its intended
users. Although the means to carry out, motives for,
and targets of a DoS attack may vary, it generally con-
sists of efforts to temporarily or indefinitely interrupt
or suspend services of a host connected to the Inter-

net.

C.USER MODULE:

In user module, verify user and any time create a new
path. In security purpose user give the wrong details
means display wrong node path otherwise display cor-
rect node path.

D.STRETCH ATTACK:

Stretch attack, where a malicious node constructs arti-
ficially long source routes, causing packets to traverse a
larger than optimal number of nodes. An honest source
would select the route Source F E Sink, affecting four
nodes including itself, but the malicious node selects a
longer route, affecting all nodes in the network. These
routes cause nodes that do not lie along the honest
route to consume energy by forwarding packets they
would not receive in honest scenarios.

IV.CONCLUSION:

We defined Vampire attacks, a new class of resource
consumption attacks that use routing protocols to per-
manently disable ad-hoc wireless sensor networks by
depleting nodes’ battery power. These attacks do not
depend on particular protocols or implementations,
but rather expose vulnerabilities in a number of popu-
lar protocol classes.
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We showed a number of proof-of-concept attacks
against representative examples of existing routing
protocols using a small number of weak adversaries,
and measured their attack success on a randomly-gen-

erated topology of 30 nodes.
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