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Abstract:

Data deduplication is one of important data compression 
techniques for eliminating duplicate copies of repeating 
data, and has been widely used in cloud storage to re-
duce the amount of storage space and save bandwidth. To 
protect the confidentiality of sensitive data while support-
ing deduplication, the convergent encryption technique 
has been proposed to encrypt the data before outsourc-
ing. Different from traditional deduplication systems, the 
differential privileges of users are further considered in 
duplicate check besides the data itself. We also present 
several new deduplication constructions supporting Ap-
proved duplicate check in a hybrid cloud architecture.To 
better protect data security, this paper makes the first at-
tempt to formally address the problem of Approved data 
deduplication. Security analysis demonstrates that our 
scheme is Protected in terms of the definitions specified 
in the proposed security model. As a proof of concept, we 
implement a prototype of our proposed Approved dupli-
cate check scheme and conduct testbed experiments using 
our prototype. We show that our proposed Approved du-
plicate check scheme incurs minimal overhead compared 
to normal operations.
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I. INTRODUCTION:

Cloud computing provides seemingly unlimited “virtual-
ized” resources to users as services across the whole In-
ternet, while hiding platform and implementation details. 
Today’s cloud service providers offer both highly avail-
able storage and massively parallel computing resourc-
es at relatively low costs. As cloud computing becomes 
prevalent, an increasing amount of data is being stored in 
the cloud and shared by users with specified privileges, 
which define the access rights of the stored data. 
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One critical challenge of cloud storage services is the man-
agement of the ever-increasing volume of data.To make 
data management scalable in cloud computing, dedupli-
cation has been a well-known technique and has attracted 
more and more attention recently. Data deduplication is 
a specialized data compression technique for eliminating 
duplicate copies of repeating data in storage. The tech-
nique is used to improve storage utilization and can also 
be applied to network data transfers to reduce the number 
of bytes that must be sent. Instead of keeping multiple 
data copies with the same content, deduplication elimi-
nates redundant data by keeping only one physical copy 
and referring other redundant data to that copy. Dedupli-
cation can take place at either the file level or the block 
level. For file level deduplication, it eliminates duplicate 
copies of the same file. Deduplication can also take place 
at the block level, which eliminates duplicate blocks of 
data that occur in non-identical files.

Cloud computing is an emerging service model that pro-
vides computation and storage resources on the Internet. 
One attractive functionality that cloud computing can of-
fer is cloud storage. Individuals and enterprises are of-
ten required to remotely archive their data to avoid any 
information loss in case there are any hardware/software 
failures or unforeseen disasters. Instead of purchasing the 
needed storage media to keep data backups, individuals 
and enterprises can simply outsource their data backup 
services to the cloud service providers, which provide 
the necessary storage resources to host the data backups. 
While cloud storage is attractive, how to provide security 
guarantees for outsourced data becomes a rising concern. 
One major security challenge is to provide the property of 
assured deletion, i.e., data files are permanently inaccessi-
ble upon requests of deletion. Keeping data backups per-
manently is undesirable, as sensitive information may be 
exposed in the future because of data breach or erroneous 
management of cloud operators. Thus, to avoid liabilities, 
enterprises and government agencies usually keep their 
backups for a finite number of years and request to delete 
(or destroy) the backups afterwards.

                 Volume No: 3 (2016), Issue No: 1 (January)                                                                                                    January 2016
                                                                             www.ijmetmr.com                                                                                                                                        Page 8

Protected Appropriate Deduplication on Cloud Using Hybrid 
Cloud Method



                                                                                                                         ISSN No: 2348-4845
International Journal & Magazine of Engineering, 

Technology, Management and Research
A Peer Reviewed Open Access International Journal   

For example, the US Congress is formulating the Internet 
Data Retention legislation in asking ISPs to retain data 
for two years, while in United Kingdom, companies are 
required to retain wages and salary records for six years.
Although data deduplication brings a lot of benefits, se-
curity and privacy concerns arise as users’ sensitive data 
are susceptible to both insider and outsider attacks. Tradi-
tional encryption, while providing data confidentiality, is 
incompatible with data deduplication. Specifically, tradi-
tional encryption requires different users to encrypt their 
data with their own keys. Thus, identical data copies of 
different users will lead to different ciphertexts, making 
deduplication impossible. Convergent encryption [1] has 
been proposed to enforce data confidentiality while mak-
ing deduplication feasible. It encrypts/ decrypts a data 
copy with a convergent key, which is obtained by com-
puting the cryptographic hash value of the content of the 
data copy. 

After key generation and data encryption, users retain the 
keys and send the ciphertext to the cloud. Since the en-
cryption operation is deterministic and is derived from the 
data content, identical data copies will generate the same 
convergent key and hence the same ciphertext. To pre-
vent unApproved access, a Protected proof of ownership 
protocol [2] is also needed to provide the proof that the 
user indeed owns the same file when a duplicate is found. 
After the proof, subsequent users with the same file will 
be provided a pointer from the server without needing to 
upload the same file. A user can download the encrypted 
file with the pointer from the server, which can only be 
decrypted by the corresponding data owners with their 
convergent keys. Thus, convergent encryption allows the 
cloud to perform deduplication on the ciphertexts and the 
proof of ownership prevents the unApproved user to ac-
cess the file.

II. RELATED WORK:

However, previous deduplication systems cannot support 
differential authorization duplicate check, which is impor-
tant in many applications. In such an Approveddeduplica-
tion system, each user is issued a set of privileges during 
system initialization. Each file uploaded to the cloud is 
also bounded by a set of privileges to specify which kind 
of users is allowed to perform the duplicate check and 
access the files.Before submitting his duplicate check re-
quest for some file, the user needs to take this file and his 
own privileges as inputs. 

The user is able to find a duplicate for this file if and only 
if there is a copy of this file and a matched privilege stored 
in cloud. For example, in a company, many different priv-
ileges will be assigned to employees. In order to save cost 
and efficiently management, the data will be moved to the 
storage server provider (S-CSP) in the public cloud with 
specified privileges and the deduplication technique will 
be applied to store only one copy of the same file. Because 
of privacy consideration, some files will be encrypted and 
allowed the duplicate check by employees with speci-
fied privileges to realize the access control. Traditional 
deduplication systems based on convergent encryption, 
although providing confidentiality to some extent, do not 
support the duplicate check with differential privileges. 
In other words, no differential privileges have been con-
sidered in the deduplication based on convergent encryp-
tion technique. It seems to be contradicted if we want to 
realize both deduplication and differential authorization 
duplicate check at the same time. 

A. Symmetric Encryption:

Symmetric encryption uses a common secret key κ to encrypt 
and decrypt information. A symmetric encryption scheme 
consists of three primitive functions:KeyGenSE(1λ)= 
κ is the key generation algorithm that generates κ using 
security parameter 1λ.. ncSE(κ,M)= C is the symmetric 
encryption algorithm that takes the secret κ and message 
M and then outputs the ciphertext C.DecSE(κ,C)= M is 
the symmetric decryption algorithm that takes the secret 
κ and ciphertext C and then outputs the original message 
M.

B.  Convergent Encryption:

Convergent encryption [1], [3] provides data confidenti-
ality in deduplication. A user (or data owner) derives a 
convergent key from each original data copy and encrypts 
the data copy with the convergent key. In addition, the 
user also derives a tag for the data copy, such that the 
tag will be used to detect duplicates. Here, we assume 
that the tag correctness property [3] holds, i.e., if two data 
copies are the same, then their tags are the same. To de-
tect duplicates, the user first sends the tag to the server 
side to check if the identical copy has been already stored. 
Note that both the convergent key and the tag are inde-
pendently derived, and the tag cannot be used to deduce 
the convergent key and compromise data confidentiality. 
Both the encrypted data copy and its corresponding tag 
will be stored on the server side.
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C.Proof of Ownership:

The notion of proof of ownership (PoW) [2] enables us-
ers to prove their ownership of data copies to the storage 
server. Specifically, PoW is implemented as an interactive 
algorithm (denoted by PoW) run by a prover (i.e., user) 
and a verifier (i.e.,storage server). The verifier derives a 
short value (M) from a data copy M. To prove the owner-
ship of the data copy M, the prover needs to send  ′ to the 
verifier such that ′ =  (M). The formal security definition 
for PoW roughly follows the threat model in a content 
distribution network, where an attacker does not know 
the entire file, but has accomplices who have the file. The 
accomplices follow the “bounded retrieval model”, such 
that they can help the attacker obtain the file, subject to 
the constraint that they must send fewer bits than the ini-
tial min-entropy of the file to the attacker [2].

D.  Identification Protocol:

An identification protocol ∏ can be described with two 
phases: Proof and Verify. In the stage of Proof, a prover/
user U can demonstrate his identity to a verifier by per-
forming some identification proof related to his identity. 
The input of the prover/user is his private key skU that 
is sensitive information such as private key of a public 
key in his certificate or credit card number etc. that he 
would not like to share with the other users. The verifier 
performs the verification with input of public information 
pkU related to skU. At the conclusion of the protocol, the 
verifier outputs either accept or reject to denote whether 
the proof is passed or not. There are many efficient identi-
fication protocols in literature, including certificate-based, 
identity-based identification etc. [4], [5].

III. PROPOSED SYSTEM:
A.Use Chunk Method:

We proposed our system by using chunking method. The 
method used for chunking largely influences the dedupli-
cation success and can also affect the user experience. To 
save storage space, deduplication references redundant 
data instead of copying its contents. This concept relies 
on the assumption that each individual chunk has its own 
identity, i.e. an identifier by which it can be unambigu-
ously referenced. For each chunk of a file, this identifier 
is calculated and compared to the global chunk index. If 
a chunk with a matching identifier is found in the data-
base, 

the two chunks are assumed to be identical and the exist-
ing chunk is referenced.

B. Load Balancing:

We use load balancing algorithm to balance the load on 
cloud server. To avoid server crash we use load balancing 
algorithm i.e. faire scheduling algorithm. This algorithm 
manages all the job sequence. 

IV. CONCLUSION:

We also presented several new deduplication construc-
tions supporting Approved duplicate check in hybrid 
cloud architecture, in which the duplicate-check tokens of 
files are generated by the private cloud server with private 
keys. Security analysis demonstrates that our schemes are 
Protected in terms of insider and outsider attacks specified 
in the proposed security model. As a proof of concept, we 
implemented a prototype of our proposed Approved du-
plicate check scheme and conduct testbed experiments on 
our prototype. We showed that our Approved duplicate 
check scheme incurs minimal overhead compared to con-
vergent encryption.
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