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Social networks are web-based services that allow in-
dividuals to create a public profile, to create a list of 
users with whom to share connections, and view and 
cross the connections within the system. Most social 
network services are web-based and provide means for 
users to interact over the Internet, such as e-mail and 
instant messaging. Social network sites are varied and 
they incorporate new information and communication 
tools such as mobile connectivity, photo/video/sharing 
and blogging.More and more, the line between mobile 
and web is being blurred as mobile apps use existing 
social networks to create native communities and pro-
mote discovery, and web-based social networks take 
advantage of mobile features and accessibility. As mo-
bile web evolved from proprietary mobile technologies 
and networks, to full mobile access to the Internet, the 
distinction changed to the following types: 

1) Web based social networks being extended for mo-
bile access through mobile browsers and smartphone 
apps, and 

2) Native mobile social networks with dedicated focus 
on mobile use like mobile communication,location-
based services, and augmented reality, requiring mo-
bile devices and technology. 

However, mobile and web-based social networking 
systems often work symbiotically to spread content, 
increase accessibility and connect users from wherever 
they are. Users of these online networking sites form 
a social network, which provides a powerful means of 
organizing and finding useful information. This commu-
nication involves exchange of several types of content 
including text, image, audio and video data.

 
Abstract: 

The very basic requirement in present days Online 
Social Networks (OSNs) or Mobile Social Networks 
(MSNs)  is to enable users with  the facility to filter and 
moderate the messages posted on their own private 
space(like Profile pages, walls etc) to evade that un-
necessary content is displayed. As of now Online Social 
Networks (OSNs) do not provide any kind options in 
order to fill this user requirement. To address this issue, 
in this paper, we propose a system allowing Online So-
cial Networks (OSNs) users to have a direct control on 
the messages posted on their profiles and walls. This 
is accomplished through a flexible rule-based system, 
that permits registered users to modify the filtering cri-
teria to be applied to their walls, and a Machine Learn-
ing based soft classifier automatically labeling messag-
es in support of content-based filtering.
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Introduction: 

A social networking service is a platform to build social 
networks or social relations among people who share 
interests, activities, backgrounds or real-life connec-
tions. A social network service consists of a representa-
tion of each user (often a profile), his or her social links, 
and a variety of additional services.
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Proposed System:

The aim of the present work is therefore to propose and 
experimentally evaluate an automated system, called 
Filtered Wall (FW), able to filter unwanted messages 
from OSN user walls. We exploit Machine Learning 
(ML) text categorization techniques to automatically 
assign with each short text message a set of categories 
based on its content. The major efforts in building a ro-
bust short text classifier (STC) are concentrated in the 
extraction and selection of a set of characterizing and 
discriminant features. The solutions investigated in this 
paper are an extension of those adopted in a previous 
work by us from which we inheritthe learning model 
and the elicitation procedure for generating preclas-
sified data. The original set of features, derived from 
endogenous properties of short texts, is enlarged here 
including exogenous knowledge related to the con-
text from which the messages originate. As far as the 
learning model is concerned, we confirm in the current 
paper the use of neural learning which is today recog-
nized as one of the most efficient solutions in text clas-
sification.

In particular, we base the overall short text classifica-
tion strategy on Radial Basis Function Networks (RBFN) 
for their proven capabilities in acting as soft classifiers, 
in managing noisy data and intrinsically vague classes. 
Moreover, the speed in performing the learning phase 
creates the premise for an adequate use in OSN do-
mains, as well as facilitates the experimental evaluation 
tasks. We insert the neural model within a hierarchical 
two level classification strategy. In the first level, the 
RBFN categorizes short messages as Neutral and Non-
neutral; in the second stage, Nonneutral messages are 
classified producing gradual estimates of appropriate-
ness to each of the considered category. Besides clas-
sification facilities, the system provides a powerful rule 
layer exploiting a flexible language to specify Filtering 
Rules (FRs), by which users can state what contents, 
should not be displayed on their walls. FRs can support 
a variety of different filtering criteria that can be com-
bined and customized according to the user needs. 
More precisely, FRs exploit user profiles, user relation-
ships as well as the output of the ML categorization 
process to state the filtering criteria to be enforced. 
In addition, the system provides the support for user-
defined Blacklists (BLs), that is, lists of users that are 
temporarily prevented to post any kind of messages 
on a user wall.

Therefore in Online Social Networks (OSN), there is a 
chance of posting unwanted content on particular pub-
lic/private areas, called in general walls.Information fil-
tering has been greatly explored for what concerns 
textual documents and, more recently, web content. 
It can be used to give users the ability to automatically 
control the messages written on their own walls, by 
filtering out unwanted messages. In this paper, our 
main aim is to survey the classification technique and 
to study the design of system to filter the undesired 
messages from OSN user wall.

Existing System:

We believe that this is a key OSN service that has not 
been provided so far. Indeed, today OSNs provide 
very little support to prevent unwanted messages on 
user walls. For example, Face book allows users to 
state who is allowed to insert messages in their walls 
(i.e., friends, friends of friends, or defined groups of 
friends). However, no content-based preferences are 
supported and therefore it is not possible to prevent 
undesired messages, such as political or vulgar ones, 
no matter of the user who posts them. Providing this 
service is not only a matter of using previously defined 
web content mining techniques for a different applica-
tion, rather it requires to design ad-hoc classification 
strategies. This is because wall messages are Consti-
tuted by short text for which traditional classification 
Methods have serious limitations since short texts do 
not Provide sufficient word occurrences.

Disadvantages of Existing System:

• However, no content-based preferences are sup-
ported and therefore it is not possible to prevent un-
desired messages, such as political or vulgar ones, no 
matter of the user who posts them. 

• Providing this service is not only a matter of using 
previously defined web content mining techniques for 
a different application, rather it requires to design ad 
hoc classification strategies. 

• This is because wall messages are constituted by 
short text for which traditional classification methods 
have serious limitations since short texts do not pro-
vide sufficient word occurrences.
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Modules:

1. Filtering rules :

 In defining the language for FRs specification, we con-
sider three main issues that, in our opinion, should af-
fect a message filtering decision. First of all, in OSNs 
like in everyday life, the same message may have dif-
ferent meanings and relevance based on who writes 
it. As a consequence, FRs should allow users to state 
constraints on message creators. Creators on which a 
FR applies can be selected on the basis of several dif-
ferent criteria; one of the most relevant is by imposing 
conditions on their profile’s attributes. In such a way it 
is, for instance, possible to define rules applying only 
to young creators or to creators with a given religious/
political view. Given the social network scenario, cre-
ators may also be identified by exploiting information 
on their social graph. This implies to state conditions 
on type, depth and trust values of the relationship(s) 
creators should be involved in order to apply them the 
specified rules. All these options are formalizedby the 
notion of creator specification, defined as follows. 

2. Online setup assistant for FRs thresholds:

 As mentioned in the previous section, we address the 
problem of setting thresholds to filter rules, by con-
ceiving and implementing within FW, an Online Setup 
Assistant (OSA) procedure. OSA presents the user with 
a set of messages selected from the dataset discussed 
in Section VI-A. For each message, the user tells the sys-
tem the decision to accept or reject the message. The 
collection and processing of user decisions on an ad-
equate set of messages distributed over all the classes 
allows to compute customized thresholds represent-
ing the user attitude in accepting or rejecting certain 
contents. Such messages are selected according to 
the following process. A certain amount of non neu-
tral messages taken from a fraction of the dataset and 
not belonging to the training/test sets, are classified by 
the ML in order to have, for each message, the second 
level class membership values.

3. Blacklists:

A further component of our system is a BL mechanism 
to avoid messages from undesired creators, indepen-
dent from their contents.

Advantages of Proposed System:

• A system to automatically filter unwanted messages 
from OSN user walls on the basis of both message con-
tent and the message creator relationships and char-
acteristics. 

• The current paper substantially extends for what 
concerns both the rule layer and the classification mod-
ule. 

• Major differences include, a different semantics for 
filtering rules to better fit the considered domain, an 
online setup assistant (OSA) to help users in FR specifi-
cation, the extension of the set of features considered 
in the classification process, a more deep performance 
evaluation study and an update of the prototype im-
plementation to reflect the changes made to the clas-
sification techniques.

Implementation:

Implementation is the stage of the project when the 
theoretical design is turned out into a working system. 
Thus it can be considered to be the most critical stage 
in achieving a successful new system and in giving the 
user, confidence that the new system will work and be 
effective.The implementation stage involves careful 
planning, investigation of the existing system and it’s 
constraints on implementation, designing of methods 
to achieve changeover and evaluation of changeover 
methods.

System Architecture:
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In particular, we aim at investigating a tool able to au-
tomatically recommend trust values for those contacts 
user does not individually identified. We do consider 
that such a tool should propose expectation assess-
ment based on users procedures, performances, and 
reputation in OSN, which might involve enhancing 
OSN with assessment methods. Though, the propose 
of these assessment-based tools is difficult by several 
concerns, like the suggestions an assessment system 
might have on users’ confidentiality and/or the restric-
tions on what it is possible to audit in present OSNs. 
An introduction work in this direction has been pre-
pared in the context of expectation values used for 
OSN access control purposes. However, we would like 
to remark that the system proposed in this paper rep-
resents just the core set of functionalities needed to 
provide a sophisticated tool for OSN message filtering. 
Still if we have balanced our system with an online as-
sociate to set FR thresholds, the improvement of a ab-
solute system effortlessly exploitable by average OSN 
users is a wide topic which is out of the scope of the 
present paper.
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BLs are directly managed by the system, which should 
be able to determine who are the users to be inserted 
in the BL and decide when users retention in the BL is 
finished. To enhance flexibility, such information are 
given to the system through a set of rules, hereafter 
called BL rules. Such rules are not defined by the SNM, 
therefore they are not meant as general high level di-
rectives to be applied to the whole community. Rather, 
we decide to let the users themselves, i.e., the wall’s 
owners to specify BL rules regulating who has to be 
banned from their walls and for how long. Therefore, 
a user might be banned from a wall, by, at the same 
time, being able to post in other walls.

Similar to FRs, our BL rules make the wall owner able to 
identify users to be blocked according to their profiles 
as well as their relationships in the OSN. Therefore, by 
means of a BL rule, wall owners are for example able 
to ban from their walls users they do not directly know 
(i.e., with which they have only indirect relationships), 
or users that are friend of a given person as they may 
have a bad opinion of this person. This banning can be 
adopted for an undetermined time period or for a spe-
cific time window. Moreover, banning criteria may also 
take into account users’ behavior in the OSN. More 
precisely, among possible information denoting users’ 
bad behavior we have focused on two main measures. 

The first is related to the principle that if within a given 
time interval a user has been inserted into a BL for sev-
eral times, say greater than a given threshold, he/she 
might deserve to stay in the BL for another while, as 
his/her behavior is not improved. This principle works 
for those users that have been already inserted in the 
considered BL at least one time. In contrast, to catch 
new bad behaviors, we use the Relative Frequency (RF) 
that let the system be able to detect those users whose 
messages continue to fail the FRs. The two measures 
can be computed either locally, that is, by considering 
only the messages and/or the BL of the user specifying 
the BL rule or globally, that is, by considering all OSN 
users walls and/or BLs.

Conclusion:

In this paper, we have presented a system to filter 
undesired messages from OSN walls. The system de-
velops a ML soft classifier to implement customizable 
content-dependent FRs.
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Modules:

1. Filtering rules :

 In defining the language for FRs specification, we con-
sider three main issues that, in our opinion, should af-
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creators should be involved in order to apply them the 
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notion of creator specification, defined as follows. 
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in Section VI-A. For each message, the user tells the sys-
tem the decision to accept or reject the message. The 
collection and processing of user decisions on an ad-
equate set of messages distributed over all the classes 
allows to compute customized thresholds represent-
ing the user attitude in accepting or rejecting certain 
contents. Such messages are selected according to 
the following process. A certain amount of non neu-
tral messages taken from a fraction of the dataset and 
not belonging to the training/test sets, are classified by 
the ML in order to have, for each message, the second 
level class membership values.

3. Blacklists:

A further component of our system is a BL mechanism 
to avoid messages from undesired creators, indepen-
dent from their contents.

Advantages of Proposed System:

• A system to automatically filter unwanted messages 
from OSN user walls on the basis of both message con-
tent and the message creator relationships and char-
acteristics. 

• The current paper substantially extends for what 
concerns both the rule layer and the classification mod-
ule. 

• Major differences include, a different semantics for 
filtering rules to better fit the considered domain, an 
online setup assistant (OSA) to help users in FR specifi-
cation, the extension of the set of features considered 
in the classification process, a more deep performance 
evaluation study and an update of the prototype im-
plementation to reflect the changes made to the clas-
sification techniques.

Implementation:

Implementation is the stage of the project when the 
theoretical design is turned out into a working system. 
Thus it can be considered to be the most critical stage 
in achieving a successful new system and in giving the 
user, confidence that the new system will work and be 
effective.The implementation stage involves careful 
planning, investigation of the existing system and it’s 
constraints on implementation, designing of methods 
to achieve changeover and evaluation of changeover 
methods.

System Architecture:
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In particular, we aim at investigating a tool able to au-
tomatically recommend trust values for those contacts 
user does not individually identified. We do consider 
that such a tool should propose expectation assess-
ment based on users procedures, performances, and 
reputation in OSN, which might involve enhancing 
OSN with assessment methods. Though, the propose 
of these assessment-based tools is difficult by several 
concerns, like the suggestions an assessment system 
might have on users’ confidentiality and/or the restric-
tions on what it is possible to audit in present OSNs. 
An introduction work in this direction has been pre-
pared in the context of expectation values used for 
OSN access control purposes. However, we would like 
to remark that the system proposed in this paper rep-
resents just the core set of functionalities needed to 
provide a sophisticated tool for OSN message filtering. 
Still if we have balanced our system with an online as-
sociate to set FR thresholds, the improvement of a ab-
solute system effortlessly exploitable by average OSN 
users is a wide topic which is out of the scope of the 
present paper.
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