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Abstract:

Cloud storage is a model of data storage where the dig-
ital data is stored in logical pools, the physical storage
spans multiple servers (and often locations), and the
physical environment is typically owned and managed
by a hosting company. These cloud storage providers
are responsible for keeping the data available and ac-
cessible, and the physical environment protected and
running. People and organizations buy or lease stor-
age capacity from the providers to store user, orga-
nization, or application data. Cloud storage services
may be accessed through a co-located cloud computer
service, a web service application programming inter-
face (API) or by applications that utilize the API, such
as cloud desktop storage, a cloud storage gateway or
Web-based content management systems.In Cloud ser-
vices the data uploaded by the users and they are eas-
ily modified by the users. In previous approaches the
data revocation done without any authentication of
the users to other documents uploaded by other users.
Here there are two problems rising such as authentica-
tion and integrity, security to uploaded data. For this
problem we introduced an architecture which consists
of secure authentication and the secure storing of the
data by using byte level encryption and authentication
algorithms.
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Introduction:

Cloud computing relies on sharing of resources to
achieve coherence and economies of scale, similar to a
utility (like the electricity grid) over a network.
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At the foundation of cloud computing is the broader
concept of converged infrastructure and shared servic-
es.Cloud computing, or in simpler shorthand just “the
cloud”, also focuses on maximizing the effectiveness of
the shared resources. Cloud resources are usually not
only shared by multiple users but are also dynamically
reallocated per demand. This can work for allocating
resources to users. For example, a cloud computer fa-
cility that serves European users during European busi-
ness hours with a specific application (e.g., email) may
reallocate the same resources to serve North American
users during North America’s business hours with a dif-
ferent application (e.g., a web server). This approach
should maximize the use of computing power thus re-
ducing environmental damage as well since less pow-
er, air conditioning, rack space, etc. are required for a
variety of functions. With cloud computing, multiple
users can access a single server to retrieve and update
their data without purchasing licenses for different ap-
plications.

Cloud storage is based on highly virtualized infrastruc-
ture and is like broader cloud computing in terms of
accessible interfaces, near-instant elasticity and scal-
ability, multi-tenancy, and metered resources. Cloud
storage services can be utilized from an off-premises
service or deployed on-premises.Cloud storage typi-
cally refers to a hosted object storage service, but the
term has broadened to include other types of data
storage that are now available as a service, like block
storage.Object storage services like Amazon S3 and
Microsoft Azure Storage, object storage software
like Openstack Swift, object storage systems like EMC
Atmos and Hitachi Content Platform, and distributed
storage research projects like OceanStore[5] and VI-
SION Cloud [6] are all examples of storage that can be
hosted and deployed with cloud storage characteris-
tics.
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Cloud storage is:

Made up of many distributed resources, but still acts
as one - often referred to as federated storage clouds
Highly fault tolerant through redundancy and distri-
bution of dataHighly durable through the creation of
versioned copiesTypically eventually consistent with
regard to data replicas.

High level cloud storage architecture

Virtual
compute
Servers

Virtual
compute
Servers

Physical storage servers.

Existing System:

With shared data, once a user modifies a block, sheal-
so needs to compute a new signature for the modi-
fiedblock. Due to the modifications from different
users, differentblocks are signed by different users.
For securityreasons, when a user leaves the group or
misbehaves,this user must be revoked from the group.
As a result,this revoked user should no longer be able
to accessand modify shared data, and the signatures
generatedby this revoked user are no longer valid to
the group. Therefore, although the content of shared
data isnot changed during user revocation, the blocks,
whichwere previously signed by the revoked user, still
needto be re-signed by an existing user in the group.
As aresult, the integrity of the entire data can still be
verifiedwith the public keys of existing users only.

Disadvantages:

1.In resigning of the users the data van be modified an-
other users without any authentication.
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2.In many situations the key generations between the
cloud and users leads to complication.

3.There are some security issues at the time of upload-
ing the documents after resigning.

Problem Statement:

With relinquish trends in cloud, Data integrity is one
of the critical issue, as there is lack of identity privacy,
where the users are unacquainted with the auditor of
the data, over geographically scattered datacenters.
This features of cloud computing evolved various con-
cerns related to user’s identity, data integrity and users
availability. Ultimately this influences to propose an en-
hanced model in order to audit the data integrity and
keeping the identity privacy with efficient user revoca-
tion while sharing.

Proposed System:

In our work we introduced a novel framework to store
and authenticate the users. We introduced a crypto-
graphic algorithm such as byte level session based sym-
metric algorithm. We designed architecture as shown

below:

-

- Authentication

- Revocation

- Resigning

- Uploading

- Encoding

-Signature

In this users which are upload documents are should
registerin the cloud service and get authenticated. The
User selects a file and encode the encrypted file by us-
ing the above mentioned algorithm as shown below:

Algorithms:

Encoding Algorithm:

Step 1. The input file i.e. the plain text is considered as
a binary stream of finite no. of bits.
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Step 2. This input binary string breaks into blocks with
different lengths like 8 /16 / 32/ 64 [128 [ 256 [ 512 ... ....
(2k order where k = 3, 4, 5, ... .)as follows:First n1 no. of
bits is considered as x1 no. of blocks with block length y1
bits where n1 = x1 * y1.Next n2 no. of bits is considered
as x2 no. of blocks with block length y2 bits where n2 =
X2 * y2and so on. Finally nm no. of bits is considered as
xm no. of blocks with block length ym bitswhere nm =
xm * ym with ym = 8. So no padding is required.

Step 3. For each block with length n, a unique number
(ranging from 1to 3*n ) is generated forthe position of
each bit using the following functionfi(p)=p+n*[{n
+p*(-1)"(n%3)}%3];where, n =block length under
considerationp = position of the pth bit(-1 ) (n % 3)
means that ( n% 3) is the power of (-1).(n % 3) returns
the remainder when n is divided by 3.

Step 4. The new position of each bit is generated to
form the next intermediate block using thegiven
functionf2(q) = (q +2)/3; where, q = generated unique
no. using f1(p) for pth bit

Step 5. The block of length n (=2k) be regenerated af-
ter n/4 (=2k-2) no. of iteration. Any of theintermediate
blocks generated in this process may be used as en-
crypted string.Step 6. The cipher text is formed after
converting the encrypted binary string into charac-
ters.

Decoding Algorithm:

Step 1. For decryption process, the input file i.e. the ci-
pher text is considered as a binary stream.

Step 2. After processing the session key information,
this binary string is broken down intoblocks of differ-
ent length as similar as encryption process.

Step 3. Since a block of length n (=2k) is regenerated
after n/4 (=2k-2) no. of iteration, so theprocess is sym-
metric in nature. If n1 no. of iteration is used for encryp-
tion then ( n/4 - n1) no.of iteration is used for decryp-
tion.

Step 4. The plain text is reformed after converting the
decrypted binary string into characters.

Volume No: 2 (2015), Issue No: 7 (July)

ISSN No: 2348-4845

International Journal & Magazine of Engineering,
Technology, Management and Research

A Peer Reviewed Open Access International Journal

We provide resigning by using captcha authentication
which means the system can display the authentica-
tion images and then the user have to enter respec-
tive codes. If the user enters correct value the user is
allowed to resign.

Signature Generation Algorithm:

Before stored data into cloud the user will generate
authentication code for identify valid user will stored
data into cloud. The generation of authentication
code is used for shat hash function. Using sha1 func-
tion we can generate authentication code and append
authentication to file stored into cloud.Conclusion: We
proposed a novel authentication method for resigning
and uploading data by using secure methods. The data
which is used by another user have to authenticate to
cloud service to access another user’s files. By using
this method we achieve more authentication issues
and signature generation problems. When a user in
the group is revoked, we allow the semi-trusted cloud
to re-sign blocks that were signed by the revoked user
with re-signatures. Experimental results show that the
cloud can improve the efficiency of user revocation,
and existing users in the group can save a significant
amount of computation and communication resources
during user revocation.
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