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Reducing the amount of data to be relayed thereby 
reduces the consumption of energy in the network.. 
Wireless sensor network consists of a huge number of 
tiny electromechanical sensor devices that are capa-
ble of sensing, computing and communicating. These 
electromechanical sensor devices can be made use 
for gathering sensory information, like measurement 
of temperature from an extensive geographical area 
. Many features of the wireless sensor networks have 
given rise to challenging problems . The most impor-
tant three characteristics are:  

•Sensor nodes are exposed to maximum failures.

•Sensor nodes which make use of the broadcast com-
munication pattern and  have severe bandwidth re-
straint. 

•Sensor nodes have inadequate amount of resources.

Data Aggregation :-Data aggregation is considered as 
one of the basic dispersed data processing measures 
to save the energy and minimize the medium access 
layer contention in wireless sensor networks. It is used 
as an important pattern for directing in the wireless 
sensor networks. The fundamental idea is to com-
bine the data from different sources, redirect it with 
the removal of the redundancy and thereby reducing 
the number of transmissions and also saves energy. 
The inbuilt redundancy in the raw data gathered from 
various sensors can be banned by the in-network data 
aggregation. In addition, these operations utilize raw 
materials to obtain application specific information. To 
conserve the energy in the system thereby maintaining 
longer lifetime in the network, it is important for the 
network to preserve high incidence of the in-network 
data aggregation.

Hierarchical Secure Data Aggregation :-The following 
are the issues that are related to the security in the 
data aggregation of WSN : 

Abstract:

Serious security threat is originated by node capture 
attacks in hierarchical data aggregation where a hack-
er achieves full control over a sensor node through 
direct physical access in wireless sensor networks. It 
makes a high risk of data confidentiality. In this study, 
we propose a securing node capture attacks for hier-
archical data aggregation in wireless sensor networks. 
Initially network is separated into number of clusters, 
each cluster is headed by an aggregator and the aggre-
gators are directly connected to sink. The aggregator 
upon identifying the detecting nodes selects a set of 
nodes randomly and broadcast a unique value which 
contains their authentication keys, to the selected set 
of nodes in first round of data aggregation. When any 
node within the group needs to transfer the data, it 
transfers slices of data to other nodes in that group, 
encrypted by individual authentication keys. Each re-
ceiving node decrypts, sums up the slices and transfers 
the encrypted data to the aggregator. The aggregator 
aggregates and encrypts the data with the shared se-
cret key of the sink and forwards it to the sink. The set 
of nodes is reselected with new set of authentication 
keys in the second round of aggregation.
 
INTRODUCTION:

Wireless Sensor Networks:- Wireless sensor networks 
consist of the latest technology that has attained no-
table consideration from the research community. 
Sensor networks consist of numerous low cost, little 
devices and are in nature self organizing ad hoc sys-
tems. The job of the sensor network is to monitor the 
physical environment, gather and transmit the infor-
mation to other sink nodes. Generally, radio transmis-
sion ranges for the sensor networks are in the orders 
of the magnitude that is lesser that of the geographical 
scope of the unbroken network. Hence, the transmis-
sion of data is done from hop-by-hop to the sink in a 
multi-hop manner.
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The blend of passive, active and physical attacks by an 
intellectual adversary results in node capture attack. 
The adversary initializes an attack by gathering the da-
ta’s about WSN by overhearing something on message 
exchanges. This is performed either locally to single 
adversarial device or via entire network with the help 
of several adversarial devices organized in the entire 
network. Along with passive learning, the adversary 
dynamically takes part in network protocols, inquiring 
the network regarding the information and injecting 
malicious information in the network.The adversary 
performs the physical attacks, following active and 
passive learning. To enhance the function of the attack 
related to certain attack objective, the gathered infor-
mation can be utilized to aid the adversary in choosing 
the sensor node.

PROBLEM STATEMENT:

Communication losses resulting from node and trans-
mission failures, which are common in WSNs, can ad-
versely affect tree-based aggregation approaches. To 
address this problem, we can make use of multi-path 
routing techniques for forwarding sub-aggregates. 
For duplicate insensitive aggregates such as Min and 
Max, this approach provides a fault-tolerant solution. 
Unfortunately, for duplicate sensitive aggregates, such 
as Count and Sum, multi-path routing leads to double-
counting of sensor readings. 

Recently, several researchers have presented clever 
algorithms to solve this double-counting problem. A 
robust and scalable aggregation framework called syn-
opsis diffusion has been proposed for computing du-
plicate-sensitive aggregates. This approach uses a ring 
topology where a node may have multiple parents in 
the aggregation hierarchy. Furthermore, each sensed 
value or sub-aggregate is represented by a duplicate-
insensitive bitmap called synopsis. 

The possibility of node compromise introduces more 
challenges because most of the existing in-network ag-
gregation algorithms have no provisions for security. 
A compromised node might attempt to thwart the ag-
gregation process by launching several attacks, such as 
eavesdropping, jamming, message dropping, message 
fabrication, and so on. This paper focuses on a subclass 
of these attacks in which the adversary aims to cause 
the BS to derive an incorrect aggregate. 

•Data Confidentiality: In particular, the fundamen-
tal security issue is the data privacy that protects the 
transmitted data which is sensitive from passive at-
tacks like eavesdropping. The significance of the data 
confidentiality is in the hostile environment, where 
the wireless channel is more prone to eavesdropping. 
Though cryptography provides plenty of methods, 
such as the process related to complicated encryption 
and decryption, like modular multiplication of large 
numbers in public key based on cryptosystems, utilizes 
the sensor’s power speedily.  

•Data Integrity: It avoids the modification of the last 
aggregation value by the negotiating source nodes 
or aggregator nodes. Sensor nodes can be without 
difficulty compromised because of the lack of the ex-
pensive tampering-resistant hardware. The otherwise 
hardware that has been used may not be reliable at 
times. A compromised message is able to modify, forge 
and discard the messages.

Generally, in wireless sensor networks for secure data 
aggregation, two methods can be used. They are hop 
by hop encrypted data aggregation and end to end en-
crypted data aggregation .  

•Hop-by-Hop encrypted data aggregation: In this  tech-
nique, the encryption of the data is done by the sens-
ing nodes and decryption by the aggregator nodes. 
The aggregator nodes aggregate the data and again 
encrypt the aggregation result. At the end, the sink 
node that obtains the last encrypted aggregation re-
sult decrypts it.  

•End to End encrypted data aggregation: In this tech-
nique, the aggregator nodes in between does not con-
tain any decryption keys and can only perform aggre-
gation on the encrypted data.

Node Capture Attacks:- The process of getting hold of 
the sensor node through a physical attack is termed as 
node capture attack. For example: uncovering the sen-
sor and adding wires in any place. This attack essen-
tially differs from getting hold of a sensor via certain 
software bug. Since sensors are typically supposed to 
operate the same software, specifically, the operat-
ing software which discovers the suitable bug permits 
the adversary to manage the entire sensor network. 
Distinctly, the node capture attacks can be set over a 
small segment of adequately large network. 
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Several secure aggregation algorithms have been pro-
posed assuming that the BS is the only aggregator 
node in the network. These works did not consider in-
network aggregation. Recently, the research commu-
nity has been paying attention to the security issues of 
hierarchical aggregation. Algorithm was designed in by 
which the BS can detect if the final aggregate, Count 
or Sum, is falsified. A few verification algorithms for 
computing aggregates within the synopsis diffusion 
approach were designed in recently, a few novel pro-
tocols have been proposed for secure outsourced ag-
gregation designed for WSNs.

ADVANTAGES: 

We discuss other potential problems and identify the 
scope of this paper falsifying the local value a compro-
mised node C can falsify its own sensor reading with 
the goal of influencing the aggregate value. Falsifying 
the sub-aggregate a compromised node C can falsify 
the sub-aggregate which C is supposed to compute 
based on the messages received from C’s child nodes. 
It is challenging to guard against this attack, and ad-
dressing this challenge is the main focus of this paper.

IMPLEMENTATION:
NETWORK SECURITY:

Network-accessible resources may be deployed in a 
network as surveillance and early-warning tools, as the 
detection of attackers are not normally accessed for 
legitimate purposes. Techniques used by the attackers 
that attempt to compromise these decoy resources 
are studied during and after an attack to keep an eye 
on new exploitation techniques. Such analysis may be 
used to further tighten security of the actual network 
being protected by the data’s. 

Data forwarding can also direct an attacker’s attention 
away from legitimate servers. A user encourages at-
tackers to spend their time and energy on the decoy 
server while distracting their attention from the data 
on the real server. Similar to a server, a user is a net-
work set up with intentional vulnerabilities. Its purpose 
is also to invite attacks so that the attacker’s methods 
can be studied and that information can be used to in-
crease network security.

By relaying a false sub-aggregate to the parent node, a 
compromised node may contribute a large amount of 
error to the aggregate. As an example, during the Sum 
computation algorithm a compromised node X can in-
ject an arbitrary amount of error in the final estimate of 
Sum by falsifying X’s own sub-aggregate.

DRAW  BACKS:

Existing method of multi-path routing techniques »»
for forwarding sub-aggregates. For duplicate insensi-
tive aggregates such as Min and Max, this approach 
provides a fault-tolerant solution. 

Unfortunately, for duplicate sensitive aggregates, »»
such as Count and Sum, multi-path routing leads to 
double-counting of sensor readings.

Existing in-network aggregation algorithms have no »»
provisions for security attempt to thwart the aggre-
gation process by launching several attacks, such as 
eavesdropping, jamming, message dropping, message 
fabrication, and so on.

PROBLEM DEFINITION:

We design an algorithm to securely compute aggre-
gates, such as Count and Sum despite the falsified sub 
aggregate attack. In particular, our algorithm which we 
call the attack-resilient computation algorithm consists 
of two phases. 

The main idea is as follows: 

(i) In the first phase, the BS derives a preliminary esti-
mate of the aggregate based on minimal authentica-
tion information received from the nodes.

(ii) In the second phase, the BS demands more authen-
tication information from only a subset of nodes while 
this subset is determined by the estimate of the first 
phase. At the end of the second phase, the BS can (lo-
cally) filter out the false contributions of the compro-
mised nodes from the aggregate. 

The key observation which we exploit to minimize the 
communication overhead is that to verify the correct-
ness of the final synopsis (representing the aggregate 
of the whole network) the BS does not need to receive 
authentication messages from all of the nodes. 
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as Count and Sum, multi-path routing leads to double-
counting of sensor readings. 

Recently, several researchers have presented clever 
algorithms to solve this double-counting problem. A 
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hardware that has been used may not be reliable at 
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aggregation, two methods can be used. They are hop 
by hop encrypted data aggregation and end to end en-
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ing nodes and decryption by the aggregator nodes. 
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node that obtains the last encrypted aggregation re-
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•End to End encrypted data aggregation: In this tech-
nique, the aggregator nodes in between does not con-
tain any decryption keys and can only perform aggre-
gation on the encrypted data.

Node Capture Attacks:- The process of getting hold of 
the sensor node through a physical attack is termed as 
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sor and adding wires in any place. This attack essen-
tially differs from getting hold of a sensor via certain 
software bug. Since sensors are typically supposed to 
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ing software which discovers the suitable bug permits 
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ject an arbitrary amount of error in the final estimate of 
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PROBLEM DEFINITION:

We design an algorithm to securely compute aggre-
gates, such as Count and Sum despite the falsified sub 
aggregate attack. In particular, our algorithm which we 
call the attack-resilient computation algorithm consists 
of two phases. 

The main idea is as follows: 

(i) In the first phase, the BS derives a preliminary esti-
mate of the aggregate based on minimal authentica-
tion information received from the nodes.

(ii) In the second phase, the BS demands more authen-
tication information from only a subset of nodes while 
this subset is determined by the estimate of the first 
phase. At the end of the second phase, the BS can (lo-
cally) filter out the false contributions of the compro-
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The key observation which we exploit to minimize the 
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one secure aggregation protocol that is able to pinpoint 
and revoke malicious nodes, even under DoS attacks. 
We previously presented an attack-resilient aggrega-
tion algorithm for the synopsis diffusion framework, 
but the current attack-resilient algorithm proposed in 
this paper is more efficient. We compare our current 
work with all the prior attack-resilient algorithms.

ATTACK RESILIENT:

Our algorithm which we call the attack-resilient compu-
tation algorithm consists of two phases. The main idea 
is as follows: (i) In the first phase, the BS derives a pre-
liminary estimate of the aggregate based on minimal 
authentication information received from the nodes. 
(ii) In the second phase, the BS demands more authen-
tication information from only a subset of nodes while 
this subset is determined by the estimate of the first 
phase. At the end of the second phase, the BS can (lo-
cally) filter out the false contributions of the compro-
mised nodes from the aggregate. The key observation 
which we exploit to minimize the communication over-
head is that to verify the correctness of the final synop-
sis (representing the aggregate of the whole network) 
the BS does not need to receive authentication mes-
sages from all of the nodes.

CONCLUSION:

In this paper, we have proposed Securing Node Cap-
ture Attacks for Hierarchical Data Aggregation in Wire-
less Sensor Networks. During first round of data aggre-
gation, the aggregator upon identifying the detecting 
nodes selects a set of nodes randomly and broadcast a 
unique value which contains their authentication keys, 
to the selected set of nodes. When any node within the 
set wants to send the data, it sends slices of data to 
other nodes in that set, encrypted with their respective 
authentication keys. 

Each receiving node decrypts, sums up the slices and 
sends the encrypted data to the aggregator. The ag-
gregator aggregates and encrypts the data with the 
shared secret key of the sink and forwards it to the sink. 
In the second round of aggregation, the set of nodes 
is reselected with new set of authentication keys. By 
simulation results, we have shown that the proposed 
approach rectifies the security threat of node capture 
attacks in hierarchical data aggregation.

DATA AGGREGATION:

The Tiny Aggregation Service (TAG) to compute ag-
gregates, such as Count and Average, using tree-based 
aggregation algorithms were proposed in algorithms 
to compute aggregates were proposed in treebased 
aggregation algorithms to compute an order-statistic 
(i.e., quantile) have been proposed in to address the 
communication loss problem in tree-based algorithms 
an aggregation framework called synopsis diffusion 
is designed in computes Count and Sum using a ring 
topology. Very similar algorithms are independently 
proposed these works use duplicate-insensitive algo-
rithms for computing aggregates based on algorithm 
for counting distinct elements in a multi-set.

SECURE AGGREGATION TECHNIQUES:

Several secure aggregation algorithms have been pro-
posed assuming that the BS is the only aggregator 
node in the network. These works did not consider in-
network aggregation. Only recently, the research com-
munity has been paying attention to the security issues 
of hierarchical aggregation. The first attack-resilient 
hierarchical data aggregation protocol was designed in 
this scheme is secure when only one malicious nodes 
is present. A tree-based verification algorithm was de-
signed in by which the BS can detect if the final aggre-
gate, Count or Sum, is falsified. A few verification algo-
rithms for computing aggregates within the synopsis 
diffusion approach in recently, a few novel protocols 
have been proposed for ‘secure outsourced aggrega-
tion; however, as noted by the authors, these algo-
rithms are not designed for WSNs.

DIFFUSION METHOD:

We further stress that our own prior work presents 
only a verification algorithm for the synopsis diffusion 
framework, which would fail in the presence of an at-
tack. The attestation phase of SDAP can be expensively 
used to compute Count and Sum in the presence of a 
few compromised nodes.  We proposed a DoS-resilient 
aggregation algorithm for computing Count and Sum, 
which is based on a novel tree sampling technique. De-
spite the adversarial interference, this algorithm can 
produce a (_, δ)−approximation of the target aggre-
gate.Recently, the same research group has published
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one secure aggregation protocol that is able to pinpoint 
and revoke malicious nodes, even under DoS attacks. 
We previously presented an attack-resilient aggrega-
tion algorithm for the synopsis diffusion framework, 
but the current attack-resilient algorithm proposed in 
this paper is more efficient. We compare our current 
work with all the prior attack-resilient algorithms.

ATTACK RESILIENT:

Our algorithm which we call the attack-resilient compu-
tation algorithm consists of two phases. The main idea 
is as follows: (i) In the first phase, the BS derives a pre-
liminary estimate of the aggregate based on minimal 
authentication information received from the nodes. 
(ii) In the second phase, the BS demands more authen-
tication information from only a subset of nodes while 
this subset is determined by the estimate of the first 
phase. At the end of the second phase, the BS can (lo-
cally) filter out the false contributions of the compro-
mised nodes from the aggregate. The key observation 
which we exploit to minimize the communication over-
head is that to verify the correctness of the final synop-
sis (representing the aggregate of the whole network) 
the BS does not need to receive authentication mes-
sages from all of the nodes.

CONCLUSION:

In this paper, we have proposed Securing Node Cap-
ture Attacks for Hierarchical Data Aggregation in Wire-
less Sensor Networks. During first round of data aggre-
gation, the aggregator upon identifying the detecting 
nodes selects a set of nodes randomly and broadcast a 
unique value which contains their authentication keys, 
to the selected set of nodes. When any node within the 
set wants to send the data, it sends slices of data to 
other nodes in that set, encrypted with their respective 
authentication keys. 

Each receiving node decrypts, sums up the slices and 
sends the encrypted data to the aggregator. The ag-
gregator aggregates and encrypts the data with the 
shared secret key of the sink and forwards it to the sink. 
In the second round of aggregation, the set of nodes 
is reselected with new set of authentication keys. By 
simulation results, we have shown that the proposed 
approach rectifies the security threat of node capture 
attacks in hierarchical data aggregation.

DATA AGGREGATION:

The Tiny Aggregation Service (TAG) to compute ag-
gregates, such as Count and Average, using tree-based 
aggregation algorithms were proposed in algorithms 
to compute aggregates were proposed in treebased 
aggregation algorithms to compute an order-statistic 
(i.e., quantile) have been proposed in to address the 
communication loss problem in tree-based algorithms 
an aggregation framework called synopsis diffusion 
is designed in computes Count and Sum using a ring 
topology. Very similar algorithms are independently 
proposed these works use duplicate-insensitive algo-
rithms for computing aggregates based on algorithm 
for counting distinct elements in a multi-set.

SECURE AGGREGATION TECHNIQUES:

Several secure aggregation algorithms have been pro-
posed assuming that the BS is the only aggregator 
node in the network. These works did not consider in-
network aggregation. Only recently, the research com-
munity has been paying attention to the security issues 
of hierarchical aggregation. The first attack-resilient 
hierarchical data aggregation protocol was designed in 
this scheme is secure when only one malicious nodes 
is present. A tree-based verification algorithm was de-
signed in by which the BS can detect if the final aggre-
gate, Count or Sum, is falsified. A few verification algo-
rithms for computing aggregates within the synopsis 
diffusion approach in recently, a few novel protocols 
have been proposed for ‘secure outsourced aggrega-
tion; however, as noted by the authors, these algo-
rithms are not designed for WSNs.

DIFFUSION METHOD:

We further stress that our own prior work presents 
only a verification algorithm for the synopsis diffusion 
framework, which would fail in the presence of an at-
tack. The attestation phase of SDAP can be expensively 
used to compute Count and Sum in the presence of a 
few compromised nodes.  We proposed a DoS-resilient 
aggregation algorithm for computing Count and Sum, 
which is based on a novel tree sampling technique. De-
spite the adversarial interference, this algorithm can 
produce a (_, δ)−approximation of the target aggre-
gate.Recently, the same research group has published
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