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Ciphertext-Policy Attribute-based Encryption (CP-ABE) 
is regarded as one of the most suitable technologies 
for data access control in cloud storage, because it 
gives data owners more direct control on access poli-
cies. However, it is difficult to directly apply existing CP-
ABE schemes to data access control for cloud storage 
systems because of the attribute revocation problem. 
In this paper, we design an expressive, efficient and re-
vocable data access control scheme for multi-authority 
cloud storage systems, where there are multiple au-
thorities co-exist and each authority is able to issue 
attributes independently. Specifically, we propose a 
revocable multi-authority CP-ABE scheme, and apply it 
as the underlying techniques to design the data access 
control scheme. Our attribute revocation method can 
efficiently achieve both forward security and backward 
security. The analysis and simulation results show that 
our proposed data access control scheme is secure in 
the random oracle model and is more efficient than pre-
vious works. One important service provided by cloud 
computing to the  data owners to outsource their data 
in cloud is cloud storage. 

The method of data outsourcing and data access 
counters a  major challenge in data access control. 
The reason is that the  data owners cannot fully trust 
the cloud servers. Ciphertext-Policy Attribute-Based 
Encryption(CP-ABE) is considered as  acceptable 
technology in cloud storage systems for data access  
control. In this scheme, there is an authority which is 
responsible for attribute management and key distri-
bution. For  multi-authority system, cipher text policy 
based encryption is  deployed. It handles the attributes 
from different authorities. The encrypted plain text is 
integrated with attributes. By using he symmetric key 
encryption algorithm the data will be  encrypted under 
the access control scheme came from the  attribute 
authority. The CP-ABE system is classified into two  
types:single-authority CP-ABE,
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In this paper, we first propose a revocable multiauthor-
ity CP-ABE scheme, where an efficient and secure revo-
cation method is proposed to solve the attribute revo-
cation problem in the system. As described in Table 1, 
our attribute revocation method is efficient in the sense 
thatit incurs less communication cost and computation 
cost, ,mand is secure in the sense that it can achieve 
both backward security (The revoked user cannot de-
crypt any new ciphertext that requires the revoked 
attribute to decrypt) and forward security (The newly 
joined user can also decrypt the previously published 
ciphertexts1, if it has sufficientattributes). Our scheme 
does not require the server to be fully trusted, because 
the key update is enforced by each attribute authority 
not the server. Even if the server is not semi-trusted 
in some scenarios, our scheme can still guarantee the 
backward security. Then, we apply our proposed revo-
cable multi-authority CP-ABE scheme as the underly-
ing techniques to construct the expressive and secure 
data access control scheme for multi-authority cloud 
storage systems.

DATA ENCRYPTION BY OWNERS:

Before outsourcing the datas to cloud, the data own-
er first  partitions the data into several components 
according to  logical granularities as m={m1,....mn}. 
Forexample, data can be partitioned into {name, ad-
dress, employee, salary, contact number}, next the 
data components is encrypted with different content 
keys{k1,.....,kn } using symmetric encryption method, 
last the access structure mechanism Mi is defined for 
each content key ki(i=1,...,n). the encryption algorithm 
takes GPP  as input, a collection of publis keys fpr all 
AAs and outputs  CT= GPP,{PKaidk} aidk=k(∏aidЄAAsPK 
aidk=PKaid1..DATA DECRYPTION BY USERS Inexisting 
scenario, user login in to the CSPs and the data’s can 
be downloaded with the normal registration, but in ex-
isting system the CA will check the user authentication 
entity. The user can obtain the content key only when 
it satisfies the access structure defined in thecipher-
text CT.

where single authority manages all the attributes, and 
multi-authority CP-ABE, where different authorities 
manages attributes from different domains. Multi- au-
thority CP-ABE is most suitable for data access con-
trol in  cloud storage systems, as multiple authorities 
issues attributes that user holds and the data owners 
can share their datas In this paper we propose Privacy 
enhanced Data Access Control Scheme. Before storing 
the datas in the cloud the  owner will encrypt the mes-
sage with the different ids which are created randomly. 
After encryption, the aggregated key for  the receiver 
in order to decrypt the message will be generated  with 
the help of owner private key. The receiver can retrieve 
the content that he needed by decrypting the cipher 
text with   the help of aggregated key and correspond-
ing access  permission id. In this work the data anonym-
ity level is  increased by wrapping the data values be-
fore data  transmission. 

That is user request is achieved by wrapping  around 
the user access permission details with the data before 
transmitting/ storing it in the server. Hence only the 
user who satisfies the corresponding access permis-
sion details like verification information only will gain 
access to it. Based on  the access permission given to 
the users, the new encryption  key will be generated for 
individual users. By using the  encryption that is gener-
ated for the unique user, each user can down load the 
datas which is only accessible to them.In our scheme, 
the key update is done by each attribute  authority and 
not by the servers. The semi trusted natures of  autho-
rized user are eliminated where the datas are hidden 
from the authorized users also and it achieves more 
privacy  and security over datas

2 SYSTEM MODEL AND SECURITY MODEL:
2.1 System Model:

The remaining paper is structured as follows. Section 
II  describes the background. Section III describes the 
structure  and the system model. The construction of 
the data access control scheme is given in section IV. 
The security analysis is  described in section V . Thecon-
clusion is givesection VI
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7 CONCLUSION:

In this paper, we proposed a revocable multi-authority 
CPABE scheme that can support efficient attribute re-
vocation. Then, we constructed an effective data ac-
cess controlscheme formultiauthority cloud storage 
systems. We also proved that our scheme was prov-
able secure in therandom oracle model. The revocable 
multi-authority CPABE\is a promising technique, which 
can be applied in anyremote storage systems and on-
line social networks etc.
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