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ABSTRACT

Data deduplication is a technique for eliminating
duplicate copies of data, and has been widely used in
cloud storage to reduce storage space and upload
bandwidth. However, there is only one copy for each
file stored in cloud even if such a file is owned by a
huge number of users. As a result, deduplication
system improves storage utilization while reducing
reliability. Furthermore, the challenge of privacy for
sensitive data also arises when they are outsourced by
users to cloud. Aiming to address the above security
challenges, this paper makes the first attempt to
formalize the notion of distributed reliable
deduplication system. We propose new distributed
deduplication systems with higher reliability in which
the data chunks are distributed across multiple cloud
servers. The security requirements of data
confidentiality and tag consistency are also achieved by
introducing a deterministic secret sharing scheme in
distributed storage systems, instead of using convergent
encryption as in previous deduplication systems.
Security analysis demonstrates that our deduplication
systems are secure in terms of the definitions specified
in the proposed security model. As a proof of concept,
we implement the proposed systems and demonstrate
that the incurred overhead is very limited in realistic
environments.

INTRODUCTION

With the explosive growth of digital data, deduplication
techniques are widely employed to backup data and
minimize network and storage overhead by detecting and
eliminating redundancy among data. Instead of keeping
multiple data copies with the same content,
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deduplication eliminates redundant data by keeping only
one physical copy and referring other redundant data to
that copy. Deduplication has received much attention
from both academia and industry because it can greatly
improves storage utilization and save storage space,
especially for the applications with high deduplication
ratio such as archival storage systems.

A number of deduplication systems have been proposed
based on various deduplication strategies such as client-
side or server-side deduplications, file-level or block-
level deduplications. A brief review is given in Section
6. Especially, with the advent of cloud storage, data
deduplication techniques become more attractive and
critical for the management of ever-increasing volumes
of data in cloud storage services which motivates
enterprises and organizations to outsource data storage
to third-party cloud providers, as evidenced by many
real-life case studies. According to the analysis report of
IDC, the volume of data in the world is expected to
reach 40 trillion gigabytes in 2020. Today’s commercial
cloud storage services, such as Dropbox, Google Drive
and Mozy, have been applying deduplication to save the
network bandwidth and the storage cost with client-side
deduplication.

There are two types of deduplication in terms of the size:
(i)  file-level  deduplication,  which  discovers
redundancies between different files and removes these
redundancies to reduce capacity demands, and (ii) block-
level deduplication , which discovers and removes
redundancies between data blocks. The file can be
divided into smaller fixed-size or variable-size blocks.
Using fixed size blocks simplifies the computations of
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block boundaries, while using variable-size blocks (e.g.,
based on Rabin fingerprinting) provides better
deduplication efficiency.

Though deduplication technique can save the storage
space for the cloud storage service providers, it reduces
the reliability of the system. Data reliability is actually a
very critical issue in a deduplication storage system
because there is only one copy for each file stored in the
server shared by all the owners. If such a shared
file/chunk was lost, a disproportionately large amount of
data becomes inaccessible because of the unavailability
of all the files that share this file/chunk. If the value of a
chunk were measured in terms of the amount of file data
that would be lost in case of losing a single chunk, then
the amount of user data lost when a chunk in the storage
system is corrupted grows with the number of the
commonality of the chunk.

Thus, how to guarantee high data reliability in
deduplication system is a critical problem. Most of the
previous deduplication systems have only been
considered in a single-server setting.

However, as lots of deduplication systems and cloud
storage systems are intended by users and applications
for higher reliability, especially in archival storage
systems where data are critical and should be preserved
over long time periods. This requires that the
deduplication storage systems provide reliability
comparable to other high-available systems.

EXISTING SYSTEM:

o Data deduplication systems, the private cloud is
involved as a proxy to allow data owner/users to
securely perform duplicate check  with
differential privileges.

e Such architecture is practical and has attracted
much attention from researchers.

e The data owners only outsource their data
storage by utilizing public cloud while the data
operation is managed in private cloud.
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DISADVANTAGES OF EXISTING SYSTEM:

e Traditional encryption, while providing data
confidentiality, is incompatible with data
deduplication.

o Identical data copies of different users will lead
to different ciphertexts, making deduplication
impossible.

PROPOSED SYSTEM:

In this paper, we enhance our system in security.
Specifically, we present an advanced scheme to support
stronger security by encrypting the file with differential
privilege keys. In this way, the users without
corresponding privileges cannot perform the duplicate
check. Furthermore, such unauthorized users cannot
decrypt the cipher text even collude with the S-CSP.
Security analysis demonstrates that our system is secure
in terms of the definitions specified in the proposed
security model.

ADVANTAGES OF PROPOSED SYSTEM:

e The user is only allowed to perform the
duplicate check for files marked with the
corresponding privileges.

e We present an advanced scheme to support
stronger security by encrypting the file with
differential privilege keys.

Reduce the storage size of the tags for integrity check.
To enhance the security of deduplication and protect the
data confidentiality.

IMPLEMENTATION
MODULES:-

e Cloud Service Provider

e Data Users Module

e sec Cloud Module

e Sec+ Deduplication System

MODULES DESCRIPTON:-
Cloud Service Provider
e In this module, we develop Cloud Service
Provider module. This is an entity that provides
a data storage service in public cloud.
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The S-CSP provides the data outsourcing service
and stores data on behalf of the users.

To reduce the storage cost, the S-CSP eliminates
the storage of redundant data via deduplication
and keeps only unique data.

In this paper, we assume that S-CSP is always
online and has abundant storage capacity and
computation power.

Data Users Module

A user is an entity that wants to outsource data
storage to the S-CSP and access the data later.

In a storage system supporting deduplication, the
user only uploads unique data but does not
upload any duplicate data to save the upload
bandwidth, which may be owned by the same
user or different users.

In the authorized deduplication system, each
user is issued a set of privileges in the setup of
the system. Each file is protected with the
convergent encryption key and privilege keys to
realize the authorized deduplication with
differential privileges.

Sec Cloud Module

Compared with the traditional deduplication
architecture in cloud computing, this is a new
entity introduced for facilitating user’s secure
usage of cloud service.

Specifically, since the computing resources at
data user/owner side are restricted and the public
cloud is not fully trusted in practice, private
cloud is able to provide data user/owner with an
execution environment and infrastructure
working as an interface between user and the
public cloud.

The private keys for the privileges are managed
by the private cloud, who answers the file token
requests from the users. The interface offered by
the private cloud allows user to submit files and
queries to be securely stored and computed
respectively.
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Sec+ De-duplication System

SCREEN SHOTS:

We consider several types of privacy we need
protect, that is, i) unforgeability of duplicate-
check token: There are two types of adversaries,
that is, external adversary and internal
adversary.

As shown below, the external adversary can be
viewed as an internal adversary without any
privilege.

If a user has privilege p, it requires that the
adversary cannot forge and output a valid
duplicate token with any other privilege p’ on
any file F, where p does not match p"
Furthermore, it also requires that if the adversary
does not make a request of token with its own
privilege from private cloud server, it cannot
forge and output a valid duplicate token with p
on any F that has been queried.
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CONCLUSION

In this paper, the notion of authorized data deduplication
was proposed to protect the data security by including
differential privileges of users in the duplicate check. We
also presented several new deduplication constructions
supporting authorized duplicate check in hybrid cloud
architecture, in which the duplicate-check tokens of files
are generated by the private cloud server with private
keys. Security analysis demonstrates that our schemes
are secure in terms of insider and outsider attacks
specified in the proposed security model. As a proof of
concept, we implemented a prototype of our proposed
authorized duplicate check scheme and conduct testbed
experiments on our prototype. We showed that our
authorized duplicate check scheme incurs minimal
overhead compared to convergent encryption and
network transfer.
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