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Abstract: 

Given the sensitivity of the potential WSN applications 
and because of resource limitations, key management 
emerges as a challenging issue for WSNs. One of the 
main concerns when designing a key management 
scheme is the network Predictability. Indeed, the pro-
tocol should support a large number of nodes to en-
able a large scale deployment of the network. 

In this paper, we propose a new Predictable key man-
agement scheme for WSNs which provides a good se-
cure connectivity coverage. For this purpose, we make 
use of the unital design theory. We show that the basic 
mapping from unitals to key pre-distribution allows us 
to achieve high network Predictability. 

Nonetheless, this naive mapping does not guarantee 
a high key sharing probability. Therefore, we propose 
an enhanced unital-based key pre-distribution scheme 
providing high network Predictability and good key 
sharing probability approximately lower bounded by 
1 − e 0.632. 

We conduct approximate analysis and simulations and 
compare our solution to those of existing methods for 
different criteria such as storage overhead, network 
Predictability, network connectivity, average secure 
path length and network resiliency. 

Our results show that the proposed approach enhanc-
es the network Predictability while providing high se-
cure connectivity coverage and overall improved per-
formance. Moreover, for an equal network size, our 
solution reduces significantly the storage overhead 
compared to those of existing solutions.
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INTRODUCTION:
DEFINITION OF WSNs: 

A wireless sensor network (WSN) consists of spatially 
distributed autonomous sensors to monitor physical 
or environmental conditions, such as temperature, 
sound, pressure, etc. and to cooperatively pass their 
data through the network to a main location. The more 
modern networks are bi-directional, also enabling con-
trol of sensor activity. 

The development of wireless sensor networks was 
motivated by military applications such as battlefield 
surveillance; today such networks are used in many in-
dustrial and consumer applications, such as industrial 
process monitoring and control, machine health moni-
toring, and so on.The WSN is built of “nodes” – from 
a few to several hundreds or even thousands, where 
each node is connected to one (or sometimes several) 
sensors.

Each such sensor network node has typically several 
parts: a radio transceiver with an internal antenna or 
connection to an external antenna, a microcontroller, 
an electronic circuit for interfacing with the sensors 
and an energy source, usually a battery or an embed-
ded form of energy harvesting. 

A sensor node might vary in size from that of a shoebox 
down to the size of a grain of dust, although function-
ing “motes” of genuine microscopic dimensions have 
yet to be created. The cost of sensor nodes is similarly 
variable, ranging from a few to hundreds of dollars, 
depending on the complexity of the individual sensor 
nodes.

Implementation of Highly Predictable Key Pre-Distribution 
Scheme for Wireless Sensor Networks
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 Size and cost constraints on sensor nodes result in cor-
responding constraints on resources such as energy, 
memory, computational speed and communications 
bandwidth. The topology of the WSNs can vary from a 
simple star network to an advanced multi-hop wireless 
mesh network. The propagation technique between 
the hops of the network can be routing or flooding. 

What are Wireless Sensor Networks and How 
It Works ?

In computer networking there is a great value of wire-
less networking because it has no difficult installation, 
no more expenditure and has lot of way to save money 
band time. In the field of wireless networking there is 
another form of networking which is called as wireless 
sensor network. A type of wireless networking which 
is comprised on number of numerous sensors and 
they are interlinked or connected with each other for 
performing the same function collectively or coopera-
tively for the sake of checking and balancing the envi-
ronmental factors. This type of networking is called as 
Wireless sensor networking. Basically wireless sensor 
networking is used for monitoring the physical condi-
tions such as weather conditions, regularity of temper-
ature, different kinds of vibrations and also deals in the 
field of technology related to sound .

LITERATURE SURVEY:

The authors present a communication architecture for 
sensor networks and proceed to survey the current 
research pertaining to all layers of the protocol stack: 
Physical, Data Link, Network, Transport and Applica-
tion layers. A sensor network is denied as being com-
posed of a large number of nodes which are deployed 
densely in close proximity to the phenomenon to be 
monitored. Each of these nodes collects data and its 
purpose is to route this information back to a sink. 
The network must possess self-organizing capabilities 
since the positions of individual nodes are not prede-
termined. Cooperation among nodes is the dominant 
feature of this type of network, where groups of nodes 
cooperate to disseminate the information gathered in 
their vicinity to the user.The authors point out that 
none of the studies surveyed has a fully integrated 
view of all the factors driving the design of sensor net-
works and proceeds to present its 

own communication architecture and design factors to 
be used as a guideline and as a tool to compare various 
protocols. After surveying the literature, this is our im-
pression as well and we include it in the open research 
issues that can be explored for future work.

SECURING WSNs: A SURVEY
AUTHORS: Y. Zhou, Y. Fang, and Y. Zhang

The significant advances of hardware manufacturing 
technology and the development of efficient software 
algorithms make technically and economically feasible 
a network composed of numerous, small, low-cost sen-
sors using wireless communications, that is, a wireless 
sensor network. WSNs have attracted intensive inter-
est from both academia and industry due to their wide 
application in civil and military scenarios. In hostile sce-
narios, it is very important to protect WSNs from mali-
cious attacks. Due to various resource limitations and 
the salient features of a wireless sensor network, the 
security design for such networks is significantly chal-
lenging. In this article, we present a comprehensive 
survey of WSN security issues that were investigated 
by researchers in recent years and that shed light on 
future directions for WSN security.

A KEY-MANAGEMENT SCHEME FOR DISTRIB-
UTED SENSOR NETWORKS
AUTHORS: L. Eschenauer and V. D. Gligor

Distributed Sensor Networks (DSNs) are ad-hoc mo-
bile networks that include sensor nodes with limited 
computation and communication capabilities. DSNs 
are dynamic in the sense that they allow addition and 
deletion of sensor nodes after deployment to grow 
the network or replace failing and unreliable nodes. 
DSNs may be deployed in hostile areas where commu-
nication is monitored and nodes are subject to capture 
and surreptitious use by an adversary. Hence DSNs 
require cryptographic protection of communications, 
sensor capture detection, key revocation and sensor 
disabling. In this paper, we present a key-management 
scheme designed to satisfy both operational and secu-
rity requirements of DSNs.

RANDOM KEY PRE-DISTRIBUTION SCHEMES 
FOR SENSOR NETWORKS
AUTHORS: H. Chan, A. Perrig, and D. Song
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Key establishment in sensor networks is a challeng-
ing problem because asymmetric key cryptosystems 
are unsuitable for use in resource constrained sensor 
nodes, and also because the nodes could be physically 
compromised by an adversary. We present three new 
mechanisms for key establishment using the frame-
work of pre-distributing a random set of keys to each 
node.

First, in the q-composite keys scheme, we trade off the 
unlike liness of a large-scale network attack in order 
to significantly strengthen random key predistribu-
tion’s strength against smaller-scale attacks. Second, 
in the multipath-reinforcement scheme, we show how 
to strengthen the security between any two nodes by 
leveraging the security of other links. Finally, we pres-
ent the random-pair wise keys scheme, which perfectly 
preserves the secrecy of the rest of the network when 
any node is captured, and also enables node-to-node 
authentication and quorum-based revocation.

A ROBUST KEY PRE-DISTRIBUTION PROTO-
COL FOR MULTI- WSNs
AUTHORS: C. Castelluccia and A. Spognardi

Wireless sensor networks are usually deployed to op-
erate for a long period of time. Because nodes are bat-
tery-operated, they eventually run out of power and 
new nodes need to be periodically deployed to assure 
network connectivity. This type of networks is referred 
to as Multi-phase WSN in the literature [1]. Current 
key pre-distribution schemes, such as [2] and [3], are 
not adapted to multi-stage WSN. With these schemes, 
the security of the WSN degrades with time, since the 
proportion of corrupted links gradually increases. In 
this paper, we propose a new pre-distribution scheme 
adapted to multi-phase WSN. 

In the proposed scheme, the pre-distributed keys have 
limited lifetimes and are refreshed periodically. As a re-
sult, a network that is temporarily attacked (i.e. the at-
tacker is active only during a limited amount of time) au-
tomatically self-heals, i.e. recovers its initial state when 
the attack stops. In contrast, with existing schemes, an 
attacker that corrupts a certain amount of nodes com-
promises a given fraction of the total number of secure 
channels. This ratio remains constant until the end of 
the network, even if the attacker stops its action. 

Furthermore, with our scheme, a network that is con-
stantly attacked (i.e. the attacker regularly corrupts 
nodes of the network, without stopping) is much less 
impacted than a network that uses existing key pre-dis-
tribution protocols. With these schemes, the number 
of compromised links constantly increases until all the 
links are compromised. With our proposal, the propor-
tion of compromised links is limited and constant.

PROBLEM STATEMENT:

Wireless sensor networks (WSNs) are increasingly used 
in critical applications within several fields including 
military, medical and industrial sectors. Given the sen-
sitivity of these applications, sophisticated security ser-
vices are required. Key management is a corner stone 
for many security services such as confidentiality and 
authentication which are required to secure commu-
nications in WSNs. The establishment of secure links 
between nodes is then a challenging problem in WSNs. 
Because of resource limitations, symmetric key estab-
lishment is one of the most suitable paradigms for se-
curing exchanges in WSNs. On the other hand, because 
of the lack of infrastructure in WSNs, we have usually 
no trusted third party which can attribute pair wise se-
cret keys to neighbouring nodes, that is why most ex-
isting solutions are based on key pre-distribution.

DRAW BACKS:

A host of research work dealt with symmetric key pre-
distribution issue for WSNs and many solutions have 
been proposed In the existing system many disadvan-
tages occur: the design of key rings (blocks of keys) is 
strongly related to the network size, these solutions ei-
ther suffer from low scalability (number of supported 
nodes), or degrade other performance metrics includ-
ing secure connectivity, storage overhead and resilien-
cy in the case of large networks.

PROBLEM DEFINITION:

In this proposed system, our aim is to tackle the scal-
ability issue without degrading the other network 
performance metrics. For this purpose, we target the 
design of a scheme which ensures a good secure cov-
erage of large scale networks with a low key storage 
overhead and a good network resiliency. To this end, 
we make use, of the unital design theory for efficient 
WSN key pre-distribution. 
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ADVANTAGES:

The advantages of the proposed system as follows: 

We propose a naive mapping from unital design to  »
key pre-distribution and we show through analytical 
analysis that it allows to achieve high scalability. 

We propose an enhanced unital based key pre-distri- »
bution scheme that maintains a good key sharing prob-
ability while enhancing the network scalability. 

We analyze and compare our new approach against  »
main existing schemes, with respect to different crite-
ria: storage overhead, energy consumption, network 
scalability, secure connectivity coverage, average se-
cure path length and network resiliency. 

IMPLEMENTATION:

Implementation is the carrying out, execution, or prac-
tice of a plan, a method, or any design for doing some-
thing. As such, implementation is the action that must 
follow any preliminary thinking in order for something 
to actually happen. In an information technology con-
text, implementation encompasses all the processes 
involved in getting new software or hardware operat-
ing properly in its environment, including installation, 
configuration, running, testing, and making necessary 
changes. The word deployment is sometimes used to 
mean the same thing.

NODE DEPLOYMENT:

The first module is Node deployment, where the node 
can be deployed by specifying the number of nodes in 
the network. After specifying the number of nodes in 
the network, the nodes are deployed. The nodes are 
deployed with unique ID (Identity) number so that 
each can be differentiated. And also nodes are de-
ployed with their energy levels.

KEY GENERATION:

After the Node deployment module, the key genera-
tion module is developed. Where the number of nodes 
and number of blocks should be specified, so that the 
key will be generated. The key is symmetric key and the 
key is displayed in the text area given in the node.

KEY PRE-DISTRIBUTION TECHNIQUE:

In this module, we generate blocks of m order initial 
design, where each block corresponds to a key set. 
We pre-load then each node with t completely disjoint 
blocks where t is a protocol parameter that we will dis-
cuss later in this section. In lemma 1, we demonstrate 
the condition of existence of such t completely disjoint 
blocks among the unital blocks. In the basic approach 
each node is pre-loaded with only one unital block and 
we proved that each two nodes share at most one 
key. 

Contrary to this, pre-loading each two nodes with t 
disjoint unital blocks means that each two nodes share 
between zero and keys since each two unitals blocks 
share at most one element. After the deployment 
step, each two neighbors exchange the identifiers of 
their keys in order to determine the common keys. 
This approach enhances the network resiliency since 
the attackers have to compromise more overlap keys 
to break a secure link. Otherwise, when neighbors do 
not share any key, they should find a secure path com-
posed of successive secure links.

SECURE TRANSMISSION WITH ENERGY:

In this module, the node distance is configured and 
then the nodes with their neighbor information are 
displayed. So the nodes which is near by the node, is 
selected and the energy level is first calculated to ver-
ify the secure transmission. After that the data is up-
loaded and sent to the destination node. Where in the 
destination node, the key is verified and then the data 
is received.

CONCLUSION:

We proposed, in this work, a Predictable key manage-
ment scheme which ensures a good secure coverage 
of large Predict WSN with a low key storage overhead 
and a good network resiliency. We make use of the 
unital design theory. We showed that a basic mapping 
from unitals to key pre-distribution allows achieving 
high network scalability while giving a low direct secure 
connectivity coverage. We proposed then an efficient 
Predictable unital-based key pre-distribution scheme 
providing high network Predictability and good secure 
connectivity coverage.
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We discuss the solution parameter and we propose 
adequate values giving a very good trade-off between 
network Predictability and secure connectivity. We con-
ducted analytical analysis and simulations to compare 
our new solution to existing ones, the results showed 
that our approach ensures a high secure coverage of 
large scale networks while providing good overall per-
formances.
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