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Abstract: Introduction:

A wireless sensor network (WSN) of spatially distribut-
ed autonomous sensors to monitor physical or environ-
mental conditions, such as temperature, sound, pres-
sure, etc. and to cooperatively pass their data through
the network to a main location. The more modern net-
works are bi-directional, also enabling control of sen-
sor activity. The development of wireless sensor net-
works was motivated by military applications such as
battlefield surveillance; today such networks are used
in many industrial and consumer applications, such as
industrial process monitoring and control, machine
health monitoring, and so on. A heterogeneous wire-
less sensor networks (HWSNs) consists of two or more
types of nodes.

The redundancy management of various wireless sen-
sor networks uses multipath routing to answer user
queries in the presence of defective and malicious
nodes. The fixed method uses a novel probability mod-
el to analyze the best redundancy level in terms of path
redundancy (mp) and source redundancy (ms), as well
as the best interruption detection settings in terms of
the number of voters (m) under which the lifetime of a
heterogeneous wireless sensor network is maximized
while satisfying the reliability, timeliness and security.
The protocol relies on a new multipath constructions
paradigm that is defined specifically for heterogeneous
WSN. The approach leverages a reasonable increase in
the network lifetime and a higher resilience and fault
tolerance.
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Wireless sensors networks (WSN) are planned in unat-
tended surroundings in which energy replacement is
difficult if not possible. Due to partial income, a WSN
should not only assure the application specific QoS re-
quirements such as timeliness, security, and reliability,
but also reduce energy consumption to extend the sys-
tem helpful lifetime.
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The WSN is built of “nodes” — from a few to several
hundreds or even thousands, where each node is con-
nected to one (or sometimes several) sensors. Each
such sensor network node has typically several parts:
aradio transceiver with an internal antenna or connec-
tion to an external antenna, a microcontroller, an elec-
tronic circuit for interfacing with the sensors and an
energy source, usually a battery or an embedded form
of energy harvesting. A sensor node might vary in size
from that of a shoebox down to the size of a grain of
dust, although functioning “motes” of genuine micro-
scopic dimensions have yet to be created. The cost of
sensor nodes is similarly variable, ranging from a few
to hundreds of dollars, depending on the complexity of
the individual sensor nodes. Size and cost constraints
on sensor nodes result in corresponding constraints
on resources such as energy, memory, computational
speed and communications bandwidth.
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The topology of the WSNs can vary from a simple star
network to an advanced multi-hop wireless mesh net-
work. The propagation technique between the hops of
the network can be routing or flooding.

The main characteristics of a WSN include:

e Power consumption constraints for nodes using bat-
teries or energy harvesting

* Ability to cope with node failures (resilience)

* Mobility of nodes

e Heterogeneity of nodes

e Scalability to large scale of deployment

¢ Ability to withstand harsh environmental conditions
e Ease of use

* Cross-layer design

Cross-layer is becoming an important studying area for
wireless communications. In addition, the traditional
layered approach presents three main problems:

e Traditional layered approach cannot share different
information among different layers which leads to each
layer not having complete information. The traditional
layered approach cannot guarantee the optimization
of the entire network.

e The traditional layered approach does not have the
ability to adapt to the environmental change.

eBecause of the interference between the different
users, access confliction, fading, and the change of en-
vironment in the wireless sensor networks, traditional
layered approach for wired networks is not applicable
to wireless networks.

Wireless communication and MEMS - the two tech-
nologies which have revolutionalized the way we live
have also resulted in the development of wireless sen-
sor networks. These comprise of relatively inexpensive
sensor nodes capable of collecting, processing, storing
and transferring information from one node to anoth-
er.
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These nodes are able to autonomously form a network
through which sensor readings can be propagated.
Since the sensor nodes have some intelligence, data
can be processed as it flows through the network. The
latter is being done wirelessly these days using net-
working principles. The flexibility of installation and
configuration has greatly improved resulting in a flurry
of research activities commencing in the field of sensor
networks owing to their ready acceptance in various
industries such as security, telecommunications and
automobile to name a few. In computing, a wireless in-
trusion prevention system (WIPS) is a network device
that monitors the radio spectrum for the presence of
unauthorized access points (intrusion detection), and
can automatically take countermeasures (intrusion
prevention).

The primary purpose of a WIPS is to prevent unauthor-
ized network access to local area networks and other
information assets by wireless devices. These systems
are typically implemented as an overlay to an existing
Wireless LAN infrastructure, although they may be
deployed standalone to enforce no-wireless policies
within an organization. Some advanced wireless infra-
structure has integrated WIPS capabilities.Large or-
ganizations with many employees are particularly vul-
nerable to security breaches caused by rogue access
points. If an employee (trusted entity) in a location
brings in an easily available wireless router, the entire
network can be exposed to anyone within range of the
signals.

A wireless intrusion detection system (WIDS) monitors
the radio spectrum for the presence of unauthorized,
rogue access points and the use of wireless attack
tools. The system monitors the radio spectrum used
by wireless LANs, and immediately alerts a systems ad-
ministrator whenever a rogue access point is detected.
Conventionally it is achieved by comparing the MAC
address of the participating wireless devices.Rogue de-
vices can spoof MAC address of an authorized network
device as their own. New research uses fingerprinting
approach to weed out devices with spoofed MAC ad-
dresses. The idea is to compare the unique signatures
exhibited by the signals emitted by each wireless de-
vice against the known signatures of pre-authorized,
known wireless devices.In addition to intrusion detec-
tion, a WIPS also includes features that prevent against
the threat automatically. For automatic prevention, it
is required that the WIPS is able to accurately detect
and automatically classify a threat.
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The following types of threats can be prevented by a
good WIPS:

*Rogue AP — WIPS should understand the difference
between Rogue AP and External (neighbor’s) AP

* Mis-configured AP

¢ Client Mis-association

e Unauthorized association

e Man in the Middle Attack

¢ Ad hoc Networks

* MAC-Spoofing

e Honeypot [ Evil Twin Attack

¢ Denial of Service (DoS) Attack

WIPS configurations consist of three compo-
nents:

Sensors — These devices contain antennas and ra-
dios that scan the wireless spectrum for packets and
are installed throughout areas to be protected
Server — The WIPS server centrally analyzes packets
captured by sensors

Console — The console provides the primary user in-
terface into the system for administration and report-

ing

A simple intrusion detection system can be a single
computer, connected to a wireless signal process-
ing device, and antennas placed throughout the facil-
ity. For huge organizations, a Multi Network Control-
ler provides central control of multiple WIPS servers,
while for SOHO or SMB customers, all the functionality
of WIPS is available in single box.In a WIPS implemen-
tation, users first define the operating wireless policies
in the WIPS. The WIPS sensors then analyze the traf-
fic in the air and send this information to WIPS server.
The WIPS server correlates the information validates
it against the defined policies and classifies if it is a
threat. The administrator of the WIPS is then notified
of the threat, or, if a policy has been set accordingly,
the WIPS takes automatic protection measures.WIPS
is configured as either a network implementation or a
hosted implementation.
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Existing System:

In Existing System, effective redundancy management
of a clustered HWSN to prolong its lifetime operation
in the presence of unreliable and malicious nodes. We
address the tradeoff between energy consumption
vs. QoS gain in reliability, timeliness and security with
the goal to maximize the lifetime of a clustered HWSN
while satisfying application QoS requirements in the
context of multipath routing. More specifically, we
analyze the optimal amount of redundancy through
which data are routed to a remote sink in the presence
of unreliable and malicious nodes, so that the query
success probability is maximized while maximizing the
HWSN lifetime.

Disadvantages:

o [t’s difficult to detect extensive malicious attacks and
insidious attackers

¢ No security for file

Proposed System:

In Proposed System, the optimal communication range
and communication mode were derived to maximize
the HWSN lifetime. In intra-cluster scheduling and in-
ter-cluster multi-hop routing schemes to maximize the
network lifetime. They considered a hierarchal HWSN
with CH nodes having larger energy and processing ca-
pabilities than normal SNs.The solution is formulated
as an optimization problem to balance energy con-
sumption across all nodes with their roles. In either
work cited above, no consideration was given to the
existence of malicious nodes. A two-tier HWSN with
the objective of maximizing network lifetime while
fulfilling power management and coverage objectives.
They determined the optimal density ratio of the two
tier’s nodes to maximize the system lifetime.

Advantages:

e Security and Reliability, Easily detect insidious attack-
ers.

eBest intrusion detection in packet dropping, bad

mouthing attacks, packet modifier and packet sniffing
attack.
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Architecture:
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In the above Architecture Diagram clearly shows that
the cluster head is choose on the basis of voting based
algorithm. And each node is taking a part as a monitor-
ing agent and also they can be act as a routing node.
The cluster head is changed dynamically to avoid the
redundancy in the path and also for to avoid the Hack-

ers to track the path.

Data Flow Diagram:
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The sender (Source) can transmit a data to the Receiv-
er (Sink) without any intrusion of other malicious node
i.e. Hacker System. To avoid this problem the sender
uses a Multi path routing to transfer the data securely
with the help of the transferring and monitoring agent
called Cluster Head. In the HWSN the each system is
considered as the node. The Cluster node is choose by
a voting based Algorithm.

MODULES:

1.Multi — Path Routing
2.Intrusion Tolerance
3.Energy Efficient

4.Simulation Process
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Modules Description:
Multi - Path Routing

In this module, Multipath routing is considered an ef-
fective mechanism for fault and intrusion tolerance to
improve data delivery in WSNs. The basic idea is that
the probability of atleast one path reaching the sink
node or base station increases as we have more paths
doing data delivery. While most prior research focused
on using multipath routing to improve reliability, some
attention has been paid to using multipath routing to
tolerate insider attacks. These studies, however, large-
ly ignored the tradeoff between QoS gain vs. energy
consumption which can adversely shorten the system
lifetime.

Intrusion Tolerance

In this Modules, intrusion tolerance through multipath
routing, there are two major problems to solve:

(1) How many paths to use and

(2) What paths to use.

To the best of our knowledge, we are the first to ad-
dress the “how many paths to use” problem. For the
“what paths to use” problem, our approach is distinct
from existing work in that we do not consider specific
routing protocols.

Energy Efficient

In this module, there are two approaches by which en-
ergy efficient IDS can be implemented in WSNs. One
approach especially applicable to flat WSNs is for an
intermediate node to feedback maliciousness and en-
ergy status of its neighbor nodes to the sender node
(e.g., the source or sink node) who can then utilize the
knowledge to route packets to avoid nodes with un-
acceptable maliciousness or energy status. Another
approach which we adopt in this paper is to use local
host-based IDS for energy conservation.

Simulation Process:

In this module, the cost of executing the dynamic re-
dundancy management algorithm described above,
including periodic clustering, periodic intrusion detec-
tion, and query processing through multipath routing,
in terms of energy consumption.
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Conclusion:

In HSWN, performance of a tradeoff analysis of energy
consumption vs. QoS gain in reliability, timeliness, and
security for redundancy management of clustered het-
erogeneous wireless sensor networks utilizing multi-
path routing to answer user queries. We developed a
novel probability model to analyze the best redundan-
cy level in terms of path redundancy (mp) and source
redundancy (ms), as well as the best intrusion detec-
tion settings in terms of the number of voters (m) and
the intrusion invocation interval (TDS) under which the
lifetime of a heterogeneous wireless sensor network
is maximized while satisfying the reliability, timeliness
and security requirements of query processing applica-
tions in the presence of unreliable wireless communi-
cation and malicious nodes.

Finally, we applied our analysis results to the design
of a dynamic redundancy management algorithm to
identify and apply the best design parameter settings
at runtime in response to environment changes to pro-
long the system lifetime.
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