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Abstract: The only thing the user’s computer needs to be able

Cloud computing is computing in which large groups
of remote servers are networked to allow centralized
data storage and online access to computer services
or resources. Cloud computing relies on sharing of re-
sources to achieve coherence and economies of scale,
similar to a utility (like the electricity grid) over a net-
work. Sharing data while preserving data and identity
privacy from an untrusted cloud is still a challenging is-
sue. For sharing private data securely among several
parties an algorithm has been used. An anonymous
ID assignment technique is used iteratively to assign
the nodes with ID numbers ranging from 1 to N. This
technique enhances data that are more complex to be
shared securely. The nodes are assigned with the anon-
ymous ID with the help of a central authority. The algo-
rithm has been compared with the existing algorithm.
New algorithm has been developed based on Sturm’s
theorem and Newton’s identities. The number of itera-
tions are found out with the help of Markov chain.
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Introduction:

In a cloud computing system, there’s a significant work-
load shift. Local computers no longer have to do all the
heavy lifting when it comes to running applications. The
network of computers that make up the cloud handles
them instead. Hardware and software demands on the
user’s side decrease.
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to run is the cloud computing system’s interface soft-
ware, which can be as simple as a Web browser, and
the cloud’s network takes care of the rest.
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Cloud Computing

The National Institute of Standards and Technology’s
definition of cloud computing identifies “five essential
characteristics”:On-demand self-service: A consumer
can unilaterally provision computing capabilities, such
as server time and network storage, as needed auto-
matically without requiring human interaction with
each service provider.Broad network access: Capa-
bilities are available over the network and accessed
through standard mechanisms that promote use by
heterogeneous thin or thick client platforms (e.g., mo-
bile phones, tablets, laptops, and workstations).

Resource pooling:

The provider’s computing resources are pooled to
serve multiple consumers using a multi-tenant model,
with different physical and virtual resources dynami-
cally assigned and reassigned according to consumer
demand.
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Rapid elasticity:

Capabilities can be elastically provisioned and released,
in some cases automatically, to scale rapidly outward
and inward commensurate with demand. To the con-
sumer, the capabilities available for provisioning often
appear unlimited and can be appropriated in any quan-
tity at any time.

Measured service:

Cloud systems automatically control and optimize re-
source use by leveraging a metering capability at some
level of abstraction appropriate to the type of service
(e.g., storage, processing, bandwidth, and active user
accounts). Resource usage can be monitored, con-
trolled, and reported, providing transparency for both
the provider and consumer of the utilized service.

Sturm’s theorem:

In mathematics, the Sturm’s sequence of a univariate
polynomial p is a sequence of polynomials associated
with p and its derivative by a variant of Euclid’s algo-
rithm for polynomials. Sturm’s theorem expresses the
number of distinct real roots of p located in an inter-
val in terms of the number of changes of signs of the
values of the Sturm’s sequence at the bounds of the
interval. Applied to the interval of all the real numbers,
it gives the total number of real roots of p.

Whereas the fundamental theorem of algebra readily
yields the overall number of complex roots, counted
with multiplicity, it does not provide a procedure for
calculating them. Sturm’s theorem counts the number
of distinct real roots and locates them in intervals. By
subdividing the intervals containing some roots, it can
isolate the roots into arbitrary small intervals, each
containing exactly one root. This yields an arbitrary-
precision numeric root finding algorithm for univariate
polynomials.

Sturm Chain:

A Sturm chain or Sturm sequence is a finite sequence

of polynomials
Po. 1. Pm

of decreasing degree with these following properties:
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*po = p is square free (no square factors, i.e., no re-
peated roots);

«if p(€) = 0, then sign(p1(£)) = sign(pa(€));

oif pi(§) = o for 0 < i < m then sign(pi-1(§)) =
-sign(pi+1(€));

*pm does not change its sign.

Sturm’s sequence is a modification of Fourier’s se-
quence.To obtain a Sturm chain, Sturm himself pro-
posed to choose the intermediary results when apply-
ing Euclid’s algorithm to p and its derivative:

po(z) == pl(z),

pila) = p'(x),

p2(x) = —rem(pg, ;) = plz)qo(x) — pol),

palx) == —rem(py, p2) = pa(x)qu(x) — palx),

.:l:
']:

0 = —rem(pm—1, Pm ).

where rem(pi, pj) and gi are the remainder and the
quotient of the polynomial long division of pi by pj, and
where m is the minimal number of polynomial divisions
(never greater than deg(p)) needed to obtain a zero
remainder. That is, successively take the remainders
with polynomial division and change their signs. Since
deg(pi+1) < deg(pi) foro < i < m, the algorithm termi-
nates. The final polynomial, pm, is the greatest com-
mon divisor of p and its derivative. If p is square free, it
shares no roots with its derivative, hencepm will be a
non-zero constant polynomial. The Sturm chain, called
the canonical Sturm chain, then is

Po. P, P2y -3y Pm-
If pis not square-free, this sequence does not
formally satisfy the definition of a Sturm chain
above; nevertheless it still satisfies the conclusion of

Sturm's theorem (below).

Statement:
Let p = po... pm be a Sturm chain, where p is a square-
free polynomial, and let g(£) denote the number of
sign changes (ignoring zeroes) in the sequence
pa({).}h(f)-}i's(f)- okl -Pm(‘i)'
Sturm's theorem then states that for two real
numbersa <b, the number of distinct roots

of p in the half-open interval (a, b]is g(a) - o(b).
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EXISTING SYSTEM:

Existing and new algorithms for assigning anonymous
IDs are examined with respect to trade-offs between
communication and computational requirements..
Also, suppose that access to the database is strictly
controlled, because data are used for certain experi-
ments that need to be maintained confidential. Clearly,
allowing Alice to directly read the contents of the tuple
breaks the privacy of Bob; on the other hand, the confi-
dentiality of the database managed by Alice is violated
once Bob has access to the contents of the database.
Thus, the problem is to check whether the database in-
serted with the tuple is still k-anonymous, without let-
ting Alice and Bob know the contents of the tuple and
the database respectively.

Disadvantages:

1.The database with the tuple data does not be main-
tained confidentially.

2.The existing systems another person to easily access
database.

PROPOSED SYSTEM:

An algorithm for anonymous sharing of private data
among parties is developed. This technique is used iter-
atively to assign these nodes ID numbers ranging from
1to N. This assignment is anonymous in that the iden-
tities received are unknown to the other members of
the group. Resistance to collusion among other mem-
bers is verified in an information theoretic sense when
private communication channels are used. This assign-
ment of serial numbers allows more complex data to
be shared and has applications to other problems in
privacy preserving data mining, collision avoidance in
communications and distributed database access. The
required computations are distributed without using
a trustedcentral authority.

Advantages:

1.The anonymity of DB is not affected by inserting the
records.

2.We provide security proofs and experimental results
for both protocols.
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MODULES:

1.Homomorphic encryption Module.
2.Generalization Module.
3.Cryptography Module.

4.User and Admin Module.

Homomorphic encryption Module:

This module to use the first protocol is aimed at sup-
pression-based anonymous databases, and it allows
the owner of DB to properly anonymize the tuple t,
without gaining any useful knowledge on its contents
and without having to send to t’s owner newly gener-
ated data. To achieve such goal, the parties secure their
messages by encrypting them. In order to perform the
privacy-preserving verification of the database ano-
nymity upon the insertion, the parties use a commuta-
tive and homomorphic encryption scheme.

Generalization Module:

In this module, the second protocol is aimed at gen-
eralization-based anonymous databases, and it relies
on a secure set intersection protocol, such as the one
found in, to support privacy-preserving updates on a
generalization based k-anonymous DB.

Cryptography Module:

In this module, the process of converting ordinary in-
formation called plaintext into unintelligible gibberish
called cipher text. Decryption is the reverse, in other
words, moving from the unintelligible cipher text back
to plaintext. A cipher (or) cypher is a pair of algorithms
that create the encryption and the reversing decryp-
tion. The detailed operation of a cipher is controlled
both by the algorithm and in each instance by a key.
This is a secret parameter (ideally known only to the
communicants) for a specific message exchange con-
text.

User and Admin Module:
In this module, to arrange the database based on the
patient and doctor details and records.
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. . . Algovithm 3 (Find AIDA): Given nodes ny. ..., fix. Use
The admin to encrypt the patient reports using encryp- distributed computation (without central authority) to find
tion techniques using suppression and generalization Iﬂ‘ f'ﬂfﬂl:._iimﬂs indexing permutation s : {1....,N}
pl"OtOCOIS. 1) Set the pumber of assigned nodes A = 0.

2) Each unassigned node n; chooses a random number r; in
the range 1 0 §. A node assigned in a previous round
Algorithms Used: chooses r; = 0.

The random numbers are shared anonymously. One
method for doing this was given in Section II1. Denote the
1) Secure Sum shared values by qy,.. ., qN. ) . )

4) Letqy,..., que denote a revised list of shared values with
duplicated and zero values entirely removed where k 1s
the mumber of unique random values. The nodes n; which
drew unique random numbers then determine their index
#; from the position of their random number i the revised

. . List as it would appear after being sorted
3) Find Aida - :

tad

2) Anonymous Data Sharing With Power Sums

si=A "(-”"l{‘?: '

J"J-_'r-’

Algorithin I (Sectre Suny): Given nodes ny, ..., nx each
holding an data item d; from a finitely representable abelian
group, share the value T = % d, among the nodes without re-
vealing the values o

5) Update the number of nodes assigned: A = A + k.
6) If A < N then retum o siep (2)

(Source: Larry A. Dunning, Member, IEEE, and Ray

1) Each node ;. 1 = 1,...,) V chooses random values
Fijtoee oot Such that Kresman-“Privacy Preserving Data Sharing With Anon-
riatedny =d ymous ID Assignment”-IEEE TRANSACTIONS ON IN-
2) Each “random™ value r, ; is transmitted from node n; 1o FORMATION FORENSICS AND SECU RlTY, VOL. 8, NO.
I::::::-.:Ju]lzli:::::lnrfq:fl] .;t.l_nc random numbers r, ; is, of 2, FEBRUARY 2013.)

3) Each node n; totals all the random values received as:

si=rigt et CONCLUSION:

4) Now each node n; simply broadcasis s; to all other nodes
ot i o There are several variants of AIDA algorithm can be
used but here we make use of AIDA algorithm along
T T e Do Tt M Toner Sons with the central authority therefore merged with the
iy ropre "I ke thelr datn iremns PubIc 6 concept of encoding and decoding for improved secu-
iy Bon UES sectre sum 16 rity purposes. Other algorithms can also be used and
T compared for detailed study of the behaviour of the
R ——— system. Here encoding and decoding methodologies

..... i'-L s its roots u'ﬂu_ ‘\.-r'\\ Ton s
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I i e enhancing the performance of the entire system. As all
N—t = = Biavim) the nodes are assumed to be dishonest, using this algo-
e : Vo e rithm helps to continue with the reliable data sharing.
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