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ABSTACT:

A rapid growth in E-Commerce market is seen in
recent time throughout the world. With ever increasing
popularity of online shopping, Debit or Credit card
fraud and personal information security are major
concerns for customers, merchants and banks
specifically in the case of CNP (Card Not Present).
This paper presents a new approach for providing
limited information only that is necessary for fund
transfer during online shopping thereby safeguarding
customer data and increasing customer confidence and
preventing identity theft. The method uses combined
application of Steganography and visual cryptography
for this purpose.

INTRODUCTION:

Online shopping is the retrieval of product information
via the Internet and issue of purchase order through
electronic purchase request, filling of credit or debit
card information and shipping of product by mail order
or home delivery by courier[1]. Identity theft and
phishing are the common dangers of online shopping.
Identity theft is the stealing of someone’s identity in
the form of personal information and misuse of that
information for making purchase and opening of bank
accounts or arranging credit cards. In 2012 consumer
information was misused for an average of 48 days as
a result of identity theft[2]. Phishing is a criminal
mechanism that employs both social Engineering and
technical subterfuge to steal consumers ‘personal
identity data and financial account credentials.
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In 2ndquarter of 2013, Payment Service, Financial and
Retail Service are the most targeted industrial sectors
of phishing attacks Secure Socket Layer (SSL)
encryption prevents the interception of consumer
information in transit between the consumer and the
online merchant. However, one must still trust
merchant and its employees not to use consumer
information for their own purchases and not to sell the
information to others. In this paper, a new method is
proposed, that uses text based steganography and
visual cryptography, which minimizes information
sharing between consumer and online merchant but
enable successful fund transfer from consumer’s
account to merchant’s account thereby safeguarding
consumer information and preventing misuse of
information at merchant side.

The method proposed is specifically for E-Commerce
but can easily be extended for online as well as
physical banking. The rest of the paper is organized as
follows: Section Gives brief description of text based
steganography and visual cryptography. Section Il
contains related works. Section | presents the proposed
steganography method. Section Provides method of
transaction in online shopping. Section VI presents
proposed payment method. Section VII concludes the

paper.

SYSTEM ARCHITECTURE:
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EXISTING SYSTEM:

Phishing is a criminal mechanism that employs both
social engineering and technical subterfuge to steal
consumers’ personal identity data and financial
account credentials. Payment Service, Financial and
Retail Service are the most targeted industrial sectors
of phishing attacks. Secure Socket Layer (SSL)
encryption prevents the interception of consumer
information in transit between the consumer and the
online merchant. However, one must still trust
merchant and its employees not to use consumer
information for their own purchases and not to sell the
information to others.

Draw Back:

In result to hide 4 letter word, 8 words are required
excluding the words that are added to provide
flexibility in sentence construction. So to hide a large
message, this technique requires large no of words and
creates a complexity in sentence construction.
Disadvantage of this technique can be used in its
advantage by applying it to online banking to
createspam mail to hide one’s banking information.

PROPOSED SYSTEM:

In the proposed solution, information submitted by the
customer to the online merchant is minimized by
providing only minimum information that will only
verify the payment made by the said customer from its
bank account. This is achieved by the introduction of a
central Certified Authority (CA) and combined
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application of Steganography and visual cryptography.
The information received by the merchant can be in
the form of account number related to the card used for
shopping. The information will only validate receipt of
payment from authentic customer.

Advantages:

Proposed method minimizes customer information sent
transfer of fund to the online merchant. So in case of a
breach in merchant’s database, customer doesn’t get
affected. It also prevents unlawful use of customer
information at merchant’s side. Presence of a fourth
party, CA, enhances customer’s satisfaction and
security further as number of parties are involved in
the process. Usage of Steganography ensures that the
CA does not know customer authentication password
thus maintaining customer privacy. Cover text can be
sent in the form of email from CA to bank to avoid
rising suspicion. Since customer data is distributed
over 3 parties, a breach in single database can easily be
contented.

IMPLEMENTATION:

Implementation is the stage of the project when the
theoretical design is turned out into a working system.
Thus it can be considered to be the most critical stage
in achieving a successful new system and in giving the
user, confidence that the new system will work and be
effective.The implementation stage involves careful
planning, investigation of the existing system and it’s
constraints on implementation, designing of methods
to achieve changeover and evaluation of changeover
methods.

MODULES:
1. STEGANOGRAPHY PROCESS

In this module, Steganography uses characteristics of
English language such as inflexion, fixed word order
and use of periphrases for hiding data rather than using
properties of a sentence. This gives flexibility and
freedom from the point view of sentence construction
but it increases computational complexity.
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2. ENCODING

1. Representation of each letter in secret message by
its equivalent ASCII code.

2. Conversion of ASCII code to equivalent 8 bit binary
number.

3. Division of 8 bit binary number into two 4 bit parts.
4. Choosing of suitable letters from table 1
corresponding to the 4 bit parts.

5. Meaningful sentence construction by using letters
obtained as the first letters of suitable words.

6. Encoding is not case sensitive.

3. DECODING STEPS:

1. First letter in each word of cover message is taken
and represented by corresponding 4 bit number.

2. 4 bit binary numbers of combined to obtain 8 bit
number.

3. ASCII codes are obtained from 8 bit numbers.

4. Finally secret message is recovered from ASCII
codes.

4. TRANSACTION IN ONLINE SHOPPING:

In this module traditional online shopping consumer
selects items from online shopping portal and then is
directed to the payment page. Online merchant may
have its own payment system or can take advantage of
third party payment systems such as PayPal, pay
online system, Web Money and others. In the payment
portal consumer submit his or her credit or debit card
details such as credit or debit card number, name on
the card, expiry date of the card.

5. CUSTOMER AUTHENTICATION:

Customer unique authentication password in
connection to the bank is hidden inside a cover text
using the text based Steganography method.
Customer authentication information (account no) in
connection with merchant is placed above the cover
text in its original form. Now a snapshot of two texts
is taken. From the snapshot image, two shares are
generated using visual cryptography.
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Now one share is kept by the customer and the other
share is kept in the database of the certified authority.

6. CERTIFICATION AUTHORITY ACCESS:

During shopping online, after selection of desired item
and adding it to the cart, preferred payment system of
the merchant directs the customer to the Certified
Authority portal. In the portal, shopper submits its own
share and merchant submits its own account details.
Now the CA combines its own share with shopper’s
share and obtains the original image. From CA now,
merchant account details, cover text are sent to the
bank where customer authentication password is
recovered from the cover text.

7. Final Authenticated Information Results:

Customer authentication information is sent to the
merchant by CA. Upon receiving customer
authentication password, bank matches it with its own
database and after verifying legitimate customer,
transfers fund from the customer account to the
submitted merchant account. After receiving the fund,
merchant’s payment system validates receipt of
payment using customer authentication information.

CONCLUSIONS:

In this paper, a payment system for online shopping is
proposed by combining text based Steganography and
visual cryptography that provides customer data
privacy and prevents misuse of data at merchant’s side.
The method is concerned only with prevention of
identity theft and customer data security. In
comparison to other banking application which uses
Steganography and visual cryptography are basically
applied for physical banking, the proposed method can
be applied for E-Commerce with focus area on
payment during online shopping as well as physical
banking.
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