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Abstract:

The Cloud computing is a latest technology whichpro-
vides various services through internet. The Cloud serv-
er allows user to store their data on a cloud without
worrying about correctness & integrity of data. Cloud
data storage has many advantages over local data
storage. User can upload their data on cloud and can
access those data anytime anywhere without any ad-
ditional burden. The User doesn’t have to worry about
storage and maintenance of cloud data. But as data is
stored at the remote place how users will get the con-
firmation about stored data. Hence Cloud data storage
should have some mechanism which will specify stor-
age correctness and integrity of data stored on a cloud.
The major problem of cloud data storage is security.
Many researchers have proposed their work or new al-
gorithms to achieve security or to resolve this security
problem. In this paper, we propose a new innovative
idea for Privacy Preserving Public Auditing with water-
marking for data Storage security in cloud computing.
It supports data dynamics where the user can perform
various operations on data like insert, update and de-
lete as well as batch auditing where multiple user re-
quests for storage correctness will be handled simulta-
neously which reduce communication and computing
cost.

Keywords:
Privacy Preserving,
TPA, Security.

Public Auditing, Watermarking,

I. INTRODUCTION:

Cloud Computing is using hardware and software as
computing resources to provide service through inter-
net. Cloud computing provides various service models
as platform as a service (PaaS),
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software as a service (SaaS), Infrastructure as a service
(laas), storage as a service (STaaS), security as a service
(SECaaS), Data as a service (DaaS) & many more. Out of
this Paas, SaaS and laaS are most popular. Cloud com-
puting has four models as Public cloud: though which
the service is available to all public use. Private cloud:
Through which service is available to private enterprise
or organization. Community Cloud: It allows us to share
infrastructure among various organizations through
which we can achieve security, compliance and jurisdic-
tion. This can be managed internally or by a third-party
and hosted internally or externally. Hybrid cloud: it is
a combination of public and private cloud. Cloud com-
puting has many advantages as: we can easily upload
and download the data stored in the cloud without
worrying about security. We can access the data from
anywhere, any time on demand. Cost is low or pay per
usage basis. Hardware and software resources are eas-
ily available without location independent. The major
disadvantages of cloud computing is security.

A. Security Issues:

The security is a major issue in cloud computing. It is
a sub domain of computer security, network security
or else data security. The cloud computing security re-
fers to a broad set of policies, technology & controls
deployed to protect data, application & the associated
infrastructure of cloud computing. Some security and
privacy issues that need to be considered are as fol-
lows:

1)Authentication: Only authorized user can access data
inthe cloud.

2)Correctness of data: This is the way through whichus-

er will get the confirmation that the data stored in the
cloud is secure.

March 2015




£
B
&
o

ISSN No: 2348-4845

" International Journal & Magazine of Engineering,
Technology, Management and Research

A Peer Reviewed Open Access International Journal

3)Availability: The cloud data should be easily available-
and accessible without any burden. The user should ac-
cess the cloud data as if he is accessing local data .

4)No storage Over headand easy maintenance:
Userdoesn’t have to worry about the storage require-
ment & maintenance of the data on a cloud.

5)No data Leakage: The user data stored on a cloud
canaccessed by only authorize the user or owner. So all
the contents are accessible by only authorize the user

6)No Data Loss: Provider may hide data loss on a cloud-
for the user to maintain their reputation.

In cloud computing, cloud data storage contains two
entities as cloud user and cloud service provider/ cloud
server. Cloud user is a person who stores large amount
of data on cloud server which is managed by the cloud
service provider. User can upload their data on cloud
without worrying about storage and maintenance. A
cloud service provider will provide services to cloud
user. The major issue in cloud data storage is to obtain
correctness and integrity of data stored on the cloud.
Cloud Service Provider (CSP) has to provide some form
of mechanism through which user will get the confir-
mation that cloud data is secure or is stored as it is.

No data loss or modification is done.Security in cloud
computing can be addressed in many ways as authenti-
cation, integrity, confidentiality. Data integrity or data
correctness is another security issue that needs to be
considered. The proposed scheme [4] specifies that
the data storage correctness can be achieved by using
SMDS (Secure Model for cloud Data Storage). It speci-
fies that the data storage correctness can be achieved
in 2 ways as 1) without trusted third party 2) with trust-
ed third party based on who does the verification.
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Fig 1: Cloud Architecture
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It provides data confidentiality in two stages as 1) Data
at rest 2) Data in transmission.

1)Data at rest: Symmetric key encryption technique(i.e.
AES, TDES, and DES) are recommended which are se-
cure but more time consuming.

2)Data in transmission: Secure Socket Layer (SSL)pro-
tocol is used for integrity verification. It uses a two dif-
ferent hash function such as Secure Hash Algorithm
(SHA1) for digital signature and Message Digest (MD5)
is a cryptographic hash function which is used to check
the data integrity.

Balkrishna and Hoka address problem of access control
using cryptographic techniques which degrades per-
formance and increase the computation cost of man-
aging all keys at Cloud Serever and at the user[13][22].
They proposed Diffie Hellman key exchange scheme
for sharing symmetric key securely. Researchers of [4]
specify way to achieve storage correctness without
Trusted Third Party (TTP). Following are major goals
of proposed schemes as CS neither should learn any
information from user’s data nor should misuse the
same.

The User selects the encryption option for their data
Secure key management Flexible access right manage-
ments It aims to achieve light weight integrity verifica-
tion process for checking the unauthorized change in
the original data without requesting a local copy of the
data.lt uses public key encryption to encrypt the data
to data storage correctness.

It achieves the following goals as data confidentiality,
security, light weight verification, key management, ac-
cessrightandno dataduplication.The proposed scheme
is compared with different cloud service providers like
cloudseal, cloud zone, Venus & EPPS. It uses symmet-
ric encryption which provides confidentiality,integrity,
verification with low cost. It also provides authentica-
tion for data owner and access control through which
only authorized user can access the data.

The correctness of data can be violated due to a broad
range of both internal and external threats and CSP
may hide data loss or damage from users to maintain a
reputation. Major security issues associated with cloud
user and CSP are as follows
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1)Cloud Service Provider (CSP): Organization orenter-
prises provide various services to cloud users. Confi-
dentiality and integrity of cloud data should be main-
tained by CSP. The Provider should ensure that user’s
data and application are secured on a cloud. CSP may
not leak the information or else cannot modify or ac-
cess user’s content. The attacker can log into network
communication [9].

2)Cloud Server (CS): The cloud server where data be-
ingstored and accessed by cloud data owner or users.
Data should not be accessed by unauthorized users, no
data modification or no loss of data.

3)Cloud User: Attackers can access basic information
likeusername and password [9]. Key management is
mojor issue in encryption techniques. Data dynamic is-
sues need to be considered by CSP.

Cloud Computing Threads [9] are as follows: Spoof-
ing Identity Theft Data Tempering Threat Repudiation
Attack Information Disclosure on up/download Intra-
Cloud Denial of Service Attack Log In To achieve secu-
rity, we can handover our data to a third outsource par-
ty who will specify the correctness and integrity of the
cloud data. Hence, new concept arrives as Third party
auditor (TPA) who will audit the user data stored on
the cloud, based on the user’s request. In this case, the
Cloud service provider doesn’t have to worry about the
correctness and integrity of the data. In this technique,
TPA will audit the cloud data to check the integrity or
correctness in two ways as:

1) Download all files and data from the cloud for au-
diting. This may include 1/0 and network transmission
cost. 2) Apply auditing process only for accessing the
data but again in this case, data loss or data damage
cannot be defined for unaccessed data. Public audit
ability allows user to check integrity of outsource data
under different system & security models. We can-
not achieve privacy as TPA can see the actual content
stored on a cloud during the auditing phase.

TPA itself may leak the information stored in the cloud
which violate data security. To avoid this, Encryption
technique is used where data is encrypted before stor-
ing it on the cloud. Through this, we achieved privacy
up to certain extent but which increases complex key
management on user side.
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This technique cannot be long lasting as unauthorized
user can easily access original content by using the de-
cryption key which is easily available. Hence to achieve
privacy preserving public auditing using TPA for cloud
data storage security, researchers have proposed vari-
ous techniques.

Il. EXISTING SYSTEM:

The cloud data storage service contains 3 different en-
tities as cloud user, Third party auditor & cloud server
| cloud service provider. Cloud user is a person who
stores large amount of data or files on a cloud server.
Cloud server s a place where we are storing cloud data
and that data will be managed by the cloud service pro-
vider. Third party auditors will do the auditing on users
request for storage correctness and integrity of data.

The proposed system specifies that user can access
the data on a cloud as if the local one without worrying
about the integrity of the data. Hence, TPA is used to
check the integrity of data. It supports privacy preserv-
ing public auditing. It checks the integrity of the data,
storage correctness. It also supports data dynamics
& batch auditing. The major benefits of storing data
on a cloud is the relief of burden for storage manage-
ment, universal data access with location independent
& avoidance of capital expenditure on hardware, soft-
ware & personal maintenance.

Third Party Auditor

Data Avditing
Delegation

Security Message Flow

Fig 2: Architecture of Cloud Data storage service

In cloud, data is stored in a centralized form and man-
aging this data and providing security is a difficult task.
TPA can read the contents of data owner hence can
modify. The reliability is increased as data is handled by
TPA but data integrity is not achieved. It uses encryp-
tion technique to encrypt the contents of the file.TPA
checks the integrity of the data stored on a cloud but if
the TPA itself leaks the user’s data. Hence the new con-
cept comes as auditing with zero knowledge privacy
where TPA will audit the users’ data without seeing the
contents.
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It uses public key based homomorphic linear authenti-
cation (HLA)[1], [2] which allows TPA to perform audit-
ing without requesting for user data. It reduces com-
munication & computation overhead. In this, HLA with
random masking protocol is used which does not allow
TPA to learn data content.

A.Goals:

It allows TPA to audit users’ data without knowing data
content It supports batch auditing where multiple user
requests for data auditing will be handled simultane-
ously. It provides security and increases performance
through this system.

B.Design Goals :

1)Public audit ability: Allows third party auditor tocheck
data correctness without accessing local data.
2)Storage Correctness: The data stored on a cloud is as
it.No data modification is done.

3)Privacy preserving: TPA can’t read the users’ data-
during the auditing phase.

4)Batch Auditing: Multiple users auditing request is-
handled simultaneously.

5)Light Weight: Less communication and computation-
overhead during the auditing phase.

C.Batch Auditing :

It also supports batch auditing through which efficiency
is improved. It allows TPA to perform multiple auditing
task simultaneously and it reduces communication and
computation cost. Through this scheme, we can iden-
tify invalid response. It uses bilinear signature (BLS pro-
posed by Boneh, Lynn and Shacham) to achieve batch
auditing. System performance will be faster.

D. Data Dynamics:

It also supports data dynamics where user can fre-
quently update the data stored on a cloud. It supports
block level operation of insertion, deletion and modifi-
cation. Author of [6] proposed scheme which support
simultaneous public audability and data dynamics. It
uses Merkle Hash Tree (MHT) which works only on en-
crypted data. It [11] uses MHT for block tag authentica-
tion.
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III.LLITERATURE SURVEY :

A.MAC Based Solution :

It is used to authenticate the data. In this, user upload
data blocks and MAC to CS provide its secret key SK to
TPA. The TPA will randomly retrieve data blocks & Mac
uses secret key to check correctness of stored data on
the cloud. Problems with this system are listed below
as It introduces additional online burden to users due
to limited use (i.e. Bounded usage) and stateful veri-
fication. Communication & computation complexity
TPA requires knowledge of data blocks for verification
Limitation on data files to be audited as secret keys are
fixedAfter usages of all possible secret keys, the user
has to download all the data to recomputed MAC & re-
publish it on CS. TPA should maintain & update states
for TPA which is very difficult It supports only for static
data not for dynamic data.

B. HLA Based Solution:

It supports efficient public auditing without retriev-
ing data block. It is aggregated and required constant
bandwidth. It is possible to compute an aggregate HLA
which authenticates a linear combination of the indi-
vidual data blocks.

C. Privacy Preserving Public Auditing Pro-
posed by Cong Wang:

Public auditing allows TPA along with user to check
the integrity of the outsourced data stored on a cloud
& Privacy Preserving allows TPA to do auditing with-
out requesting for local copy of the data. Through this
scheme [1], TPA can audit the data and cloud data pri-
vacy is maintained. It contains 4 algorithms as

1)Keygen: It is a key generation algorithm used by
theuser to setup the scheme.

2)Singen: It is used by the user to generate verification-
metadata which may include digital signature.
3)GenProof: It is used by CS to generate a proof of
datastorage correctness.

4)Verifyproof: Used by TPA to audit the proofslt is di-
vided into two parts as setup phase and audit phase.

March 2015




ISSN No: 2348-4845

International Journal & Magazine of Engineering,

Technology, Management and Research

A Peer Reviewed Open Access International Journal

1)Setup Phase: Public and secret parameters areinitial-
ized by using keygen and data files f are preprocesses
by using singen to generate verification metadata at CS
& delete its local copy. In preprocessing user can alter
data files F. 2)Audit Phase: TPA issues an audit message
to CS. TheCS will derive a response message by execut-
ing Genproof. TPA verifies the response using F and its
verification metadata.

TPA is stateless i.e. no need to maintain or update the
state information of audit phase. Public key based ho-
momorphic linear authentication with random masking
technique is used to achieve privacy preserving public
auditing. TPA checks the integrity of the outsourced
data stored on a cloud without accessing actual con-
tents. Existing research work of proof of retrievability
(PoR) [20] or Proofs of Data Possession (PDP) tech-
nique doesn’t consider data privacy problem. PDP
scheme first proposed by Ateniese et al. used to detect
large amount corruption in outsourced data. It uses
RSA based Homomorphic authentication for auditing
the cloud data and randomly sampling a few blocks of
files. A Second technique proposed by Juels as Proofs
of retrievability (PoR) allows user to retrieve files with-
out any data loss or corruptions. It uses spot checking
& error correcting codes are used to ensure both “Pos-
session” and “Retrievability”. To achieve Zero knowl-
edge privacy, researcher [3] proposed Aggregatable
Signature Based Broadcast (ASBB).It provides com-
pleteness, privacy and soundness. It uses 3 algorithms
as Keygen, Gentag and Audit.

D. Using Virtual Machine:

Abhishek Mohta proposed Virtual machines which
uses RSA algorithm, for client data/file encryption and
decryptions [5]. It also uses SHA 512 algorithm which
makes message digest and check the data integrity.
The Digital signature is used as an identity measure for
client or data owner. It solves the problem of integrity,
unauthorized access, privacy and consistency.

Fig 3: Architecture of*@eud server with CU and TPA
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E.Non Linear Authentication:

D.Shrinivas suggested Homomorphic non linear au-
thenticator with random masking techniques to
achieve cloud security [7]. K. Gonvinda proposed digi-
tal signature method to protect the privacy and integ-
rity of data [8]. It uses RSA algorithm for encryption
and decryption which follows the process of digital sig-
natures for message authentication.

F.Using EAP :

S.Marium proposed use of Extensible authentication
protocol (EAP) through three ways hand shake with
RSA. They proposed identity based signature for hier-
archical architecture. They provide an authentication
protocol for cloud computing (APCC) [9].

APCC is more lightweight and efficient as compared to
SSL authentication protocol. In this, Challenge —hand-
shake authentication protocol (CHAP) is used for au-
thentication. When make request for any data or any
service on the cloud. The Service provider authentica-
tor (SPA) sends the first request for client identity. The
steps are as follows

1)When Client request for any service to cloud service
provider, SPA send a CHAP request / challenge to the
client.

2)The Client sends CHAP response/ challenges which is
calculated by using a hash function to SPA

3)SPA checks the challenge value with its own calcu-
lated value. If they are matched then SPA sends CHAP
success message to the client.

Implementation of this EAP-CHAP in cloud computing
provides authentication of the client. It provides se-
curity against spoofing identity theft, data tempering
threat and DoS attack. The data is being transferred be-
tween client and cloud providers. To provide security,
asymmetric key encryption (RSA) algorithm is used.

B. Dhiyanesh proposed Mac based and signature based
schemes for realizing data audit ability and during au-
diting phase data owner provides a secret key to cloud
server and ask for a MAC key for verification [11].
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C. Wang proposed an effective and flexible distribut-
ed schemes as Homomorphic token with distributed
verification of erasure coded data proposed scheme
achieves an integration of storage correctness insur-
ance and data error localization i.e. identification of
misbehaving server [12].

G. Using Automatic Protocol Blocker:

Balkrishna proposed efficient reed Solomon tech-
nique for error correction which check data storage
correctness[13].

(APB)
Security Message Flow|

Fig 4: Automatic Protocol Blocker

KiranKumarproposed automatic protocol blocker to
avoid unauthorized access [14]. When an unauthorized
user access user data, a small application runs which
monitors user inputs, It matches the user input, if it is
matched then it allow user to access the data other-
wise it will block protocol automatically. It contains five
algorithms as keygen, SinGen, GenProof, VerifyProof,
Protocol Verifier. Protocol Verifier is used by CS. It con-
tains three phases as Setup, Audit and PBlock.

H. Random Masking Technique:

Jachak K. B. proposed privacy preserving Third party
auditing without data encryption. It uses a linear com-
bination of sampled block in the server’s response is
masked with randomly generated by a pseudo random
function (PRF) [16].

Block 1 Block 2 Block J
Verification Verification Verification
‘ Metadata Metadata Metadata

Fig 5: Homomorphic Authenticator
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Researchers of [17] use the concept of virtual ma-
chines, The RSA algorithm is used to encode and de-
code the data and SHA 512 algorithm is used for mes-
sage digest which check the integrity of information
Dr. P.K. Deshmukh uses the new password at each in-
stance which will be transferred to the mail server for
each request to obtain data security and data integrity
of cloud computing [17]. This protocol is secure against
an untrusted server as well as third party auditor. Cli-
ent as well as trusted third party verifier should be able
to detect the changes done by the third party auditor.

The client data should be kept private against third par-
ty verifier. It supports public verifiability without help
of a third party auditor. This protocol does not leak any
information to the third party verifier to obtain data
security. This proposed protocol is secure against the
untrusted server and private against third party verifier
and support data dynamics. In this system, the pass-
word is generated and that will be transferred to email
address of the client. Every time a key is used to per-
form various operations such as insert, update delete
on cloud data. It uses time based UUID algorithm for
key generation based on pseudo random numbers. If
an intruder tries to access the users’ data on a cloud,
that IP address will be caught and transferred to the
user so that user will be aware of.

I.Analysis of protocol proposed by C. Wang which con-
tains security flaws:

Researchers of [10] analyses the Protocol proposed by
Wang et al and find security flaws in their protocol. A
Public auditing protocol is a collection of 4 polynomial
time algorithm as (Keygen, TagBlock, Genproof, and
CheckProof)

Keygen: User executes Keygen for key generation.
TagBlock: User executes TagBlock to produce verifica-
tion

metadata.

Genproof: Cloud server executes Genproof for proof
of possession.

CheckProof: TPA will validate a proof of possession
by executing CheckProof.
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The Problem with this systemis that cloud server might
be malicious which might not keep data or might delete
the data owned by cloud users and might even hide the
data possessions.

1)Data modification tag forging attacks
2)Data lost auditing pass attack

3)Data interception and modification attack
4)Data Eavesdropping and Forgery

This protocol is vulnerable to existential forgeries
known as message attack from a malicious cloud server
and an outside attacker. The analysis shows that they
are not providing any security for cloud data storage.

IV. METHODOLOGY :

A public auditing scheme consists of four algorithms
(KeyGen, SigGen, GenProof, and VerifyProof). KeyGen
is a key generation algorithm that is run by the user to
setup the scheme. SigGen is used by the user to gener-
ate verification metadata, which may consist of digital
signatures. GenProof is run by the cloud server to gen-
erate a proof of data storage correctness, while Veri-
fyProof is run by the TPA to audit the proof. Running
a public auditing system consists of two phases, Setup
and Audit.

1. Setup Phase: The user initializes the public and secret
parameters of the system by executing KeyGen, and
preprocesses the data file F by using SigGen to gener-
ate the verification metadata. The user then stores the
data file F and the verification metadata at the cloud
server. The user may alter the data file F by performing
updates on the stored data in cloud.

2. Audit Phase: The TPA issues an audit message or chal-
lenge to the cloud server to make sure that the cloud
server has retained the data file F properly at the time
of the audit. The cloud server will create a response
message by executing GenProof using F and its veri-
fication metadata as inputs. The TPA then verifies the
response by cloud server via VerifyProof.

V. CONCLUSIONS:

For ensuring security of cloud data storage, it is difficult
for enabling a TPA for evaluating the quality of service
from an objective and independent point of view.
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Public audit ability is able to allow clients for delegating
the tasks of integrity verification to TPA while they are
independently not reliable or cannot commit required
resources of computation performing verifications in
a continuous manner. One more important concern is
the procedure for construction of verification proto-
cols which can be able to accommodate data files that
are dynamic. In this paper, the problem of employing
simultaneous public audit ability and data dynamics for
remote data integrity check in Cloud Computing is ex-
plored.

The construction is designed for meeting these two
main goals but efficiency is set as the main goal. For
achieving data dynamics that are effective, the exist-
ing proof of storage models is enhanced through ma-
nipulation of the construction of classic Merkle Hash
Tree for authentication of block tag. For supporting
good handling of multiple numbers of auditing tasks,
the method of bilinear aggregate signature is further
explored for extending the main result into a multiuser
setting, where TPA is able to perform multiple auditing
tasks in a simultaneousmanner.
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