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The wormhole sends IP address of jammer to all other 
nodes. Wormhole then prevents the jamming activity 
of the jammer by encrypting the source ID of message 
along with the message packet.So that the jammer is 
unable to identify its target node and the source can 
forward its message safely through jammer node it-
self.

Keywords: Selective Jamming, Denial of Service, 
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AIM:

To show that selective jamming attacks can be 
launched by performing real time packet classification 
at the physical layer. To mitigate these attacks develop 
a schemes that prevent real-time packet classification 
by combining cryptographic primitives with physical 
layer attributes.

SYNOPSIS:

To address the problem of jamming under an internal 
threat model and consider a sophisticated adversary 
who is aware of network secrets and the implemen-
tation details of network protocols at any layer in the 
network stack. 

The adversary exploits his internal knowledge for 
launching selective jamming attacks in which specific 
messages of high importance are targeted. For ex-
ample, a jammer can target route-request/route-reply 
messages at the routing layer to prevent route discov-
ery, or target TCP acknowledgments in a TCP session 
to severely degrade the throughput of an end-to-end 
flow.

Abstract:

In the network environment most of the time there 
could be more chances of the attacks. That means most 
of the time does not guarantee about the packets can 
be easily transfer over the network.It affects the net-
work performance degrade.To overcomove problem 
of network traffic and performance in this paper we 
address the wireless networks are more sensitive to 
the Denial-of-Service (DoS) attacks. The existing sys-
tem is based on Spread Spectrum (SS). This technique 
mainly focuses on an external threat model. Jamming 
has been addressed under an external threat model In 
wireless network the communications between nodes 
take place through broadcast communication. That is 
why, if an attacker present within the network can eas-
ily eavesdrop the message sent by any node. The main 
attack present in the wireless network is the selective 
jamming attack. This type of attack mainly focuses a 
single node termed as target node. 

Attacker always tries to block the message sent by 
the target node. This leads to the Denial-of-Service at-
tack. We are proposing a new method to prevent the 
selective jamming attack in an internal threat model. 
A wormhole is used, which will generate an alarm to 
indicate the presence of jammer and sent IP address 
of jammer node to all other nodes in the network. Us-
ing a method called packet hiding, we can send mes-
sage through the network even though a jammer is 
present. This method is based on the technique called 
Strong Hiding Commitment Scheme (SHCS). Here, the 
access point in a network region becomes the worm-
hole whenever it finds out any node that violates the 
rules in a particular network region. That node is then 
considered as a jammer node. 
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Wireless networks rely on the uninterrupted availabil-
ity of the wireless medium to interconnect participat-
ing nodes. However, the open nature of this medium 
leaves it vulnerable to multiple security threats. Any-
one with a transceiver can eavesdrop on wireless trans-
missions, inject spurious messages, or jam legitimate 
ones. While eavesdropping and message injection can 
be prevented using cryptographic methods, jamming 
attacks are much harder to counter. They have been 
shown to actualize severe Denial-of-Service (DoS) at-
tacks against wireless networks [12], [17], [36], [37]. In 
the simplest form of jamming, the adversary interferes 
with the reception of messages by transmitting a con-
tinuous jamming signal [25], or several short jamming 
pulses [17]. 

Typically, jamming attacks have been considered under 
an external threat model, in which the jammer is not 
part of the network. Under this model, jamming strat-
egies include the continuous or random transmission 
of high power interference signals [25], [36]. However, 
adopting an “always-on” strategy has several disadvan-
tages. First, the adversary has to expend a significant 
amount of energy to jam frequency bands of interest. 
Second, the continuous presence of unusually high 
interference levels makes this type of attacks easy to 
detect [17], [36], [37]. Conventional anti-jamming tech-
niques rely extensively on spread-spectrum (SS) com-
munications [25], or some form of jamming evasion 
(e.g., slow frequency hopping, or spatial retreats [37]). 
SS techniques provide bit-level protection by spread-
ing bits according to a secret pseudo-noise (PN) code, 
known only to the communicating parties.

These methods can only protect wireless transmissions 
under the external threat model. Potential disclosure 
of secrets due to node compromise, neutralizes the 
gains of SS. Broadcast communications are particularly 
vulnerable under an internal threat model because all 
intended receivers must be aware of the secrets used 
to protect transmissions. Hence, the compromise of 
a single receiver is sufficient to reveal relevant cryp-
tographic information. In this paper, we address the 
problem of jamming under an internal threat model. 
We consider a sophisticated adversary who is aware of 
network secrets and the implementation details of net-
work protocols at any layer in the network stack. The 
adversary exploits his internal knowledge for launching 
selective jamming attacks in which specific messages 
of “high importance” are targeted.

The jammer may decode the first few bits of a packet 
for recovering useful packet identifiers such as packet 
type, source and destination address. After classifica-
tion, the adversary must induce a sufficient number of 
bit errors so that the packet cannot be recovered at 
the receiver.

Eavesdropper jammer:

 Listens and records wireless traffic in channel(s).To de-
fend the above from jammers, the first step is to detect 
the existence of jammer because many other factors 
can also result in the similar appearance like jammer 
performed such as low SNR (Signal Noise Ratio), bat-
tery running out of power or receiver moving out of 
the range. A lot of detection methods have been pro-
posed such as Signal Strength detection, Carrier sens-
ing time detection and PDR (Packets Delivery Ratio) 
detection, however each of which has their own weak 
point. The current state of art is Signal Strength Con-
sistency Checks which can differentiate jamming from 
normal signals. However, the only problem of Strength 
Consistency Checks is it cannot differentiate between 
the various categories of jamming attacks. To enable 
the network to perform defense strategies more effec-
tively such as saving power or quickly enough reaction, 
distinguishing the type of different jamming attacks is 
necessary.

1. INTRODUCTION:

The wireless networks are more sensitive to the Denial-
of-Service (DoS) attacks [1]. In almost every case, jam-
ming causes a denial of service type attack to either 
sender or receiver. The easiest form of jamming a wire-
less network communication is to continually transmit 
useless data to the node where the server becomes 
overloaded. Most people have no idea if a jamming sig-
nal is in use. It appears as if there is no service. This at-
tack makes the network resource unavailable to its le-
gitimate users. The existing system is based on Spread 
Spectrum (SS). This technique mainly focused on an 
external threat model. In broadcast communication, if 
an attacker present within the network can easily drop 
the message sent by any node. In selective jamming 
attack, the attacker always tries to block the message 
sent by its target node and it leads to the Denial-of-Ser-
vice attack [1] [2].
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DISADVANTAGES :

•Broadcast communications are particularly vulnera-
ble under an internal threat model because all intended 
receivers must be aware of the secrets used to protect 
transmissions. 

•The open nature of the wireless medium leaves it vul-
nerable to intentional interference attacks, typically re-
ferred to as jamming.

•Anyone with a transceiver can eavesdrop on wireless 
transmissions, inject spurious messages, or jam legiti-
mate ones.

•Hence, the compromise of a single receiver is suffi-
cient to reveal relevant cryptographic information.

In current System, we address the problem of jamming 
under an internal threat model. We consider a sophis-
ticated adversary who is aware of network secrets and 
the implementation details of network protocols at any 
layer in the network stack. The adversary exploits his 
internal knowledge for launching selective jamming at-
tacks in which specific messages of “high importance” 
are targeted. 
 
To launch selective jamming attacks, the adversary 
must be capable of implementing a “classify-then-jam” 
strategy before the completion of a wireless transmis-
sion. Such strategy can be actualized either by classify-
ing transmitted packets using protocol semantics, or 
by decoding packets on the fly.

To mitigate such attacks, we develop three schemes 
that prevent classification of transmitted packets in 
real time. Our schemes rely on the joint consideration 
of cryptographic mechanisms with PHY-layer attri-
butes.

An intuitive solution to selective jamming would be the 
encryption of transmitted packets (including headers) 
with a static key. However, for broadcast communica-
tions, this static decryption key must be known to all 
intended receivers and hence, is susceptible to com-
promise. Moreover, even if the encryption key of a 
hiding scheme were to remain secret, the static por-
tions of a transmitted packet could potentially lead to 
packet classification.

For example, a jammer can target route-request/route-
reply messages at the routing layer to prevent route 
discovery, or target TCP acknowledgments in a TCP 
session to severely degrade the throughput of an end-
to-end flow. To launch selective jamming attacks, the 
adversary must be capable of implementing a “classify-
then-jam” strategy before the completion of a wireless 
transmission.

Such strategy can be actualized either by classifying 
transmitted packets using protocol semantics [1], [33], 
or by decoding packets on the fly [34]. In the latter 
method, the jammer may decode the first few bits of a 
packet for recovering useful packet identifiers such as 
packet type, source and destination address. After clas-
sification, the adversary must induce a sufficient num-
ber of bit errors so that the packet cannot be recov-
ered at the receiver [34]. Selective jamming requires an 
intimate knowledge of the physical (PHY) layer, as well 
as of the specifics of upper layers.

In Wireless networks rely on the uninterrupted avail-
ability of the wireless medium to interconnect partici-
pating nodes. However, the open nature of this me-
dium leaves it vulnerable to multiple security threats. 
Anyone with a transceiver can eavesdrop on wireless 
transmissions, inject spurious messages, or jam legiti-
mate ones. While eavesdropping and message injec-
tion can be prevented using cryptographic methods, 
jamming attacks are much harder to counter. They 
have been shown to actualize severe Denial-of-Service 
(DoS) attacks against wireless networks.

This strategy has several disadvantages. 

•First, the adversary has to expend a significant amount 
of energy to jam frequency bands of interest.

•Second, the continuous presence of unusually high 
interference levels makes this type of attacks easy to 
detect.

Conventional anti-jamming techniques rely extensive-
ly on spread-spectrum (SS) communications or some 
form of jamming evasion (e.g., slow frequency hop-
ping, or spatial retreats). SS techniques provide bit-
level protection by spreading bits according to a secret 
pseudo-noise (PN) code, known only to the communi-
cating parties. These methods can only protect wire-
less transmissions under the external threat model.
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Wireless networks rely on the uninterrupted availabil-
ity of the wireless medium to interconnect participat-
ing nodes. However, the open nature of this medium 
leaves it vulnerable to multiple security threats. Any-
one with a transceiver can eavesdrop on wireless trans-
missions, inject spurious messages, or jam legitimate 
ones. While eavesdropping and message injection can 
be prevented using cryptographic methods, jamming 
attacks are much harder to counter. They have been 
shown to actualize severe Denial-of-Service (DoS) at-
tacks against wireless networks [12], [17], [36], [37]. In 
the simplest form of jamming, the adversary interferes 
with the reception of messages by transmitting a con-
tinuous jamming signal [25], or several short jamming 
pulses [17]. 

Typically, jamming attacks have been considered under 
an external threat model, in which the jammer is not 
part of the network. Under this model, jamming strat-
egies include the continuous or random transmission 
of high power interference signals [25], [36]. However, 
adopting an “always-on” strategy has several disadvan-
tages. First, the adversary has to expend a significant 
amount of energy to jam frequency bands of interest. 
Second, the continuous presence of unusually high 
interference levels makes this type of attacks easy to 
detect [17], [36], [37]. Conventional anti-jamming tech-
niques rely extensively on spread-spectrum (SS) com-
munications [25], or some form of jamming evasion 
(e.g., slow frequency hopping, or spatial retreats [37]). 
SS techniques provide bit-level protection by spread-
ing bits according to a secret pseudo-noise (PN) code, 
known only to the communicating parties.

These methods can only protect wireless transmissions 
under the external threat model. Potential disclosure 
of secrets due to node compromise, neutralizes the 
gains of SS. Broadcast communications are particularly 
vulnerable under an internal threat model because all 
intended receivers must be aware of the secrets used 
to protect transmissions. Hence, the compromise of 
a single receiver is sufficient to reveal relevant cryp-
tographic information. In this paper, we address the 
problem of jamming under an internal threat model. 
We consider a sophisticated adversary who is aware of 
network secrets and the implementation details of net-
work protocols at any layer in the network stack. The 
adversary exploits his internal knowledge for launching 
selective jamming attacks in which specific messages 
of “high importance” are targeted.

The jammer may decode the first few bits of a packet 
for recovering useful packet identifiers such as packet 
type, source and destination address. After classifica-
tion, the adversary must induce a sufficient number of 
bit errors so that the packet cannot be recovered at 
the receiver.

Eavesdropper jammer:

 Listens and records wireless traffic in channel(s).To de-
fend the above from jammers, the first step is to detect 
the existence of jammer because many other factors 
can also result in the similar appearance like jammer 
performed such as low SNR (Signal Noise Ratio), bat-
tery running out of power or receiver moving out of 
the range. A lot of detection methods have been pro-
posed such as Signal Strength detection, Carrier sens-
ing time detection and PDR (Packets Delivery Ratio) 
detection, however each of which has their own weak 
point. The current state of art is Signal Strength Con-
sistency Checks which can differentiate jamming from 
normal signals. However, the only problem of Strength 
Consistency Checks is it cannot differentiate between 
the various categories of jamming attacks. To enable 
the network to perform defense strategies more effec-
tively such as saving power or quickly enough reaction, 
distinguishing the type of different jamming attacks is 
necessary.

1. INTRODUCTION:

The wireless networks are more sensitive to the Denial-
of-Service (DoS) attacks [1]. In almost every case, jam-
ming causes a denial of service type attack to either 
sender or receiver. The easiest form of jamming a wire-
less network communication is to continually transmit 
useless data to the node where the server becomes 
overloaded. Most people have no idea if a jamming sig-
nal is in use. It appears as if there is no service. This at-
tack makes the network resource unavailable to its le-
gitimate users. The existing system is based on Spread 
Spectrum (SS). This technique mainly focused on an 
external threat model. In broadcast communication, if 
an attacker present within the network can easily drop 
the message sent by any node. In selective jamming 
attack, the attacker always tries to block the message 
sent by its target node and it leads to the Denial-of-Ser-
vice attack [1] [2].
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DISADVANTAGES :

•Broadcast communications are particularly vulnera-
ble under an internal threat model because all intended 
receivers must be aware of the secrets used to protect 
transmissions. 

•The open nature of the wireless medium leaves it vul-
nerable to intentional interference attacks, typically re-
ferred to as jamming.

•Anyone with a transceiver can eavesdrop on wireless 
transmissions, inject spurious messages, or jam legiti-
mate ones.

•Hence, the compromise of a single receiver is suffi-
cient to reveal relevant cryptographic information.

In current System, we address the problem of jamming 
under an internal threat model. We consider a sophis-
ticated adversary who is aware of network secrets and 
the implementation details of network protocols at any 
layer in the network stack. The adversary exploits his 
internal knowledge for launching selective jamming at-
tacks in which specific messages of “high importance” 
are targeted. 
 
To launch selective jamming attacks, the adversary 
must be capable of implementing a “classify-then-jam” 
strategy before the completion of a wireless transmis-
sion. Such strategy can be actualized either by classify-
ing transmitted packets using protocol semantics, or 
by decoding packets on the fly.

To mitigate such attacks, we develop three schemes 
that prevent classification of transmitted packets in 
real time. Our schemes rely on the joint consideration 
of cryptographic mechanisms with PHY-layer attri-
butes.

An intuitive solution to selective jamming would be the 
encryption of transmitted packets (including headers) 
with a static key. However, for broadcast communica-
tions, this static decryption key must be known to all 
intended receivers and hence, is susceptible to com-
promise. Moreover, even if the encryption key of a 
hiding scheme were to remain secret, the static por-
tions of a transmitted packet could potentially lead to 
packet classification.

For example, a jammer can target route-request/route-
reply messages at the routing layer to prevent route 
discovery, or target TCP acknowledgments in a TCP 
session to severely degrade the throughput of an end-
to-end flow. To launch selective jamming attacks, the 
adversary must be capable of implementing a “classify-
then-jam” strategy before the completion of a wireless 
transmission.

Such strategy can be actualized either by classifying 
transmitted packets using protocol semantics [1], [33], 
or by decoding packets on the fly [34]. In the latter 
method, the jammer may decode the first few bits of a 
packet for recovering useful packet identifiers such as 
packet type, source and destination address. After clas-
sification, the adversary must induce a sufficient num-
ber of bit errors so that the packet cannot be recov-
ered at the receiver [34]. Selective jamming requires an 
intimate knowledge of the physical (PHY) layer, as well 
as of the specifics of upper layers.

In Wireless networks rely on the uninterrupted avail-
ability of the wireless medium to interconnect partici-
pating nodes. However, the open nature of this me-
dium leaves it vulnerable to multiple security threats. 
Anyone with a transceiver can eavesdrop on wireless 
transmissions, inject spurious messages, or jam legiti-
mate ones. While eavesdropping and message injec-
tion can be prevented using cryptographic methods, 
jamming attacks are much harder to counter. They 
have been shown to actualize severe Denial-of-Service 
(DoS) attacks against wireless networks.

This strategy has several disadvantages. 

•First, the adversary has to expend a significant amount 
of energy to jam frequency bands of interest.

•Second, the continuous presence of unusually high 
interference levels makes this type of attacks easy to 
detect.

Conventional anti-jamming techniques rely extensive-
ly on spread-spectrum (SS) communications or some 
form of jamming evasion (e.g., slow frequency hop-
ping, or spatial retreats). SS techniques provide bit-
level protection by spreading bits according to a secret 
pseudo-noise (PN) code, known only to the communi-
cating parties. These methods can only protect wire-
less transmissions under the external threat model.
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We investigate the feasibility of real-time packet 
classification for launching selective jamming attacks. 
We show that such attacks are relatively easy to actual-
ize by exploiting knowledge of network protocols and 
cryptographic primitives extracted from compromised 
nodes. Our finding indicates that selective jamming at-
tacks lead to a DoS with very low effort on behalf of 
the jammer. 

To mitigate such attacks, we develop schemes that pre-
vent classification of transmitted packets in real time. 
Our schemes rely on the joint consideration of cryp-
tographic mechanisms with PHY-layer. In this paper, 
we address the problem of jamming under an internal 
threat model. We consider a sophisticated adversary 
who is aware of network secrets and the implemen-
tation details of network protocols at any layer in the 
network stack.

IMPLEMENTATION:

Implementation is the stage of the project when the 
theoretical design is turned out into a working system. 
Thus it can be considered to be the most critical stage 
in achieving a successful new system and in giving the 
user, confidence that the new system will work and be 
effective.The implementation stage involves careful 
planning, investigation of the existing system and it’s 
constraints on implementation, designing of methods 
to achieve changeover and evaluation of changeover 
methods.

Network module:

We address the problem of preventing the jamming 
node from classifying m in real time, thus mitigating 
J’s ability to perform selective jamming. The network 
consists of a collection of nodes connected via wire-
less links. Nodes may communicate directly if they are 
within communication range, or indirectly via multiple 
hops. Nodes communicate both in uni-cast mode and 
broadcast mode. Communications can be either unen-
crypted or encrypted.

ADVANTAGES OF CURRENT SYSTEM:

•Relatively easy to actualize by exploiting knowledge 
of network protocols and cryptographic primitives ex-
tracted from compromised nodes

•Our findings indicate that selective jamming attacks 
lead to a DoS with very low effort on behalf of the jam-
mer.

•Achieve strong security properties.

LITERATURE SURVEY:

Literature survey is the most important step in soft-
ware development process. Before developing the tool 
it is necessary to determine the time factor, economy 
n company strength. Once these things r satisfied, ten 
next steps is to determine which operating system and 
language can be used for developing the tool. Once 
the programmers start building the tool the program-
mers need lot of external support. This support can 
be obtained from senior programmers, from book or 
from websites. Before building the system the above 
consideration r taken into account for developing the 
proposed system.

RELATED WORK:

 Continuous jamming has been used as a denial-of-ser-
vice (DoS) attack against voice communication since 
the 1940s [15].Recently, several alternative jamming 
strategies have been demonstrated [11], [12], [19], 
[20]. Xuet. al. Categorized jammers into four models, 
(a) a constant jammer that continuously emits noise, 
(b) a deceptive jammer that continuously broadcasts 
fabricated messages or replays old ones, (c) a random 
jammer that alternates between periods of continuous 
jamming and inactivity, and (d) a reactive jammer who 
jams only when transmission activity is detected. 

Intelligent attacks which target the transmission of 
specific packets were presented in [8], [18]. Thus con-
sidered an attacker who infers eminent packet trans-
missions based on timing information at the MAC lay-
er. Considered (a) (b). We analyze the security of our 
schemes and show that they achieve strong security 
properties, with minimal impact on the network per-
formance.
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Strong Hiding Commitment Scheme (SHCS):

We propose a strong hiding commitment scheme 
(SHCS), which is based on symmetric cryptography. 
Our main motivation is to satisfy the strong hiding 
property while keeping the computation and commu-
nication overhead to a minimum.

The computation overhead of SHCS is one symmetric 
encryption at the sender and one symmetric decryp-
tion at the receiver. Because the header information is 
permuted as a trailer and encrypted, all receivers in the 
vicinity of a sender must receive the entire packet and 
decrypt it, before the packet type and destination can 
be determined. However, in wireless protocols such 
as 802.11, the complete packet is received at the MAC 
layer before it is decided if the packet must be discard-
ed or be further processed . If some parts of the MAC 
header are deemed not to be useful information to the 
jammer, they can remain unencrypted in the header of 
the packet, thus\ avoiding the decryption operation at 
the receiver.

Cryptographic Puzzle Hiding Scheme (CPHS):

we present a packet hiding scheme based on crypto-
graphic puzzles. The main idea behind such puzzles is 
to force the recipient of a puzzle execute a pre-defined 
set of computations before he is able to extract a se-
cret of interest. The time required for obtaining the 
solution of a puzzle depends on its hardness and the 
computational ability of the solver. The advantage of 
the puzzle based scheme is that its security does not 
rely on the PHY layer parameters. However, it has high-
er computation and communication overhead.

For encrypted broadcast communications, symmetric 
keys are shared among all intended receivers. These 
keys are established using pre-shared pair wise keys or 
asymmetric cryptography.

Real Time Packet Classification:

Consider the generic communication system depicted 
in Fig.  At the PHY layer, a packet m is encoded, inter-
leaved, and modulated before it is transmitted over the 
wireless channel. At the receiver, the signal is demodu-
lated, deinter leaved, and decoded, to recover the orig-
inal packet m. Moreover, even if the encryption key of 
a hiding scheme were to remain secret, the static por-
tions of a transmitted packet could potentially lead to 
packet classification. 

This is because for computationally-efficient encryption 
methods such as block encryption, the encryption of a 
prefix plaintext with the same key yields a static cipher 
text prefix. Hence, an adversary who is aware of the 
underlying protocol specifics (structure of the frame) 
can use the static cipher text portions of a transmitted 
packet to classify it.

Selective Jamming Module:

We illustrate the impact of selective jamming attacks 
on the network performance. Implement selective 
jamming attacks in two multi-hop wireless network 
scenarios. In the first scenario, the attacker targeted a 
TCP connection established over a multi-hop wireless 
route. In the second scenario, the jammer targeted 
network-layer control messages transmitted during 
the route establishment process.

Selective jamming would be the encryption of transmit-
ted packets (including headers) with a static key. How-
ever, for broadcast communications, this static decryp-
tion key must be known to all intended receivers and 
hence, is susceptible to compromise. An adversary in 
possession of the decryption key can start decrypting 
as early as the reception of the first cipher text block.
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We investigate the feasibility of real-time packet 
classification for launching selective jamming attacks. 
We show that such attacks are relatively easy to actual-
ize by exploiting knowledge of network protocols and 
cryptographic primitives extracted from compromised 
nodes. Our finding indicates that selective jamming at-
tacks lead to a DoS with very low effort on behalf of 
the jammer. 

To mitigate such attacks, we develop schemes that pre-
vent classification of transmitted packets in real time. 
Our schemes rely on the joint consideration of cryp-
tographic mechanisms with PHY-layer. In this paper, 
we address the problem of jamming under an internal 
threat model. We consider a sophisticated adversary 
who is aware of network secrets and the implemen-
tation details of network protocols at any layer in the 
network stack.

IMPLEMENTATION:

Implementation is the stage of the project when the 
theoretical design is turned out into a working system. 
Thus it can be considered to be the most critical stage 
in achieving a successful new system and in giving the 
user, confidence that the new system will work and be 
effective.The implementation stage involves careful 
planning, investigation of the existing system and it’s 
constraints on implementation, designing of methods 
to achieve changeover and evaluation of changeover 
methods.

Network module:

We address the problem of preventing the jamming 
node from classifying m in real time, thus mitigating 
J’s ability to perform selective jamming. The network 
consists of a collection of nodes connected via wire-
less links. Nodes may communicate directly if they are 
within communication range, or indirectly via multiple 
hops. Nodes communicate both in uni-cast mode and 
broadcast mode. Communications can be either unen-
crypted or encrypted.

ADVANTAGES OF CURRENT SYSTEM:

•Relatively easy to actualize by exploiting knowledge 
of network protocols and cryptographic primitives ex-
tracted from compromised nodes

•Our findings indicate that selective jamming attacks 
lead to a DoS with very low effort on behalf of the jam-
mer.

•Achieve strong security properties.

LITERATURE SURVEY:

Literature survey is the most important step in soft-
ware development process. Before developing the tool 
it is necessary to determine the time factor, economy 
n company strength. Once these things r satisfied, ten 
next steps is to determine which operating system and 
language can be used for developing the tool. Once 
the programmers start building the tool the program-
mers need lot of external support. This support can 
be obtained from senior programmers, from book or 
from websites. Before building the system the above 
consideration r taken into account for developing the 
proposed system.

RELATED WORK:

 Continuous jamming has been used as a denial-of-ser-
vice (DoS) attack against voice communication since 
the 1940s [15].Recently, several alternative jamming 
strategies have been demonstrated [11], [12], [19], 
[20]. Xuet. al. Categorized jammers into four models, 
(a) a constant jammer that continuously emits noise, 
(b) a deceptive jammer that continuously broadcasts 
fabricated messages or replays old ones, (c) a random 
jammer that alternates between periods of continuous 
jamming and inactivity, and (d) a reactive jammer who 
jams only when transmission activity is detected. 

Intelligent attacks which target the transmission of 
specific packets were presented in [8], [18]. Thus con-
sidered an attacker who infers eminent packet trans-
missions based on timing information at the MAC lay-
er. Considered (a) (b). We analyze the security of our 
schemes and show that they achieve strong security 
properties, with minimal impact on the network per-
formance.
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Strong Hiding Commitment Scheme (SHCS):

We propose a strong hiding commitment scheme 
(SHCS), which is based on symmetric cryptography. 
Our main motivation is to satisfy the strong hiding 
property while keeping the computation and commu-
nication overhead to a minimum.

The computation overhead of SHCS is one symmetric 
encryption at the sender and one symmetric decryp-
tion at the receiver. Because the header information is 
permuted as a trailer and encrypted, all receivers in the 
vicinity of a sender must receive the entire packet and 
decrypt it, before the packet type and destination can 
be determined. However, in wireless protocols such 
as 802.11, the complete packet is received at the MAC 
layer before it is decided if the packet must be discard-
ed or be further processed . If some parts of the MAC 
header are deemed not to be useful information to the 
jammer, they can remain unencrypted in the header of 
the packet, thus\ avoiding the decryption operation at 
the receiver.

Cryptographic Puzzle Hiding Scheme (CPHS):

we present a packet hiding scheme based on crypto-
graphic puzzles. The main idea behind such puzzles is 
to force the recipient of a puzzle execute a pre-defined 
set of computations before he is able to extract a se-
cret of interest. The time required for obtaining the 
solution of a puzzle depends on its hardness and the 
computational ability of the solver. The advantage of 
the puzzle based scheme is that its security does not 
rely on the PHY layer parameters. However, it has high-
er computation and communication overhead.

For encrypted broadcast communications, symmetric 
keys are shared among all intended receivers. These 
keys are established using pre-shared pair wise keys or 
asymmetric cryptography.

Real Time Packet Classification:

Consider the generic communication system depicted 
in Fig.  At the PHY layer, a packet m is encoded, inter-
leaved, and modulated before it is transmitted over the 
wireless channel. At the receiver, the signal is demodu-
lated, deinter leaved, and decoded, to recover the orig-
inal packet m. Moreover, even if the encryption key of 
a hiding scheme were to remain secret, the static por-
tions of a transmitted packet could potentially lead to 
packet classification. 

This is because for computationally-efficient encryption 
methods such as block encryption, the encryption of a 
prefix plaintext with the same key yields a static cipher 
text prefix. Hence, an adversary who is aware of the 
underlying protocol specifics (structure of the frame) 
can use the static cipher text portions of a transmitted 
packet to classify it.

Selective Jamming Module:

We illustrate the impact of selective jamming attacks 
on the network performance. Implement selective 
jamming attacks in two multi-hop wireless network 
scenarios. In the first scenario, the attacker targeted a 
TCP connection established over a multi-hop wireless 
route. In the second scenario, the jammer targeted 
network-layer control messages transmitted during 
the route establishment process.

Selective jamming would be the encryption of transmit-
ted packets (including headers) with a static key. How-
ever, for broadcast communications, this static decryp-
tion key must be known to all intended receivers and 
hence, is susceptible to compromise. An adversary in 
possession of the decryption key can start decrypting 
as early as the reception of the first cipher text block.
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telligent sensing and classification in ad hoc networks: 
a case study. Aerospace and Electronic Systems Maga-
zine, IEEE, 24(8):23–30, August 2009. 

[5] Y. Desmedt. Broadcast anti-jamming systems. Com-
puter Networks, 35(2-3):223–236, February 2001. 

[6] K. Gaj and P. Chodowiec. FPGA and ASIC imple-
mentations of AES. Cryptographic Engineering, pages 
235–294, 2009.

[7] O. Goldreich. Foundations of cryptography: Basic 
applications. Cambridge University Press, 2004. 
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han, and D. Wetherall. Improving wireless privacy with 
an identifier-free link layer protocol. In Proceedings of 
MobiSys, 2008. 

[9] IEEE. IEEE 802.11 standard. http://standards.ieee.
org/getieee802/  download/802.11-2007.pdf, 2007. 

[10] A. Juels and J. Brainard. Client puzzles: A crypto-
graphic countermeasure against connectison deple-
tion attacks. In Proceedings of NDSS, pages 151–165, 
1999.

[11] Y. W. Law, M. Palaniswami, L. V. Hoesel, J. Doumen, 
P. Hartel, and P. Havinga. Energy-efficient link-layer 
jamming attacks against WSN MAC protocols. ACM 
Transactions on Sensors Networks, 5(1):1–38, 2009.

[12] L. Lazos, S. Liu, and M. Krunz. Mitigating control-
channel jamming attacks in multi-channel ad hoc net-
works. In Proceedings of the 2nd ACM conference on 
wireless network security, pages 169–180, 2009.

[13] G. Lin and G. Noubir. On link layer denial of service 
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We consider several puzzle schemes as the basis for 
CPHS. For each scheme, we analyze the implementa-
tion details which impact security and performance. 
Cryptographic puzzles are primitives originally sug-
gested by Merkle as a method for establishing a secret 
over an insecure channel. They find a wide range of 
applications from preventing DoS attacks to providing 
broadcast authentication and key escrow schemes.

CONCLUSION:

In this way, we address the problem of selective jam-
ming attacks in networks. We considered an internal 
adversary model in which the jammer is part of the 
network under attack, thus being aware of the pro-
tocol specifications and shared network secrets. We 
show that the jammer can classify the packets in real 
time by decoding the first few symbols of an ongoing 
transmission. We evaluate the impact of selective jam-
ming attacks on network protocols such as TCP and 
routing. Our findings show that a selective jammer can 
significantly impact performance with very low effort. 
We are developing and survey on three schemes that 
transform a selective jammer to a random one by pre-
venting real-time packet classification.
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