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ABSTRACT: 

Advancement in the technology leading to conflicts while 
transmitting the data. Security must be there for sending 
the date. Separable Reversible Data Hiding is one the ad-
vanced technique to send the data using an image secretly 
by embedding data into an image and encryption it and re-
covering the image losslessly after the extraction of data. 
In this paper a new way to enhance the security of an im-
age has been done. 
 
1.INTRODUCTION:

Data and information security have always been a vibrant 
area of research. In the area of data security various tradi-
tional approaches like Cryptography, Steganography, and 
Data Hiding can be used. Cryptography refers to the study 
of mathematical techniques and related aspects of Infor-
mation Security like data confidentiality, data integrity, 
and of data authentication. In cryptography a plain mes-
sage is encrypted into cipher text and that might look like 
a meaningless jumble of character whereas in case of ste-
ganography, the plain message is hidden inside a medium 
that looks quite normal and does not provide any reason 
for suspecting the existence of a hidden message. Such an 
image is called as stego-image. Data hiding conceals the 
existence of secretinformation while cryptography pro-
tects the content of messages.More and more attention is 
paid to reversible data hiding in encrypted images. The 
hidden data in the cover image may be any text related to 
the image such as authentication data or author informa-
tion [2]. Reversible data hiding[6] represents a technique 
where the data is embedded in the host media and at the 
receiving end the secret data and also the host media will 
be recovered loss less.

2. EXISTING SYSTEM:

Assume we are considering a grayscale image of size m 
× n .First scan the image into a matrix sized m × n. For 
a grayscale image, the pixel values fall in the range [0, 
255]. 
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We use the chaotic based permutation method [1] in   en-
crypt the image. A sequence of pseudorandom numbers 
are generated by using the logistic function

Xp+1= µ* Xp *(1-Xp)              (1)
 
Where the value of μ lies in the range [0, 4]. Usually ini-
tial seed of the logistic function lies between [0,1] but 
instead of directly specifying here algorithm uses120 bit 
encryption key and calculate the initial seed from the key 
using (2)&(3).

Key = {K1, K2, K3… K15} (2)

X0= (K1 XOR K2 XOR .. K8 +Sum (K1,K2..
K15))/212(3)

Where X0 is the initial seed to the logistic function. Value 
of μ is chosen as the optimum one from the literatures. 
Least complexity, sensitiveness to the initial seed values 
and desirable chaotic behavior in the range [3.57, 4] of μ 
value makes logistic function as the best choice for per-
mutation. Generate N = mn pseudorandom numbers using 
(1) and store them in a vector C (Chaotic). Sort the vector 
C in ascending order. Note the position changes during 
sorting to generate a location map LM (Location Map). 
Location map is such that, LM (1) is the original index 
of smallest value, LM (2) that of second smallest and so 
on. Arrange pixels of the image into a vector P (Picture). 
Rearrange P according to the location map LM. Reshape 
vector P into matrix sized m × n to get the encrypted im-
age.

Data Hiding:

As permutation based encryption do not alter the histo-
gram of original image, histogram modification based 
method can be used to hide data into the encrypted image. 
A clear idea about histogram and image organization is 
the prerequisite for the better understanding of the con-
cept. The method follows:
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•Pseudo randomly permute the encrypted image pixels us-
ing data hiding key. Adopt the same mechanism described 
for generating chaotic sequence from encryption key.

•First H (Header) pixels of permuted image are used to 
hide parameters of data hiding. The parameters consid-
ered are MAX-MIN pixel values & number of MAX-MIN 
pairs. Let there are S MAX-MIN pairs. Then, the number 
of pixels needed to hide the parameters are given by

H = 2* S + 1 * 8(4)

•Generate histogram of the remaining N-H pixels and 
find the maximum (MAX) and minimum (MIN) points. 
A MAX point is the grayscale value having the maximum 
number of pixels in the image. A MIN point is the gray-
scale value having minimum number of pixels in the im-
age. Data hiding with a single pair only explained here. 
From the observations in most of the cases, MAX<MIN. 
Data are embedded into pixels with grayscale value equal 
to MAX. The pixel positions with grayscale value equal 
to MIN are stored as overhead information and will be 
hidden into the image along with pure data.

•The N-H pixels used for generating the histogram are 
scanned in the sequential order. The grayscale values of 
those pixels in the range [MAX+1, MIN-1] are increment-
ed by 1, by leaving the MAX+1 slot empty. This process 
is called histogram shifting.

•Let there be p pixels corresponding to the grayscale value 
MAX. These p pixels are used to hide the data. Data to be 
embedded is converted to binary bit stream. The N- H pix-
els are scanned in the sequential order. Whenever a pixel 
with grayscale value MAX is encountered, check the bit 
to be embedded. If the corresponding bit to be embedded 
into that pixel is “1”, the pixel value is incremented by 1. 
If the bit to be embedded is “0”, the pixel value remains 
unchanged. 

•The parameters of data hiding namely, number of MAX- 
MIN pairs and MAX-MIN pixel values, are hidden into 
the image by replacing the LSB of first H pixels. The 
original H LSBs are also hidden as overhead information 
along with pure data.

•Perform inverse permutation on the image. The above 
steps complete data hiding process. It is observed that 
data hiding capacity of the method is (P-O-H) bits, where 
O is the overhead information due to MIN positions. 

Data Extraction and Image Recovery:

When the receiver has only data hiding key and encrypted 
image containing hidden data, he must be able to gener-
ate an image similar to the original image, but should not 
be able to read the hidden data. The receiver can decrypt 
the encrypted image containing hidden data by using the 
encryption key only. For this, he generates the same cha-
otic sequence as in encryption phase using and the initial 
conditions. The logistic map is generated by sorting the 
sequence in ascending order. Using the logistic map, pix-
els of the encrypted image are rearranged to their original 
position to get the decrypted image. The decryption pro-
cess can bring back all the pixels to their original position. 
Only distortion in the decrypted image is a difference of 
1 in grayscale value for those pixels used for data hiding. 
The lower bound of Peak Signal to Noise Ratio (PSNR) 
of this decrypted image can be proved to be larger than 
48 dB as follows.It is observed that the grayscale value of 
pixels between MAX and MIN will either be incremented 
or decremented by 1 during data hiding. In the worst case, 
the value of every pixel differs by a value of 1 from their 
original value. Thus, the Mean Square Error (MSE) of 
worst case is 1 and the lower bound of PSNR of the de-
crypted image containing hidden data is given by

PSNR = 10log10 (255 × 255)/MSE
 = 10 log10 2552
= 48.13 dB

When the receiver has both keys, he first extracts the hid-
den data using data hiding key as in case (i). This will 
recover the original value of distorted pixels due to data 
hiding. Then, the receiver decrypts the image as in case 
(ii). Thus, the hidden data is extracted exactly and the 
original image is recovered completely.

3. PROPOSED WORK:
Image encryption:

The Advanced Encryption Standard (AES) algorithm[4] 
consists of a set of processing steps repeated for a number 
of iterations called rounds. The number of rounds depends 
on the size of the key and the size of the data block. The 
number of rounds is 9 for example, if both the block and 
the key are 128 bits long. Given a sequence {X1,X2,...,Xn} 
of bit plaintext blocks, each Xi is encrypted with the same 
secret key k producing the cipher text blocks {Y1, Y2, ..., 
Yn}, as described in the scheme from 
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Fig. 1. To encipher a data block Xi in AES you first per-
form an AddRoundKey step by XORing a subkey with 
the block.The incoming data and the key are added to-
gether in the first AddRoundKey step. Afterwards, it fol-
lows the round operation. Each regular round operation 
involves four steps. In the SubBytes step, each byte of 
the block is replaced by its substitute in a substitution box 
(S-Box). In cryptography, an S-box is a basic component 
of symmetric key algorithms used to obscure the relation-
ship between the plaintext and the cipher text. 

The next one is the ShiftRows step where the rows are 
cyclically shifted over different offsets. The next step is 
the MixColumns, where each column is multiplied with 
a matrix over the Gallois Field, denoted as GF (28). The 
last step of the round operation is another AddRoundKey. 
It is a simple XOR with the actual data and the subkey for 
the current round. 

Before producing the final ciphered data Yi, the AES per-
forms an extra final routine that is composed of (SubBytes, 
ShiftRows and AddRoundKey) steps, as shown in Fig. 1. 
The ECB mode is actually the basic AES algorithm. With 
the ECB mode, each plaintext block Xi is encrypted with 
the same secret key k producing the cipher text block Yi

Yi = Ek (Xi)  (1)

For the proposed method, the ECB mode of AES algo-
rithm has been chosen to encrypt the images. The images 
are thus encrypted by blocks of 128 bits. The message 
is divided into blocks, and each block is encrypted sepa-
rately. It is useful when you are encrypting random blocks 
of data.

Embedding messages in digital images:

The system for representing colour is the ARGB system-
which stores pixel data in the form of red, green, blue and 
alpha (transparency).Under ARGB system, first 8 bits (0 
to 7) of the pixel belong to Alpha value or the transparen-
cy value. The second 8 bits (8 to 15) represent red colour, 
third 8 bits (16 to 23) represent green colour and the last 8 
bits (24 to 31) represent blue colour.

If we increase the storage locations for message to the 
least significant bit of all the four components of ARGB 
system (pixel numbers 0, 8, 16 and 24), the storage capac-
ity increases to

Here n is the maximum length of the message and P is the 
number of pixels.

CONCLUSION:

In this project, a scheme for separable reversible data 
hiding in encrypted image is proposed, which consists of 
image encryption, data embedding and data-extraction/
image recovery phases. In the first phase, the content 
owner encrypts the original uncompressed image using 
an encryption key and embeds data using embedding key. 
With an encrypted image containing additional data, the 
receiver may extract the additional data using only the 
data-hiding key, or obtain an image similar to the original 
one using only the encryption key.

When the receiver has both of the keys, he can extract the 
additional data and recover the original content without 
any error by exploiting the spatial correlation in natural 
image if the amount of additional data is not too large. 
Still more investigation and research should be done for 
increasing the security and we may implement this pro-
cedure via network and we can extend this process of en-
cryption and decryption on different types of data i.e. on 
audios, videos etc.

Fig.1 The scheme of the AES algorithm containing 9 
rounds of processing steps.

Now that the pixel level organization of ARGB system is 
clear, we should understand that the maximum value for 
each parameter of ARGB system is 28 i.e., 256. Maxi-
mum value is shown when the pixel stores one in all bits. 
If a change is made to the value at the least significant bit, 
i.e. the bit location 0 for alpha value, 8 for red value, 16 
for green value and 24 for blue value, the impact is likely 
to be 0.39% .Since the change in original value is very 
low, we might use the least significant bit of any or all the 
four ARGB bytes for storing the information we wish to 
transmit incognito. Before embedding the message, the 
length of the message should be written into the image. 
This will exclude the appearance of junk values in the 
decoded message.

After extracting bit number 0 from the first 32 pixels, the 
bits should be neatly arranged inside an integer variable 
to know the length of message embedded into the image. 
Pixels following the 32nd pixel store the bits needed for 
reconstructing the byte value needed to create the orig-
inal string.Hence, an image with 1 million pixels (or 1 
Mega Pixel) might be able to store a message containing 
a maximum of 1,24,996 characters. ((10,00,000-32)/8 = 
1,24,996). Although 1 Mega Pixel image is considered a 
low resolution image, it could store a lot of characters in 
the form of a text message. Maximum size of message 
that could be embedded in an image at the rate of 1 bit 
from each pixel can be calculated using the relation 
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Fig. 1. To encipher a data block Xi in AES you first per-
form an AddRoundKey step by XORing a subkey with 
the block.The incoming data and the key are added to-
gether in the first AddRoundKey step. Afterwards, it fol-
lows the round operation. Each regular round operation 
involves four steps. In the SubBytes step, each byte of 
the block is replaced by its substitute in a substitution box 
(S-Box). In cryptography, an S-box is a basic component 
of symmetric key algorithms used to obscure the relation-
ship between the plaintext and the cipher text. 

The next one is the ShiftRows step where the rows are 
cyclically shifted over different offsets. The next step is 
the MixColumns, where each column is multiplied with 
a matrix over the Gallois Field, denoted as GF (28). The 
last step of the round operation is another AddRoundKey. 
It is a simple XOR with the actual data and the subkey for 
the current round. 

Before producing the final ciphered data Yi, the AES per-
forms an extra final routine that is composed of (SubBytes, 
ShiftRows and AddRoundKey) steps, as shown in Fig. 1. 
The ECB mode is actually the basic AES algorithm. With 
the ECB mode, each plaintext block Xi is encrypted with 
the same secret key k producing the cipher text block Yi

Yi = Ek (Xi)  (1)

For the proposed method, the ECB mode of AES algo-
rithm has been chosen to encrypt the images. The images 
are thus encrypted by blocks of 128 bits. The message 
is divided into blocks, and each block is encrypted sepa-
rately. It is useful when you are encrypting random blocks 
of data.

Embedding messages in digital images:

The system for representing colour is the ARGB system-
which stores pixel data in the form of red, green, blue and 
alpha (transparency).Under ARGB system, first 8 bits (0 
to 7) of the pixel belong to Alpha value or the transparen-
cy value. The second 8 bits (8 to 15) represent red colour, 
third 8 bits (16 to 23) represent green colour and the last 8 
bits (24 to 31) represent blue colour.

If we increase the storage locations for message to the 
least significant bit of all the four components of ARGB 
system (pixel numbers 0, 8, 16 and 24), the storage capac-
ity increases to

Here n is the maximum length of the message and P is the 
number of pixels.

CONCLUSION:

In this project, a scheme for separable reversible data 
hiding in encrypted image is proposed, which consists of 
image encryption, data embedding and data-extraction/
image recovery phases. In the first phase, the content 
owner encrypts the original uncompressed image using 
an encryption key and embeds data using embedding key. 
With an encrypted image containing additional data, the 
receiver may extract the additional data using only the 
data-hiding key, or obtain an image similar to the original 
one using only the encryption key.

When the receiver has both of the keys, he can extract the 
additional data and recover the original content without 
any error by exploiting the spatial correlation in natural 
image if the amount of additional data is not too large. 
Still more investigation and research should be done for 
increasing the security and we may implement this pro-
cedure via network and we can extend this process of en-
cryption and decryption on different types of data i.e. on 
audios, videos etc.

Fig.1 The scheme of the AES algorithm containing 9 
rounds of processing steps.

Now that the pixel level organization of ARGB system is 
clear, we should understand that the maximum value for 
each parameter of ARGB system is 28 i.e., 256. Maxi-
mum value is shown when the pixel stores one in all bits. 
If a change is made to the value at the least significant bit, 
i.e. the bit location 0 for alpha value, 8 for red value, 16 
for green value and 24 for blue value, the impact is likely 
to be 0.39% .Since the change in original value is very 
low, we might use the least significant bit of any or all the 
four ARGB bytes for storing the information we wish to 
transmit incognito. Before embedding the message, the 
length of the message should be written into the image. 
This will exclude the appearance of junk values in the 
decoded message.

After extracting bit number 0 from the first 32 pixels, the 
bits should be neatly arranged inside an integer variable 
to know the length of message embedded into the image. 
Pixels following the 32nd pixel store the bits needed for 
reconstructing the byte value needed to create the orig-
inal string.Hence, an image with 1 million pixels (or 1 
Mega Pixel) might be able to store a message containing 
a maximum of 1,24,996 characters. ((10,00,000-32)/8 = 
1,24,996). Although 1 Mega Pixel image is considered a 
low resolution image, it could store a lot of characters in 
the form of a text message. Maximum size of message 
that could be embedded in an image at the rate of 1 bit 
from each pixel can be calculated using the relation 
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