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ABSTRACT

In this paper, we introduce a new fingrained twe
factor authentication (2FA) access control systdor
webbased cloud computing services. Specifically, in
our proposed 2FA access control system, an
attribute-based access control mechanism s
implemented with the necessity of both a user secret
key and a lightweight security device. As a user
cannot acess the system if they do not hold both, the
mechanism can enhance the security of the system,
especially in those scenarios where many users share
the same computer for webased cloud services. In
addition, attributebased control in the system also
enales the cloud server to restrict the access to those
users with the same set of attributes while preserving
user privacy, i.e., the cloud server only knows that the
user fulfills the required predicate, but has no idea
on the exact identity of the user. Rally, we also
carry out a simulation to demonstrate the
practicability of our proposed 2FA system.

INTRODUCTION

Cloud computing is a virtual host computer system
that enables enterprises to buy, lease, sell, or distribute
software and other digital resmes over the internet

as an ordemand service. It no longer depends on a
server or a number of machines that physically exist,
as it is a virtual system. There are many applications of
cloud computing, such as dasharing daa storage,

big data managemég medical information systemtc.

End users access clobdsed applications through a
web browser, thin client or mobile app while the
business software and
at a remote location. The benefits of wedsed cloud
computingservices are huge, which include the ease of
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accessibility, reduced costs and capital expenditures,
increased  operational  efficiencies,  scalability,
flexibility and immediate time to market. Though the
new paradigm of cloud computing provides great
advanages, there are meanwhile also concerns about
security and privacy especially for wdiased cloud
services. As sensitive data may be stored in the cloud
for sharing purpose or convenient access; and eligible
users may also access the cloud system for wario
applications and services, user authentication has
become a critical component for any cloud system. A
user is required to login before using the cloud services
or accessing the sensitive data stored in the cloud.
There are two problems for the tradit&
account/passwordbased system. First, the traditional
account/passwordbased authentication is not privacy
preserving. However, it is well acknowledged that
privacy is an essential feature that must be considered
in cloud computing systems. Second, it@nmon to
share a computer among different people. It maybe
easy for hackers to install some spyware to learn the
login password from the wetrowser. A recently
proposed access control model called attritmateed
access control is a good candidate tcklea the first
problem. It not only provides anonymous
authentication but also further defines access control
policies based on different attributes of the requester,
environment, or the data object. In an attridodsed
access control systeml, each Us#s a user secret key
issued by the authority. In practice, the user secret key
is stored inside the personal computer. When we
consider the above mentioned second problem on web

u s e rbdsed senacesait is commos that camguters rmaysbe r

shared by many users espdly in some large
enterprises or organizations.
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EXISTING SYSTEM
1 Mediated cryptography was first introduced as

a method to allow immediate revocation of
public keys. The basic idea of mediated
cryptography is to use an dine mediator for
every transaaotin. This orline mediator is
referred to a SEM (SEcurity Mediator) since it
provides a control of security capabilities. If
the SEM does not cooperate then no
transactions with the public key are possible
any longer.

The general idea of kepsulated seaity was

to store longerm keys in a physicalgecure
but computationalfimited device. Short
term secret keys are kept by users on a
powerful but insecure device where
cryptographic computations take place. Short
term secrets are then refreshed atrdie time
periods via interaction between the user and
the base while the public key remains
unchanged throughout the lifetime of the
system.

DISADVANTAGES OF EXISTING SYSTEM:
1 Key-insulated cryptosystem requires all users

to update their keys in every time period. The
key update process requires the security
device.

Once the key has been updated, the signing or
decryption algorithm doesiot require the
device anymore within theame time period.

The traditional  account/passwebdsed
authentication is not privacy preserving.
However, it is well acknowledged that privacy
is an essential feature that must be considered
in cloud computing systems.

It is common to share a computemang
different people. It may be easy for hackers to
install some spyware to learn the login
password from the webrowser.
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The adversary acts as the role of the cloud
server and tries to find out the identity of the

user it is interacting with.

Access wihout Secret Key: The adversary

tries to access the system (within its

privileges) without any secret key. It can have
its own security device.

PROPOSED SYSTEM

T

In this paper, we propose a figeained twe
factor access control protocol for wbhsed
cloud computing services, using a lightweight
security device. The device has the following
properties: (1) it can compute some
lightweight algorithms, e.g. hashing and
exponentiation; and (2) it is tamper resistant,
i.e., it is assumed that no one can breas int
to get the secret information stored inside.

In this paper, we propose a figeained twe
factor access control protocol for wbhsed
cloud computing services, using a lightweight
security device. The device has the following
properties. It can copute some lightweight
algorithms, e.g. hashing and exponentiation;
and it is tamper resistant, i.e., it is assumed
that no one can break into it to get the secret
information stored inside.

With this device, our protocol provides a 2FA
security. First tb user secret key (which is
usually stored inside the computer) is required.
In addition, the security device should be also
connected to the computer (e.g. through USB)
in order to authenticate the user for accessing
the cloud. The user can be grantedeasoonly

if he has both items.

Furthermore, the user cannot use his secret key
with another device belonging to others for the
access. Our protocol supports figeined
attributebased access which provides a great
flexibility for the system to set diéirent access
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policies according to different scenarios. At
the same time, the privacy of the user is also
preserved. The cloud system only knows that
the user possesses some required attribute, but
not the real identity of the user. To show the
practicaliy of our system, we simulate the
prototype of the protocol.

ADVANTAGES OF PROPOSED SYSTEM:

9 Our protocol supports fingrained attribute
based access which provides a great flexibility
for the system to set different access policies
according to differenscenarios. At the same
time, the privacy of the user is also preserved.

1 The cloud system only knows that the user
possesses some required attribute, but not the
real identity of the user.

1 To show the practicality of our system, we
simulate the prototypef the protocol.

1 Tamperresistance. The content stored inside
the security device is not accessible nor
modifiable once it is initialized. In addition, it
will always follow the algorithm specification.

9 Capability. It is capable of evaluation of a hash
function. In addition, it can generate random
numbers and compute exponentiations of a
cyclic group defined over a finite field.

1 Presented a new 2FA (including both user
secret key and a lightweight security device)
access control system for wehsed cloud
computing services.

1 2FA access control system has been identified
to not only enable the cloud server to restrict
the access to those users with the same set of
attributes but also preserve user privacy.

IMPLEMENTATION
MODULES
1. Data User Module
2. Authority Module
3. Trustee Module
4, Cloud server
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MODULES DESCRIPTION
Data User Module

1 Every user need to register while accessing to
cloud.

9 After user registered, at the time of user login
then user need to provide one time key to
access user home.

1 One time key willbe provided by cloud. key
will be corresponding user mail id.

9 After user access the user home, User can

view the all files upload in cloud.

User need to send the file request for both

trustee and authority.

1 After user have the two factor access control,
user can download the corresponding file.

=

Two Factor Access Control:

If user need to access file in cloud. They need to get
the two factor access control.

1. Trustee: Need to get security response from trustee
for corresponding file.

2. Authority: Need tayet secret key from authority for
corresponding file.

Authority:

1 Authority will upload the file in cloud. And
uploaded file will store in drive HQ in
encrypted format.

1 Authority will give secret key for all files
when user request for any file and tisecret
key will be send to corresponding user mail Id.

Trustee Module
1 It acts as admin for cloud server.
1 Trustee will give request for all files security
response when user request for any file.

Cloud Server Module
1 Cloud view uploaded files in cloud.
i Cloud view Downloaded files by user in
cloud.
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