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Abstract:

In this paper a data hiding technique using pixel mask-
ing and message digest algorithm (DHTMMD) has
been presented. Here we are embedding a secret mes-
sage/image/video into source image/video. A standard
3 x 3 mask of secret message/image bits are chosen
and are embedded in a single bit position. From secret
message/image a message digest MD-5 has been gen-
erated and it has to be inserted into source image for
additional security purpose. Result is analyzed in terms
of SNR.

Keywords:

DHTMMD, Pixel masking, Message digest, Data Com-
munication, and GUI.

I.INTRODUCTION:

At present the internet and digital media are getting
more and more popular. Internet is one of the rapidly
growing technologies in the present era. Since internet
is a public network, hence the requirement of secure
data transmission is also increased. Nowadays it’s re-
ally a big challenging task to hide the data across the
network. Data hiding is the process of embedding in-
formation into digital content without changing its
original perception. By embedding the information
within the source data we can justify the authentica-
tion, identification and ownership of the data. Data
hiding is the art and science of hiding data in such a
way that, no one can realizes there is a hidden secret
data except sender and the intended recipient. There
are several tools & techniques to protect the originality
of the image/video. In this paper DHTMMD technique
has been proposed to perform the task. J.K Mandal et
al. [1] proposed paper by embedding an authenticated
message/image in to image/video.
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The bits from authenticating message/image are em-
bedded under each byte of the source image by choos-
ing a standard 3 x 3 masking in a row major order. In
this proposed technique the authentication process is
performed by mathematical operations on 3 x 3 masks
to insert bits into the source image byte. The insertion
is done through mask selections in row major order for
the entire image bytes so that it provides extra level
of security. A message digest MD5 also been gener-
ated from authenticating message/image and it has to
be inserted into the source image for additional secu-
rity purpose. They compared there performance with
S-Tools technique and concluded that there proposed
paper performs better.

Shikha et al. [2] proposed paper Steganography: The
art of hiding text into image using matlab. They pro-
posed a method that hides the secret messages into
the image using matlab. Matlab is not only program-
ming software but also a programming environment.
They encrypt the text using play fair method. First the
text is encrypted using fair play method. Then they
encode the encrypted text in to the image file using
matlab. At the recipient end they decode the image file
and extraction of text using matlab code. Finally they
decrypt the text using play fair method. In their pro-
posed technique capacity of data hiding to hide the se-
cret messages are high.

Nammer N. EL-Eman et al. [3] proposed a steganogra-
phy algorithm to hide the large amount of data with
high security. They implemented new algorithm for
hiding a large amount of data file into color bitmap im-
age. The data file may be image file, audio file or text
file. They used adaptive image filtering and adaptive
image segmentation with bits replacement on the ap-
propriate pixels. These pixels are selected randomly
rather than sequentially.
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The proposed algorithm allows hiding data inside oth-
er data with hopes that except intended sender and
recipient no one can think to examine the contents of
the file. The algorithm was described by pseudo code
so that it was possible to implement a steganography
algorithm to hide a large amount of data into bitmap
image. They used three layers of security to secure data
by obscuring the content in which it was transferred,
to make it different to break through the encryption of
the input data. They proposed confused steganalysis
too. They compared their result with S-Tools algorithm
and shown that there proposed work embeds a large
amount of data with high quality output.

R. Chandramouli et al. [4] proposed work they con-
sidered image based steganography techniques. They
showed that an observer can distinguish between im-
ages carrying hidden messages and images that do not
carry a message. They desired a close form expression
for detection and false alarm in terms of the number
of bits that are hidden. There results provide an upper
bond on steganography capacity. By this they showed
that the number of bits that can be embedded increas-
es significantly. That is how many bits they can embed
before the warden can reliably differentiating between
stego objects and cover objects. In future they are go-
ing to address an active warden who injects noise in
the cover object.

S. Dumitrescu et al. [5] proposed an algorithm for de-
tecting LSB steganography in digital signals such as im-
ages and audios. It is shown that the length of hidden
messages embedded in the LSBs of signal samples can
be estimated with high precision. This steganography
approachis based on some statistical measures of sam-
ple pairs that are highly sensitive to LSB embedding op-
erations. Their proposed algorithm is simple and fast.
Possible attacks to the proposed steganalytic method
are examined and corresponding counter measures
are discussed. They conducted experiments on a set of
continuous tone images. Section Il of the paper deals
with the proposed technique. Results are given in sec-
tion Ill. Conclusions are mentioned in section IV.

II.THE TECHNIQUE:

The presented DHTMMD embeds the secret message
or image or video into source image or video.
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A standard 3 x 3 mask is chosen from the source image
matrix in row major order and single bit is inserted into
each byte from secret message or image. The insertion
positions of the secret bits are calculated through a
mathematical function, which depends on the absolute
position of the pixel within the mask. The mask of size
3 x 3 is selected from the source image sequentially in
row major order for the whole secret image. A 128-bits
MDs key is generated from the secret message/image
and is to be inserted in to the source image in the same
manner. We have split our presented work into two
schematic diagrams. One is hiding message/image into
image. Another is hiding an image/video into video. In
our presented work we are working on images that
are in bitmap format and videos that are in AVI (Audio
Video Interleave) format. Our presented functions are
explained clearly in the following sections.

2.1.Hiding message/image into image and ex-
traction of it.

Figure 2.1 shows the schematic diagram of hiding se-
cret message/image into source image. Here the size
of the secret image should be less than three times of
the source image in case of hiding an image into an-
other image. Algorithm for insertion and extraction for
hiding message/image into image is described in fol-
lowing selections.

A.Algorithm for insertion:

1)Read one character of secret message if hiding mes-
sage into image else read one pixel of secret image if
hiding an image into an image.

2)For each secret message/image byte do.

e Read source image matrix of size 3 x 3 mask in row
major order.

e Extract the message/image bit one by one.

e Compute the position within in the mask where se-
cret message/image bit is to be inserted.

eIn the computed position the authenticating image
bit has to be replaced within the mask.
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3)Repeat the procedure 1 and 2 for the whole secret
image size, content and MDs.

4)Stop.
B.Algorithm for extraction:

1)Read embedded image mask of size 3 x 3 in row ma-
jor order.

2)For each embedded image mask to do

e Compute the position within the mask in row major
order where secret bit is available.

e Extract the message/image bit.

e Replace message/image bit position in the mask im-
age byte by ‘1’

e For each 8 bits extraction constructs one pixel of an
image.

3)Repeat procedure 1and 2 to complete the extraction
process as per the size of the secret image/

4)Stop.

Figure 2.1: Schematic diagram for hiding message/im-
age into image and extraction of it.
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2.2.Hiding image/video into video and extrac-
tion of it.

Figure 2.2 shows the schematic diagram of hiding se-
cret image/video into source video. Algorithm for in-
sertion and extraction for hiding message/image into
image is described in following selections.

A.Algorithm for insertion:

1)Read one pixel of secret image if hiding an image into
video. In case of hiding video into video, frames have
to be separated from the videos before embedding.
2)For each secret image or frames byte do

* Read source image or frame matrix of size 3 x 3 mask
in row major order.

e Extract the image bit one by one.

e Compute the position within the mask where secret
image bit is to be inserted.

e Replace the secret image bit in the computed posi-
tion within the mask.

e Convert frames into video format. And this embed-
ded video is transmitted.

| Embedded Video for Trnsmission |

Y

| Fleceivad Embedded Vide |

!

Exenction using DHTAMD

Figure 2.2: Schematic diagram for hiding image/video
into video and extraction of it.
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3)Repeat step 1 and 2 for the whole secret image size
or for total number of frames, content and MD5 key.

4)Stop.
B.Algorithm for extraction:

1)The frames of the embedded video have to be sepa-
rated. Read embedded video mask of size 3 x 3 in row
major order.

2)For each mask do

e Compute the position within the mask in row major
order where secret image bit is available.

e Extract the image bit.

* Replace image bit position in the mask image byte by
“.

e For each 8 bits extraction construct one image pixel.

3)Repeat step 1and 2 to complete decoding as per the
size of the secret video.

4)Stop.
III.LRESULTS:

In this section results are discussed. As we implement-
ed this presented work on MATLAB software of version
R2013a. Here we discussed our results in GUI windows.
GUI can be created by typing ‘guide’ in the command
window of the matlab software. Then select BLANK
GUI and select OK. GUI window will appear in front of
us. Select the push buttons, axis, pop-up menus et al.
as per programmer required. In 3.1 section we selected
‘world cup.bmp’ as source image and ‘we will take it
back’ as our secret message. This secret message is
embedded in source image. We extracted this mes-
sage by selecting the embedded image as input at the
extraction side. In 3.2 section we selected ‘Dhoni.bmp’
as source image and 'world cup.bmp’ as secret image.
The ‘world cup.bmp’ image is embedded in the ‘Dhoni.
bmp’ image. Weextracted the secret image by select-
ing embedded image as input at the extraction side. In
section 3.3 we selected ‘dhoni.avi’as source video and
‘world cup.bmp’ as secret image.
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Here the secret image ‘world cup.bmp’ gets embed-
ded in the source video file. We extracted this secret
image by selecting the embedded video as input to the
extraction side. In 3.4 we selected two video files. We
selected ‘spider.avi’ as source video and ‘atal.avi’ as
secret video. The secret video gets embedded in the
source video file. We extract the secret video by se-
lecting this embedded video as input at the extraction
side.

3.1.Embedding a secret message into source
image and extraction of secret message from
the embedded image.

EMBEDDING
Source Data
Secret data
Y
SecrEl hexl
Vi Wil Taie 1 Back
Sowrce data
Embedded Source dsta
Embedi J ™\
\ /I'

Figure 3.1: Embedding of message into an Image.

EXTRACTION
Embedded Image
""" £
Input \‘y
Process Extracted Text
We Wil Take § Back

Figure 3.2: Extraction of message from Image.
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3.2.Embedding a secret image into source im-
age and then extraction of secret image from
the embedded image.

DHTMMOD Embedding
Sowice Dats
Image into Image  +

Source data

Secret data

Embedd

Figure 3.3: Embedding of an Image into an Image.

DHTMMD Extraction

Image feon image

Impust

Procass

Figure 3.4: Extraction of an Image from Image.

3.3. Embedding a secret image into source vid-
eo and then extraction of secret image from
the embedded video.
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DHTMMD Embedding

Image ino Video  «

Source data

Secret data

Embeeedd

Secret data

Figure 3.5: Embedding of an Image into Video.

[
DHTMMD Extraction
Image from Video
Input
Progess
Emideddid Input Secret image
0%

Figure 3.6: Extraction of Image from Video.
3.4.Embedding a secret video into source vid-

eo and then extraction of secret video from
the embedded video.
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EMBEDDING Source Video
Secret Video

Source Video

Embedd

Secret Video Embedded Video

Figure 3.7: Embedding Video into Video.

d Wid
EXTRACTION Embedded Video

Embadded Video

Secret Video
Process

Figure 3.8: Extraction of Video from Video.

Figure 3.9shows the SNR of secret image, embedded
image and that of extracted image using DHTMMD.
For the purpose of analyzing the SNR, we are embed-
ding the secret image ‘world cup.bmp’ into the source
image ‘Dhnoi.bmp’. The SNR value of the secret image
before its get embedded is 13.9243. Once it gets em-
bedded with the source image file then the SNR value
of the embedded image is 12.7900. After extraction of
the secret image the SNR value of the extracted secret
image is 13.9243. The result shows clearly that the se-
cret image has been recovered without any degrada-
tion in the SNR value. The result of this is shown in fig-

ure 3.9.
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Name = Value
[ SNR_embedded 12,7900 A
{1 SNR_extracted 13.9243
- SNR_secret 13,9243
1] ima 255
- imat 255
HH ima2 255
H img <90720x1 double>
- img1 <10080x1 double>
- img2 <10080x1 double>
H imi 1
L imi 18
- imi2 18 v
< >

Figure 3.9: SNR of secret image, embedded image and
an extracted image using DHTMMD.

IV.CONCLUSION:

The presented work is powerful for secure communica-
tion. From the analysis of the results it is clear that the
image quality (like brightness, sharpness) distortion is
negligible. As all are embedded within the source im-
age/video like size of secret image/video, content of it
and MDs5 key within the source image/video hence no
other information is needed for decoding at receiver
end. Finally, it can be easily extended at the recipient.

Results are analyzed in terms of SNR of source image,
an embedded image and an extracted image using
DHTMMD. And this is compared with the LSB tech-
nique. The presented work better security and higher
embedded capacity.
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