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Abstract:

This  paper  discusses  about  novel  design  and im-
plementation of self organizing trust model for peer – 
peer systems using integrated technologies like trust 
model, p2p systems, self organizing, novel design and 
implementation etc.

Keywords: Trust Model,  P2P Systems, Self Organiz-
ing, Novel DESIGN.

I.INTRODUCTION AND LITERATURE SURVEY:
The popularity and wide spread usage of peer-to- peer 
(P2P) systems has soared over the past several years. 
Throughout the evolution of P2P systems the defini-
tion of P2P  has changed  along with the software   ar-
chitecture  of   the  various  P2P applications.While the 
initial popular usage of P2P systems was for file shar-
ing (more specifically the sharing of music files in mp3 
format) the problem domain that P2P systems address 
today cover the range  from  data  sharing  to  collabo-
ration  to distributed  computing  and  beyond.  For  the 
continued increased usage of P2P systems, the need
for security and trust arises. This chapter covers evolu-
tion of P2P systems through the examination of  Nap-
ster,  Gnutella,  KaZaa,  and  BitTorrent, system capa-
bilities and shortcomings, and security needs, which 
highlights the need for trust in P2P systems. With this 
basis we then present our vision for trust and security 
followed by a literature review of trust in P2P systems. 
We then introduce and develop a Universal Trust Set 
as a foundation for building trustworthy environment, 
and then our approach for implementing the set, and 
the future of P2P systems where we will discuss other 
open issues that need addressing. These  guarantees  
are  obtained  using  Foster- Lyapunov Theorem which 
ensures the stability of a  based  policies as well  as 
maximum weight schedules are reverse-engineered to 
be the very.
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Existing System:      

Abdul-Rahman and Hailes evaluate  trust in  a discrete  
domain  as  an  aggregation  of  direct experience and 
recommendations of other parties. They define a se-
mantic distance measure to test accuracy of  recom-
mendations.  Yu  and  Singh’s model propagates trust 
information through referral chains. Referrals are pri-
mary method of developing trust in others. Mui et al. 
propose a statistical model based on trust, reputation, 
and reciprocity concepts. Reputation is propagated 
through multiple referral chains. Jøsang et al. discuss 
that referrals based on indirect trust relations may 
cause incorrect trust derivation.  Thus,  trust  topolo-
gies  should  be  carefully  evaluated  before  propa-
gating  trust information. Terzi et al. introduce an al-
gorithm to classify users and assign them roles based 
on trust relationships. Zhong proposes a dynamic trust 
concept based on McKnight’s social trust model. When  
building  trust  relationships,  uncertain evidences  are  
evaluated  using  second-order probability and Demp-
ster-Shaferian framework.

Disadvantages:    
      
1. To perform the recommendation need to take dis-
tance support its mandatory.
   
2. There is no direct recommendation, chain rules are 
applied.
     
3. Time complexity is very high controlledMarkov 
chain if a Lyapunov function with negative expected 
drift is shown to exist. More specifically, the through-
put optimal backpressure-

4. Loss of packets when the data is transmitted

5. Peers can’t collect Global information
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II NOVEL DESIGN AND IMPLEMENTATION:

Figure 1 below provides usecase diagram of this novel 
design and implementation. Figure 2 below provides 
class diagram of this novel design and implementation. 
Figure 3 below provides sequence diagram of this nov-
el design and implementation.

Figure 1 usecase diagram

Proposed System:

We propose a Self-ORganizing Trust model (SORT) that 
aims to decrease malicious activity in a P2P system by 
establishing trust relations among peers in their prox-
imity.

Figure 2 class diagram
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Figure 3 sequence diagram

Figure  4 Peer Information

Figure 4 provides execution screen shot for peer infor-
mation. Figure 5 provides execution screen shot for 
recommendation. Figure 6 provides execution screen 
shot for trust metric. Figure 7 provides execution 
screen shot for final recommendation.

Figure 5 Recommendation

Fig: 6 Trust Metric

 Figure 7 Final Recommendation
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Conclusion :

The A trust model for P2P networks is presented, in 
which a peer can develop a trust network in its proxim-
ity. A peer can isolate malicious peers around itself as it 
develops trust relationships with good peers. Two con-
text of trust, service and recommendation contexts, 
are defined to measure capabilities of peers in provid-
ing services and giving recommendations. Interactions 
and recommendations are considered with satisfac-
tion, weight, and fading effect parameters. A recom-
mendation contains the recommender’s own experi-
ence, information from its acquaintances, and level of 
confidence in the recommendation. These parameters 
provided us a better assessment of trustworthiness. 
Individual, collaborative, and pseudonym changing at-
tackers are studied in the experiments.Damage of col-
laboration and pseudospoofing is dependent to attack 
behavior. Although recommendations are important in 
hypocritical and oscillatory attackers, pseudospoofers, 
and collaborators, they are less useful in naive and dis-
criminatory attackers. SORT mitigated both service and 
recommendation-based attacks in most experiments. 
However, in extremely malicious environments such 
as a 50 percent malicious network, collaborators can 
continue to disseminate large amount of misleading 
recommendations. Another issue about SORT is main-
taining trust all over the network. If a peer changes 
its point of attachment to the network, it might lose a 
part of its trust network. These issues might be studied 
as a future work to extend the trust model. Using trust 
information does not solve all security problems in P2P 
systems but can enhance security and effectiveness of 
systems. If interactions are modeled correctly, SORT 
can be adapted to various P2P applications. e.g., CPU 
sharing, storage networks, and P2P gaming.

Future Enhancements:   

Peer-to-peer (P2P) systems, peers often must interact 
with unknown or unfamiliar peers without the benefit 
of trusted third parties or authorities to mediate the in-
teractions. A peer will need reputation mechanisms to 
incorporate the knowledge of others to decide wheth-
er to trust another party in P2P systems. This paper 
discusses the design of reputation mechanisms and 
proposes a novel distributed reputation mechanism to 
detect malicious or unreliable peers in P2P systems. 

It illustrates the process for rating gathering and ag-
gregation and presents some experimental results to 
evaluate the proposed approach. Moreover, it consid-
ers how to effectively aggregate noisy (dishonest or in-
accurate) ratings from independent or collusive peers 
using weighted majority techniques. Furthermore, it 
analyzes some possible attacks on reputation mecha-
nisms and shows how to defend against such attacks.
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with unknown or unfamiliar peers without the benefit 
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teractions. A peer will need reputation mechanisms to 
incorporate the knowledge of others to decide wheth-
er to trust another party in P2P systems. This paper 
discusses the design of reputation mechanisms and 
proposes a novel distributed reputation mechanism to 
detect malicious or unreliable peers in P2P systems. 

It illustrates the process for rating gathering and ag-
gregation and presents some experimental results to 
evaluate the proposed approach. Moreover, it consid-
ers how to effectively aggregate noisy (dishonest or in-
accurate) ratings from independent or collusive peers 
using weighted majority techniques. Furthermore, it 
analyzes some possible attacks on reputation mecha-
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