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Abstract:

Wireless sensor networks are composed of small en-
tities with limited memory, computation and commu-
nication capabilities. These entities role is to detect 
process and transmit information. Therefore, they 
are considered as embedded systems. Wirelesssensor 
networks are deployed in many hostile environments 
and face many security issues. Sensor nodes are also 
resource-constrained. To achieve security in wireless 
sensor networks, many key management (distribution 
and share) schemes have been proposed. In this paper 
we aim to study these key distribution schemes and 
the construction of shared keys using a wireless sensor 
network simulator (WSNet).

To attain security in wireless sensor networks, many 
key management methods have been proposed in the 
past. In this research paper we aspire to study these 
key distribution. In this paper we proposed a scheme 
which is scalable and requires less number of keys for 
a given number of nodes than the existing well known 
methods.Our results show that the proposed approach 
en-hances the network scalability while providing high 
secure connectivity coverage and overall improved 
performance. Moreover, for an equal network size, our 
solution reduces significantly the storage over-head 
compared to those of existing solutions.
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Introduction:
Distributed sensor networks are deployed in many 
fields and applications (environment,military sensing 
and tracking, environment monitoring, patient moni-
toring and tracking, smart environments, etc... ).
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Sensors are randomly spread over the terrain under 
security. To secure these networks from threats [7] 
(eavesdropping, message injection,message modifi-
cation, message replay, impersonation DOS, etc...)], 
symmetric cryptography is used. Its more adequate 
for WSN with low powered sensors. Key distribution 
is a serious problem in wireless sensor networks con-
ception .Its done before the nodes deployment; nodes 
construct the network using their secret keys after they 
are  deployed: when they reach their targets . Many 
key pre-distribution schemes have been proposed In 
this paper. Symmetric key establishment is then one of 
the most suitable paradigms for securing exchanges in 
wireless sensor networks. 

Because of the lack of infrastruc-ture in Wireless sen-
sor networks, we have usually no trusted third party 
which can attributePair wise secret keys to neighbor-
ing nodes that is why most existing solutions are based 
on key pre-distribution.Nowadays, wireless sensor net-
works (WSNs) are in-creasingly used in critical applica-
tions within several fields including military, medical 
and industrial sec-tors. Given the sensitivity of these 
applications, so-phisticated security services are re-
quired. Key man-agement is a corner stone for many 
security services such as confidentiality and authenti-
cation which are required to secure communications 
in WSNs.The establishment of secure links between 
nodes is then a challenging problem in WSNs. 

Because of re-source limitations, symmetric key estab-
lishment is one of the most suitable paradigms for se-
curing ex-changes in WSNs. On the other hand, because 
of the lack of infrastructure in WSNs, we have usually 
no trusted third party which can attribute pairwise se-
cret keys to neighboring nodes, that is why most ex-
isting solutions are based on key pre-distribution.Over 
the last decade, a host of research work dealt with sym-
metric key pre-distribution issue for WSNs and many 
solutions have been proposed in the litera-ture.

Study of Key Pre-Distribution Schema in WSN Based on 
Unital Design Theroy
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Nevertheless, in most existing solutions, the de-sign 
of key rings (blocks of keys) is strongly related to the 
network size, these solutions either suffer from low 
scalability (number of supported nodes), or de-grade 
other performance metrics including secure connec-
tivity, storage overhead and resiliency in the case of 
large networks. In this work, our aim is to tackle the 
scalability issue without degrading the other network 
performance metrics. For this purpose, we target the 
design of a scheme which ensures a good secure cov-
erage of large scale networks with a low key storage 
overhead and a good network resiliency.The key estab-
lishment mechanism employed in a giv-en sensor net-
work should meet many requirements to be efficient. 
These requirements may include sup-porting in net-
work processing and facilitating self-organization of 
data, among others. However, the key establishment 
technique for a secure application must minimally in-
corporate authenticity, confidenti-ality, integrity, scal-
ability, and flexibility.

• Authenticity:

The key establishment technique should guarantee 
that the communication nodes in the network have 
away for verifying the authenticity of the other nodes 
involved in a communication, i.e., the receiver node 
should recognize the assigned ID of the sender node.

• Confidentiality:

The key establishment technique should protect the 
disclosure of data from unauthorized parties. An ad-
versary may try to attack a sensor network by acquir-
ing the secret keys to obtain data. A better key tech-
nique controls the compromised nodes to keep data 
from being further revealed.

• Integrity:

Integrity means no data falsification during transmis-
sions. Here in terms of key establishment techniques, 
the meanings are explained as follows. Only the nodes 
in the network should have access to the keys and only 
an assigned base station should privilege to change 
the keys. This would effectively prevent unauthorized 
nodes from obtaining knowledge about the keys used 
and preclude updates from external sources.

• Scalability:

Efficiency demands that sensor networks utilize a 
scalable key establishment technique to allow for the 
variations in size typical of such a network. Key estab-
lishment techniques employed should provide high-
security features for small networks, but also maintain 
these characteristics when applied to larger ones.

• Flexibility:

Key establishment techniques should be able to func-
tion well in any kind of environments and support dy-
namic deployment of nodes, i.e., a key establishment 
technique should be useful in multiple applications and 
allow for adding nodes at any time.Key establishment 
process in Wireless sensor net-works mainly consists of 
three phases.

1.Key pre-distribution : Pre-loading keys in sensor nodes 
prior to deployment. The keys present in a sen-sor node 
constitute the key ring of the sensor. 

2.Shared key discovery : To find a common shared key 
between two communicating nodes. 

3.Path key establishment : If a common key does not 
exists, then a path has to be found between the com-
municating nodes. A path key is then established be-
tween the communicating nodes. 

Existing System:

Wireless sensor networks (WSNs) are increasingly used 
in critical applications within several fields in-cluding 
military, medical and industrial sectors. Given the sen-
sitivity of these applications, sophisticated security ser-
vices are required. Key management is a corner stone 
for many security services such as con-fidentiality and 
authentication which are required to secure communi-
cations in WSNs.The establishment of secure links be-
tween nodes is then a challenging problem in WSNs. 
Because of re-source limitations, symmetric key estab-
lishment is one of the most suitable paradigms for se-
curing ex-changes in WSNs.On the other hand, because 
of the lack of infrastruc-ture in WSNs, we have usually 
no trusted third party which can attribute pair wise se-
cret keys to neigh-boring nodes, that is why most exist-
ing solutions are based on key pre-distribution.
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Disadvantages of Existing System:

A host of research work dealt with symmetric key pre-
distribution issue for WSNs and many solutions have 
been proposed In the existing system many disadvan-
tages occur:  the design of key rings (blocks of keys) is 
strongly re-lated to the network size, these solutions 
either suffer from low scalability (number of supported 
nodes), or degrade other performance metrics includ-
ing secure connectivity, storage overhead and resilien-
cy in the case of large networks.

Proposed System:

In this proposed system, our aim is to tackle the scal-
ability issue without degrading the other network 
performance metrics. For this purpose, we target the 
design of a scheme which ensures a good secure cov-
erage of large scale networks with a low key storage 
overhead and a good network resiliency. To this end, 
we make use, of the unital design theory for efficient 
WSN key pre-distribution. The proposed algorithm a 
random block distribution allowing to pre-load t dis-
joint blocks in each sensor node. 

Advantages of Proposed System:
The advantages of the proposed system as follows:

1.We propose a naive mapping from unital design to 
key pre-distribution and we show through analytical 
analysis that it allows to achieve high scalability.

2.We propose an enhanced unitalbased key pre-dis-tri-
bution scheme that maintains a good key sharing prob-
ability while enhancing the network scalability.

3.We analyze and compare our new approach against 
main existing schemes, with respect to different crite-
ria: storage overhead, energy consumption, network 
scalability, secure connectivity coverage, average se-
cure path length and network resiliency.

1. Unital design for key pre-distribution in 
WSNS:
WSNs are highly resource constrained. In particular, 
they suffer from reduced storage capacity. There-fore, 
it is essential to design smart techniques to build blocks 
of keys that will be embedded on the nodes to secure 
the network links.

2. A new scalable unital-based key pre-distri-bution 
scheme for WSNS:

In this section, we present a new unital-based key pre-
distribution scheme for WSNs. In order to enhance the 
key sharing probability while maintaining high network 
scalability, we propose to build the unital design blocks 
and pre-load each node with a number of blocks picked 
in a selective way.

Key Pre-distribution:

Before the deployment step, we generate blocks of 
m order unital design, where each block corresponds 
to a key set. We pre-load then each node with t com-
pletely disjoint blocks where t is a protocol parameter 
that we will discuss later in this section. In lemma 1, we 
demonstrate the condition of existence of such t com-
pletely disjoint blocks among the unital blocks. In the 
basic approach each node is pre-loaded with only one 
unital block and we proved that each two nodes share 
at most one key.

Contrary to this, pre-loading each two nodes with t 
disjoint unital blocks means that each two nodes share 
between zero and t2 keys since each two unitals blocks 
share at most one element. After the deploy-ment step, 
each two neighbors exchange the identi-fiers of their 
keys in order to determine the common keys. If two 
neighboring nodes share one or more keys, we pro-
pose to compute the pairwise secret key as the hash of 
all their common keys concatenated to each other. The 
used hash function may be SHA-1 for instance.

This approach enhances the network resiliency since 
the attacker have to compromise more overlap keys 
to break a secure link. Otherwise, when neighbors do 
not share any key, they should find a secure path com-
posed of successive secure links. The major advantage 
of this approach is the improvement of the key shar-
ing probability.

As we will prove in next subsection, this approach al-
lows to achieve a high secure connectivity coverage 
since each node is pre-loaded with t disjoint blocks. 
Moreover, this approach gives good network resilien-
cy through the composite pairwise secret keys which 
reinforces secure links.
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In addition, we show that our solution maintains a high 
network scalability compared to existing solu-tions al-
though it remains lower than that of the naïve version.
To analyze the Key distribution the following param-
eters as a metrics.

Proof: Let us consider two nodes u and v randomly
selected. Each node is pre-loaded with a key ring con-
taining t
disjoint unital blocks: KRu = {Bu,1  Bu,2 ... Bu,t} and
KRv = {Bv,1 Bv,2  ...  Bv,t}
Let us consider Xp,q the variable giving the number of
shared keys between two unital blocks Bu,p and Bv,q. 
Following
equation (1) (Cf. Section 3.C), we find that Xp,q takes
only 1 and 0 values such that: P(Xp,q = 1) = (m+1)2
m3+m+1 while:
P(Xp,q = 0) = 1 − (m+1)2
m3+m+1
Xp,q follows then a Bernoulli distribution of parame-
ter
( (m+1)2
m3+m+1). Assuming that t _ m2(m2 − m + 1),
Xp,q intuitively become closer to independent. The 
number

of shared keys between KRu and KRv which repre-
sents
(
_
t
p=1
_
t
q=1 Xp,q) follows then a binomial distribution
(t2, (m+1)2
m3+m+1). So, p(i) is given by :
p(i) _
_
t2
i
__
(m + 1)2
m3 + m+ 1
_i
×
_
1 − (m+ 1)2
m3 + m + 1
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Disadvantages of Existing System:

A host of research work dealt with symmetric key pre-
distribution issue for WSNs and many solutions have 
been proposed In the existing system many disadvan-
tages occur:  the design of key rings (blocks of keys) is 
strongly re-lated to the network size, these solutions 
either suffer from low scalability (number of supported 
nodes), or degrade other performance metrics includ-
ing secure connectivity, storage overhead and resilien-
cy in the case of large networks.

Proposed System:

In this proposed system, our aim is to tackle the scal-
ability issue without degrading the other network 
performance metrics. For this purpose, we target the 
design of a scheme which ensures a good secure cov-
erage of large scale networks with a low key storage 
overhead and a good network resiliency. To this end, 
we make use, of the unital design theory for efficient 
WSN key pre-distribution. The proposed algorithm a 
random block distribution allowing to pre-load t dis-
joint blocks in each sensor node. 

Advantages of Proposed System:
The advantages of the proposed system as follows:

1.We propose a naive mapping from unital design to 
key pre-distribution and we show through analytical 
analysis that it allows to achieve high scalability.

2.We propose an enhanced unitalbased key pre-dis-tri-
bution scheme that maintains a good key sharing prob-
ability while enhancing the network scalability.

3.We analyze and compare our new approach against 
main existing schemes, with respect to different crite-
ria: storage overhead, energy consumption, network 
scalability, secure connectivity coverage, average se-
cure path length and network resiliency.

1. Unital design for key pre-distribution in 
WSNS:
WSNs are highly resource constrained. In particular, 
they suffer from reduced storage capacity. There-fore, 
it is essential to design smart techniques to build blocks 
of keys that will be embedded on the nodes to secure 
the network links.

2. A new scalable unital-based key pre-distri-bution 
scheme for WSNS:

In this section, we present a new unital-based key pre-
distribution scheme for WSNs. In order to enhance the 
key sharing probability while maintaining high network 
scalability, we propose to build the unital design blocks 
and pre-load each node with a number of blocks picked 
in a selective way.

Key Pre-distribution:

Before the deployment step, we generate blocks of 
m order unital design, where each block corresponds 
to a key set. We pre-load then each node with t com-
pletely disjoint blocks where t is a protocol parameter 
that we will discuss later in this section. In lemma 1, we 
demonstrate the condition of existence of such t com-
pletely disjoint blocks among the unital blocks. In the 
basic approach each node is pre-loaded with only one 
unital block and we proved that each two nodes share 
at most one key.

Contrary to this, pre-loading each two nodes with t 
disjoint unital blocks means that each two nodes share 
between zero and t2 keys since each two unitals blocks 
share at most one element. After the deploy-ment step, 
each two neighbors exchange the identi-fiers of their 
keys in order to determine the common keys. If two 
neighboring nodes share one or more keys, we pro-
pose to compute the pairwise secret key as the hash of 
all their common keys concatenated to each other. The 
used hash function may be SHA-1 for instance.

This approach enhances the network resiliency since 
the attacker have to compromise more overlap keys 
to break a secure link. Otherwise, when neighbors do 
not share any key, they should find a secure path com-
posed of successive secure links. The major advantage 
of this approach is the improvement of the key shar-
ing probability.

As we will prove in next subsection, this approach al-
lows to achieve a high secure connectivity coverage 
since each node is pre-loaded with t disjoint blocks. 
Moreover, this approach gives good network resilien-
cy through the composite pairwise secret keys which 
reinforces secure links.
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In addition, we show that our solution maintains a high 
network scalability compared to existing solu-tions al-
though it remains lower than that of the naïve version.
To analyze the Key distribution the following param-
eters as a metrics.

Proof: Let us consider two nodes u and v randomly
selected. Each node is pre-loaded with a key ring con-
taining t
disjoint unital blocks: KRu = {Bu,1  Bu,2 ... Bu,t} and
KRv = {Bv,1 Bv,2  ...  Bv,t}
Let us consider Xp,q the variable giving the number of
shared keys between two unital blocks Bu,p and Bv,q. 
Following
equation (1) (Cf. Section 3.C), we find that Xp,q takes
only 1 and 0 values such that: P(Xp,q = 1) = (m+1)2
m3+m+1 while:
P(Xp,q = 0) = 1 − (m+1)2
m3+m+1
Xp,q follows then a Bernoulli distribution of parame-
ter
( (m+1)2
m3+m+1). Assuming that t _ m2(m2 − m + 1),
Xp,q intuitively become closer to independent. The 
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of shared keys between KRu and KRv which repre-
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Connectivity:

We calculate the local connectivity as the probability of 
two neighboring nodes being able to find a com-mon 
key.
 
Global Connectivity:

It is possible that the key-sharing in our scheme has a 
high local connectivity, but we have isolated compo-
nents. Since those components are disconnected, no 
secure links can be established among them.There-
fore, it is important to understand whether will have 
too many isolated components.

Conclusion and future work:

In this work We have proposed a key pre-distribution 
mechanism with the help of BCH coding. We have 
got some better resiliency than some of the existing 
schemes. In future research can be done in order to 
find a suitable coding scheme which can increase the 
resiliency of the network.A coding technique can be 
found out with large num-ber of code words and large 
minimum distance so that it can be fitted to key pre-
distribution. haveconcentrated on random node cap-
ture attack.We conducted analytical analysis and simu-
lations to compare our new solution to existing ones, 
the results showed that our approach ensures a high 
secure cov-erage of large scale networks while provid-
ing good overall performances.In future research can 
be done so that selective node capture attack also 
can be taken careExcept combinatorial designs, other 
designs like pack-ing designs, cover free families and 
many more unex-ploited designs can be exploited. In 
our work we
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