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Abstract:

Now a day’s sharing data and images on social networking
sites must and should maintain privacy and security. We
proposed a method P3 privacy policy prediction system
to helps users from lack of security and privacy of sharing
data and images on social sites. User’s available history
on the site, determines the best available privacy policy
for the user’s images being uploaded. a privacy policy
predication and access restrictions along with blocking
the particular sites on network using some techniques.
The Framework determines the best privacy policy for
the uploaded images. It includes an Image classification
framework for association of images with similar poli-
cies and a policy prediction technique to automatically
generate a privacy policy for user-uploaded images. The
system utilizes APP access policy predication (APP). The
main aim of this survey is to provide a review on differ-
ent privacy policy approaches to enhance the security of
personal information shared in the online social network-
ing sites.
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1. Introduction:

Sharing data over social sites become a key point of us-
ers. The sharing takes place both group of people or social
circles that include google+, facebook, orkut, whatapp.
users of social media can define a personal information
and that may edit by this features allows by the SM(Social
Media).a method was proposed to provide in SN(Social
Network) is to produce proposition for finding new
groups, relations and finding new people and events using
techniques. Social media sites are used by huge number
of users around the world. it provides different features
to the customers like chatting and adding comments to
an images, sharing images, downloading content, movies.
To prevent such kind of unwanted disclosure of personal
images, flexible privacy settings are required.
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In recent years, such privacy settings are made available
but setting up and maintaining these measures is a tedious
and error prone process. Therefore, recommendation sys-
tem is required which provide user with a flexible assis-
tance for configuring privacy settings in much easier way.
In this paper, we are implementing a Privacy Policy Pre-
diction (P3) system which will provide users a hassle free
privacy settings experience by automatically generating
personalized policies.

2. Literature Survey:

Some older versions show different studies on automati-
cally assign the privacy settings. the privacy sites used by
expert users are trusted friends who already set the set-
tings for the users. Based on concepts of social circles
by forming clusters of friends the study of whether the
keywords used for editing user images can be used more
efficiently to create and access control polices.

3. System Architecture:

Figure 3.0 shows System Architecture

3.1 System Overview:

The P3-social groups users into social communities with
similar social context and privacy preferences, and con-
tinuously monitors the social groups. When the P3-social
is invoked, it automatically identifies the social group for
the user and sends back the information about the group
to the P3-core for policy prediction.
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At the end, the predicted policy will be displayed to the
user. If the user is fully satisfied by the predicted policy,
he or she can just accept it. Otherwise, the user can choose
to revise the policy.

3.2. P3 Architecture:

P3 stands for Adaptive Privacy Policy Prediction sys-
tem which helps users to derive the privacy settings for
their images The P3 Architecture consists of followings
blocks:

1. Image classification.

2. Access Control

3. Access Policies

The Access Privacy Policy looks if the image or similar
type of image already exists which can be given with sim-
ilar privacy policies. If similar type of image doesn’t exist
then it looks for all the policies and lets user choose the
policies.

3.3 Access Policy:

Access policy is for retrieving the data or image in the net-
work. By this kind of right of entry privacy may loss. For
this problem the user of the social media compute the nor-
malized and prejudiced average of the ratings of the users
in the district. User have to confine the neighbor circle so
un-wanted may not influence the data. When it comes to
the usage of the data, the owner should be knowledgeable
about the principle and purpose for which the data is or-
ganism or will be used and to provide a partiality.

3.4 Access control:

Access control in the shared environment is one of the
essential one. To supply a secure access we have to limit
the unauthorized user in these networks. Access control
mechanism (ACM) is one of the privacy conserve one.

1000 =i~ Proposed method
== Existing Method
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=

5 10 20 50

Figure 3.4 shows diverse between existing and the pro-
posed system
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These shows the diverse between existing and the pro-
posed system (see figure 3.4). In the proposed system
the access of the pages were limited when compared to
existing system. Access control is by provided that ac-
cess rights in a SN are limited to few basic constitutional
rights, such as read, write and play for media content.
This based type of approach which generates access-con-
trol policies from photo administration tags. Every photo
is integrated with an access grid for mapping the photo
with the participant’s friends. The contestant can select a
suitable partiality and access the information. Photo tags
can be categorized as directorial or forthcoming based on
the user needs.

3.5 P3 Social:

In the second round of experiments, we analyze the per-
formance of the P3-Social component using the first set
of data collection. For each user, we use the P3-Social to
predict policies and compare it with three other alterna-
tive approaches :(i) prediction based on only similarity of
privacy strictness levels; (ii) prediction based on Cosine
similarity; (iii) prediction based on Pearson. In particu-
lar, the first base-line approach does not consider social
contexts but bases recommendation only on social groups
that have similar privacy strictness level for same type of
images. The second approach adopts Cosine similarity to
measure the similarity of the social contexts between the
new user and all the existing users, and then finds the top
two users with the highest similarity score as the candi-
date users. The images of the candidate users are then sent
to the P3 is for the policy predication.

Social Context:

We observe that users with similar background tend to
have similar privacy concerns, as seen in previous re-
search studies and also confirmed by our collected data.
This observation inspires us to develop a social context
modeling algorithm that can capture the common social
elements of users and identify communities formed by the
users with similar privacy concerns.Formally, we model
the ratio of each type of relationship among all contacts
of a user as social connection. Let R1... Rn denotes the n
types of relationships observed among all users. Let NuRi
denote the number of user U’s contacts belonging to rela-
tionship type Ri. The connection distribution (denoted as
Conn) is represented as below:
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For example, suppose that there are four types of rela-
tionships being used by users in the system: R1="family”,
R2="colleague”, R3="“friend”, R4="“others”. Bob has 20
contacts, among which he has 10 family members, 5 col-
leagues, and 5 friends. His social connection is represent-

ed as
{10/20, 5/ 20, 5/ 20, 0/ 20}.

¥

Clorre -

Social Group:

We now introduce the policy recommendation process
based on the social groups obtained from the previous
step. Suppose that a user U uploaded a new image and
the A3P-core invoked the P3-social for policy recommen-
dation. The P3-social will find the social group which is
most similar to user U and then choose the representative
user in the social group along with his images to be sent
to the P3 policy prediction module to generate the recom-
mended policy for user U. Given that the number of users
in social network may be huge and that users may join
a large number of social groups, it would be very time
consuming to compare the new user’s social context at-
tributes against the frequent pattern of each social group.

4. CONCLUSION:

We have proposed a Privacy Policy Prediction (P3) sys-
tem that helps users automate the privacy policy settings
for their uploaded images. The P3 system provides a com-
prehensive framework to infer privacy preferences based
on the information available for a given user. We also ef-
fectively tackled the issue of cold-start, leveraging social
context information. Our experimental study proves that
our P3 is a practical tool that offers significant improve-
ments over current approaches to privacy. Social network
is an upgrading media for information sharing through
internet. It provides a content sharing like text, image, au-
dio, video, etc... With this emerging E-service for content
sharing in social sites privacy is important issue. These
provide a privacy policy prediction and access restrictions
along with blocking scheme for social sites and improve
the privacy level for the user in social media. This system
provides a framework which deduces privacy preference
based on the history of the users proclivity. This help user
to set hassle free and flexible policy selection.
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