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Abstract:

We propose a new decentralized access control scheme
for secure data storage in clouds that supports anonymous
authentication. In the proposed scheme, the cloud verifies
the authenticity of the series without knowing the user’s
identity before storing data. Our scheme also has the
added feature of access control in which only valid users
are able to decrypt the stored information. The scheme
prevents replay attacks and supports creation, modifica-
tion, and reading data stored in the cloud. We also address
user revocation. Moreover, our authentication and access
control scheme is decentralized and robust, unlike other
access control schemes designed for clouds which are
centralized. The communication, computation, and stor-
age overheads are comparable to centralized approaches.

1 INTRODUCTION:

RESEARCH in cloud computing is receiving a lot of
attention from both academic and industrial worlds. In
cloud computing, users can outsource their computation
and storage to servers (also called clouds) using Internet.
This frees users from the hassles of maintaining resources
on-site. Clouds can provide several types of services like
applications (e.g., Google Apps, Microsoft online), in-
frastructures (e.g., Amazon’s EC2, Eucalyptus, Nimbus),
and platforms to help developers write applications (e.g.,
Amazon’s S3, Windows Azure). Much of the data stored
in clouds is highly sensitive, for example, medical records
and social networks. Security and privacy are, thus, very
important issues in cloud computing. In one hand, the
user should authenticate itself before initiating any trans-
action, and on the other hand, it must be ensured that the
cloud does not tamper with the data that is outsourced.
User privacy is also required so that the cloudor other us-
ers do not know the identity of the user. . The cloud can
hold the user accountable for the data itoutsources, and
likewise, the cloud is itself accountablefor the services it
provides.
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The validity of the user whostores the data is also verified.
Apart from the technicalsolutions to ensure security and
privacy, there is also a need for law enforcement. Ac-
countability of cloud which means the amount of storage,
which is been a Challenging task by an Technical issue
and Law Enforcement. The Transaction involved in the
Cloud by the user should maintain the log of transaction
to know how much data are been Transacted and to ad-
dress in the trust cloud and for the Secure provenance For
example Alice the law student wants to send the report of
malpractice by an University X to all the Professors of
University X, Research Chairs and students belonging to
the law department in all universities in the provenance
,She needs to send the data in an anonymous and she
stores the evidence of malpractice in Cloud. Accessing
of this data should be permitted only by the authorized
user and the problems which include in this like access
control.

Authentication, Privacy Protection which are solved is
been explained through this paperAccess control of data
which involves a secured data retrieval by the user, so
that the accessing data like Sensible data should be much
care taken. There are three types of access control such
as User Based Access Control (UBAC), Role Based Ac-
cess Control (RBAC), and Attribute Based Access Con-
trol (ABAC). The UBAC which is a User Based Access
Control can be accessed only through the users so that
it is not feasible to use in Cloud. The RBAC which is a
Role Based Access Control can be accessed only based
roles for example the accessing of data can be permitted
only for the Seniors and the Faculty membersnot for the
Juniors . The ABAC which is a Attribute Based Access
Control where only with the accessing of valid set of at-
tribute only is used for access data for example the certain
record can be accessed only bythe faculty member having
an Experience of 10 years or the Senior secretaries with
more than 8 years. All these three access control are used
in the Cloud by a Cryptographic primitive is known as
Attribute Based Encryption (ABE).
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For example the patient’s staffnure in the hospital can be
stored as data in Cloud; these data can be accessed through
the ABE by a some set of conditions to identify the attri-
bute and keys. Using this attribute and keys the user can
identify by matching and can retrieve the information.

1.1 Our Contributions:

The main contributions of this paper are the following:

1. Distributed access control of data stored in cloud so-
that only authorized users with valid attributes canaccess
them.

2. Authentication of users who store and modify theirdata
on the cloud.

3. The identity of the user is protected from the clouddur-
ing authentication.

4. The architecture is decentralized, meaning that there
can be several KDCs for key management.

5. The access control and authentication are both collu-
sion resistant, meaning that no two users cancollude and
access data or authenticate themselves, if they are indi-
vidually not authorized.

6. Revoked users cannot access data after they havebeen
revoked.

7. The proposed scheme is resilient to replay attacks.
Awriter whose attributes and keys have been revokedcan-
not write back stale information.

8. The protocol supports multiple read and writes onthe
data stored in the cloud.

9. The costs are comparable to the existing centralizedap-
proaches, and the expensive operations are mostlydone
by the cloud.

1.2 Organization:

The paper is organized as follows: Related work ispre-
sented in Section 2. The mathematical background andas-
sumptions are detailed in Section 3. We present ourpriva-
cy preserving access control scheme in Section 4followed
by a real life example in Section 5. The securityis ana-
lyzed in Section 6. Computation complexity isdiscussed
in Section 7, and comparison with other work ispresented
in Section 8. We conclude in Section 9.

2 RELATEDWORK:

There are two types of ABE. In KeyPolicyABE access
policy to encrypt data is given to sender. The attributes
and secret keys are given to the receiver by attribute
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authority and decryption takes place if there are match-
ing attributes.The system consists of three userscreator or
data Owner, writer and reader. Creator will create a file
and upload it to cloud. Here creator will receive a token
from trustee and trustee is federal government which man-
ages social insurance numbers. The creator will send the
id to the trustee then receives token Y from trustee. Here
T is time stamp isused to prevent write old information to
cloud when the user is revoked. The creator will then send
the token to Key Distribution Centre and there are sev-
eral KDC in different regions of world. The creator will
then receive Encryption and Decryption keys and signing
keys. Here SK is In Cipher text-Policy access policy and
attributes are in tree Form where leaves are attributes and
sequence access structure with AND, OR and other en-
trance gates are given to receiver. These approaches have
only single KDC which is a single point of failure and
less robust than decentralized approaches where there are
many KDCs for key management.

3 PROPOSED PRIVACY PRESERVING
AUTHENTICATED ACCESS CONTROL
SCHEME:

In this section, we propose our privacy preservingauthen-
ticated access controlscheme.According to ourscheme
a user can create a file and store it securely in thecloud.
This scheme consists of use of the two protocols ABE-
and ABS, as discussed in Sections 3.4 and 3.5, respec-
tively. We will first discuss our scheme in details and then
providea concrete example to demonstrate how it works.
We referto the Fig. 1. There are three users, a creator, a
reader, andwriter. Creator Alice receives a token  from
the trustee,who is assumed to be honest. A trustee can be
someone likethe federal government who manages social
insurancenumbers etc. On presenting her id (like health/
socialinsurance number), the trustee gives her a token .
Thereare multiple KDCs (here 2), which can be scattered.
Forexample, these can be servers in different parts of the
world.A creator on presenting the token to one or more
KDCsreceives keys for encryption/decryption and sign-
ing. IntheFig. 1, SKs are secret keys given for decryption,
Kx are keysfor signing. The message MSG is encrypted
under the access policy X. The access policy decides who
can accessthe data stored in the cloud. The creator decides
on a claimpolicy Y, to prove her authenticity and signs the
messageunder this claim. The ciphertext C with signature
is ¢, and issent to the cloud. The cloud verifies the igna-
ture and stores
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the ciphertext C.When a reader wants to read, the cloud-
sends C. If the user has attributes matching with access-
policy, it can decrypt and get back original message. Write
proceeds in the same way as file creation. Bydesignating
the verification process to the cloud, it relievesthe individ-
ual users from time consuming verifications. When a read-
er wants to read some data stored in the cloud,it tries to
decrypt it using the secret keys it receives from theKDCs.
If it has enough attributes matching with the accesspolicy,
then it decrypts the information stored in the cloud

3.1 Reading from the Cloud:

When a user requests data from the cloud, the cloud send-
sthe ciphertext C using SSH protocol. Decryption pro-
ceedsusing algorithm ABE:DecryptdC; fski;ugb and the
messageMSG is calculated as given in Section 3.4.4.

3.2 Writing to the Cloud:

To write to an already existing file, the user must send
itsmessage with the claim policy as done during file cre-
ation. The cloud verifies the claim policy, and only if the
user isauthentic, is allowed to write on the file.

4 CONCLUSION:

We have presented a decentralized access control tech-
niquewith anonymous authentication, which pro-
vides userrevocation and prevents replay attacks. The
cloud doesnot know the identity of the user who stores
information,but only verifies the user’s credentials. Key
distribution isdone in a decentralized way. One limitation
is that thecloud knows the access policy for each record
stored in thecloud. In future, we would like to hide the at-
tributes andaccess policy of a user.
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