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Abstract: 

Security of networks depends on reliable key 

management systems which generate and distribute 

symmetrical/asymmetrical (static/dynamic) 

encryption/decryption keys between communicating 

parties which will be with the control of one master 

administrator / super node. This super node will be 

having following features over the sub nodes.  

 Cast creation: This can create target cast 

(GROUP) nodes. 

 Dynamic source node for data transmission. 

 Encryption and decryption based on 

algorithm (Rota). 

 Key generation control algorithm based on 

SHA-2 

 

Whenever the transmission is proposed the key will 

be generated automatically by using SHA-2 for 

transmission. Here this will be controlled by only 

super node. Creating the trusted peer as 

administrator or super peer in wireless adhoc sensor 

networks is a big challenge. So admin will choose 

trusted node (in cast of manet) for transmission. 

Basically nodes can be generated by users request by 

super node but controlled by on super node. Hence 

all encryption or decryption and key generation will 

be at super node level only   Traditionally, in wired 

networks, a central server is responsible to generate 

and distribute the keys securely. But because of no 

central server or fixed infrastructure exists in mobile 

ad hoc networks, there are many difficulties to 

carryout key management in dynamic and self 

organized mobile ad hoc networks. The dynamic 

change in topology results in the change of trust 

relationship among the nodes. In this paper, we have 

proposed a key management scheme in grouped 

network structure in which group leader of a group is 

randomly shifted, our scheme of key management 

doesn't require any trusted third party. The group 

leader is responsible to generate and distribute ids 

and public-private key pair to nodes. This method 

reduces the quantity of keys to distribute among the 

nodes.. Basically the user can create source and 

destinations (casting nodes) for encrypted (all 

possible selected formats) for data transmission. The 

encryption and decryption is user’s choice (according 

to mode of transmission).  

 

Index Terms: Cast, Group, Peer, Peer Level, Secure 

communication, SNMP, SMTP 

 

1. Introduction: 

Securing a computer network requires mastery of 

many skills and concepts are proper design of network, 

device and deployment, protocols, etc. 

 

Existing concerns in network security: 

 The issues can arise if there are IP based 

phones on a network that uses the same port! 

 It will be possible to get the following data 

from IDS. 
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 Total number of packets that node receives 

from one single destination only. 

 Total number of packets that node receives 

from all sources. 

 The time between two received packets. 

 Wheatear to check the information from a 

security aspect, or the focus is towards other 

data nodes 

 If public SMTP servers are located in a 

perimeter network, what is the procedure for 

tunneling internal mail through the firewall? 

 Under what parameters or boundaries would 

you recommend building your own intrusion 

detection system (IDS)? 

 Which way the client will connect/reconnect 

without using secure socket layers able to 

connect to remote secure server? 

 

To overcome above concerns this paper proposed this 

DYN Peer proposal algorithm to have tree structure 

adhoc network (can be migrated to other topology with 

in no time of migrating to other networks instantly. 

DYN Peer proposal generates prior static peer adhoc 

network and after that it will instantly acts as dynamic 

peer addition/deletion at any instant of working 

network. This Three level key protection is available in 

this algorithm for secure packet TCP/IP transmission 

over the tree adhoc network. 

 

The main purpose of DYN Peer proposal to overcome 

the instant casting issues as target nodes. The source 

node is always can be any one in available adhoc 

network and casing nodes(group nodes as target nodes) 

to transmit data and both will be controlled by 

administrator peer which is ROOT node  in tree 

network. The node which is sending the data will be 

protected by keys to transmit the data. The following 

are the available keys in our proposal. 

 

 

 

 

 

Architecture Diagram: 

 
 

Existing System:  

 The issues can arise if there are IP based 

phones on a network that uses the same port. 

 It will be possible to get the following data 

from IDS.   

 If public SMTP servers are located in a 

perimeter network. 

 Whether to check the information from a 

security aspect, or the focus is towards other 

data nodes. 

 

Disadvantages: 

One of the drawbacks with SHA-2 is that there are 

some older applications and operating systems that do 

not support it. Compatibility problems are the main 

reason why SHA-2 algorithms have not been adopted 

more rapidly. Windows XP Service Pack 2 or lower 

does not support the use of SHA-2.  The use of SHA-2 

on websites may pose a problem if the end user has an 

older operating system.  

 

Regarding server side support for SHA-2, there are a 

few things that need to be considered. If you are using 

a Windows environment, Microsoft has published the 

following blog for SHA-2 deployment. You will need 

to make sure you have the minimum supported version 

of Windows server, along with any required patches 

that are mentioned. 
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Proposed System: 

We propose SHA 3 Algorithm to overcome the 

problem of SHA -3 (SANUGKM) is to create the 

static/dynamic peers (in simulated adhoc network), 

which will be with the control of one master 

administrator / super node.DYN Peer proposal 

algorithm to have tree structure adhocnetwork (can be 

migrated to other topology with in no time of i.e. 

migrating to other networks instantly. DYN Peer 

proposal generates prior static peer adhoc network and 

after that it will instantly acts as dynamic peer 

addition/deletion at any instant of working network. 

This Three level key protection is available in this 

algorithm for secure packet TCP/IP transmission over 

the tree adhoc network. 

 

Advantages: 

 Rota encryption provides high security for 

data files while transmitting data from node to 

node in manet.  

 SHA-3: A hash function formerly called 

Keccak, chosen in 2012 after a public 

competition among non-NSA designers. It 

supports the same hash lengths as SHA-2, and 

its internal structure differs significantly from 

the rest of the SHA family. 

 The corresponding standards are FIPS PUB 

180 (original SHA), FIPS PUB 180-1 (SHA-

1), FIPS PUB 180-2 (SHA-1, SHA-256, SHA-

384, and SHA-512). NIST has updated Draft 

FIPS Publication 202, SHA-3 Standard 

separate from the Secure Hash Standard 

(SHS). 

 The main advantage of sha-2 algorithm is it 

generates same size of key for any size of 

plain text. so we can specify the size for key.  

 In SNMP multiple peers can be managed but 

very few adhoc networks have the following 

features: (Dynamic peer generation with static 

peer network, data sharing among unlimited 

casting peers as destination group, SHA-2 for 

secure key generation).  

 Logs will be maintained instantly with micro 

level information.  

  

Implementation Modules: 

1. Administration peer in wireless Adhoc sensor 

network (Math part)  

2. Group/key Management  

 Adding key  

 Deleting key  

 Rekeying/refreshing key  

3. Data Transmission/tracking management using 

algorithm(s). 

Metrics table (bw,size,time) 

 

SHA-2 Algorithm: 
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Rota Encrypt/Decrypt Algorithm: 
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CONCLUSION 

Secure Group Management would explain us to 

maintain the security relations between peer in manet. 

Here we can permit the nodes by providing the Root 

key for adding node and for removing nodes. The 

region of wireless nodes is communicated by 

transmitting the data with encryption format by using 

the advanced Algorithms what we had implemented in 

this paper. While implementation we got best results 

and performance. 
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