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Abstract: 

The increasing popularity of cloud storage services 

has lead companies that handle critical data to think 

about using these services for their storage needs. 

The paper presents a way to implement Third Party 

Auditor which not only checks the reliability of Cloud 

Service Provider but also checks the consistency and 

accountability of data The architecture shifts data, 

applications and development environments to large 

data centers thereby providing storage software and 

platform services online Our design is based on 

Elliptic Curve Cryptography and Sobol Sequence in 

Our method allows third party auditor to periodically 

verify the data integrity stored at CSP without 

retrieving original data we make use of Public-

Auditing. We propose a way in which the Merkle 

Hash Tree (MHT) used in a method called RSAS is 

made dynamic by using the concept of relative index 

to compute the index of leaf node quickly and a 

dynamic operation scheme based on this tree 

structure for cloud storage the proposed scheme aims 

at keeping the user data integrated and support data 

restore. The system also reduces the server 

computation time when compared with previous 

systems the use of homomorphism in multi-clouds 

due to its ability to reduce security risks using the 

enhanced modified festal technique. 

 

Index Terms: data security, federated cloud, Privacy 

Preserved Data Storage, Third Party Auditor, 

Message Digest, Message Authentication Code. 

1. INTRODUCTION 

Cloud computing is an emerging commercial 

infrastructure paradigm that promises to eliminate the 

need for maintaining expensive computing 

hardware[1] Through the use of virtualization and 

resource time-sharing, clouds address with a single set 

of physical resources a large user base with different 

needs Data Security [4,5,6] is an important research 

topic in cloud computing. Security in cloud can only 

be remotely implemented by the client since they do 

not have access to data centers and protocols in the 

system Cloud storage becomes an increasing attraction 

in cloud computing paradigm, which enables users to 

store their data and access them wherever and 

whenever they need using any device in a pay-as-you-

go manner[2]. Moving data into cloud offers great 

conveniences to the users since they do not have to 

care about the large capital investment in both the 

maintenance and management of the hardware 

infrastructures. Amazon’s Elastic Compute Cloud 

[3]and Amazon Simple Storage Service The 

specification of deciding the key is based on the 

metadata attribute in the metadata server as well as the 

user key[7] Most of the existing cloud encryption 

schemes are constructed on the architecture where a 

single trusted (TPA) third party authority has the 

power to secure the secret data stored at the cloud 

servers The data owners therefore need to be 

convinced that the data are correctly stored in the 

cloud[8] In order to achieve data integrity and 

availability and enforce the quality of cloud storage 
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service, efficient methods that provide on-demand data 

correctness verification on behalf of the users are used. 

The data integrity problem is solved by many systems 

the server regarding the data integrity, whereas, Public 

Auditability is more convenient and preferred over 

Private Auditability because it allows a third party to 

perform integrity verification on behalf of client. The 

client is not solely responsible for it and so it largely 

reduces client’s burden. We refer this third party as the 

Third Party Auditor (TPA)[9]. 

 
 

2. RELATED WORKS 

Data Privacy and Verification in cloud have been 

handled extensively in many existing works. On 

surveying the field of public audit ability it is evident 

that considering the third party auditor as the 

vulnerable component is not addressed anywhere the 

security of remote storage applications has been 

increasingly addressed in the recent years, which has 

resulted in various approaches to the design of storage 

verification primitives. The literature distinguishes two 

main categories of verification schemes [13]. Recently 

much work has been done in the area of cloud security. 

Majority of them focus on the integrity verification of 

data stored in the cloud. Descartes et al. in [10], use 

RSA based hash function for verification of the file 

stored at the remote server. Using this scheme, it is 

possible for the client to perform multiple challenges 

using the same metadata. The data stored in cloud is 

vulnerable to malicious attacks and it would bring 

irretrievable losses to the users, since their data is 

stored at an untrusted storage servers [15] have 

proposed a query based hiding schema information 

using a bloom filter. The query given is processed and 

the attributes of the query is used for key generation 

[11]. 

  

 
Fig.2 System model 

 

Public Verifiability for Storage Security 

This work [14] states that by data outsourcing, users 

can be relieved from the burden of local data storage 

and maintenance. It also eliminates their physical 

control of storage dependability and security, which 

traditionally has been expected by both enterprises and 

individuals [12].  

 

Deterministic Secure Storage 

Deterministic solutions are verifying the storage of the 

entire data at each server. Deswarte [18] and Filho.[19] 

are firstly proposed a solution to remote data integrity. 

Both use RSA-based functions to hash the whole data 

file for every verification challenge they require pre-

computed results of challenges to be stored at verifier, 

where a challenge corresponds to the hashing of the 

data concatenated with a random number proposed a 

survey paper where they discussed about factors 

affecting cloud computing storage adoption, 

vulnerabilities and attacks. The authors have also 

identified relevant solution directives to strengthen 

security and privacy in the cloud environment [16]. 

 

3. SYSTEM MODEL 

In cloud data storage model, the user stores his data in 

cloud through cloud service provider and if he wants to 

access the data back, sends a request to the CSP and 

receives the original data. If data is in encrypted form 

that can be decrypted using his secrete key [17] the 

data is stored in cloud is vulnerable to malicious 

attacks The data integrity problem is solved by many 

systems. Some make use of two-party auditing process 

[3] while some use third-party auditing. In two-party 

auditing, the client itself sends the challenge to the 
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server and the server is supposed to respond to it with 

a proof to prove that it contains the data in integrated 

manner. In third-party auditing, however, the client 

delegates the right of auditing the data at the server to 

a third party called as the Third-Party Auditor it would 

bring irretrievable losses to the users, since their data 

is stored at an unfrosted storage servers The cloud 

storage model considering here is consists of three 

main components  

 
Fig.3 Cloud Data Storage Model 

 

4. PROPOSED SYSTEM 

In our scheme the client asks the CSP to provide 

service where CSP authenticate the client. RSA with 

Digital signature part will be done by the user to 

provide data authentication, data integrity and non-

repudiation. This is done by first encrypting the user‘s 

data using symmetric encryption Client store[4] their 

data at the cloud, delete the local copy of that data and 

rely completely on the cloud server for data safety and 

maintenance auditing of the data is necessary to assure 

client safety of his data. To overcome this problem of 

data security, we introduce an AES based Storage 

integrated. 

 
Fig.4 Block Diagram of AES based Storage Security 

System 

A. Data Uploading and Downloading 

When the file is uploaded to the cloud server, before 

storing it, AES algorithm is used to encrypt the data to 

protect the content from being displayed to the server 

Similarly at the time of download, the data is 

decrypted to plain text form The TPA generates a 

challenge, sends it to the CSP and in response, the 

server generates a proof for the corresponding 

challenge. In the proof, the server generates the proof 

[8] the proof contains the signature of the root and the 

root of the MHT generated for the respective file 

 
Fig. 5 Data Downloading 

 

B. Enhanced modified matrix based Festal Network 

Algorithm the below section describes the Festal 

Function F which plays a major role in the proposed 

encryption technique to specific types of computations 

to be carried out on the corresponding cipher text. The 

result is the cipher text of the result of the same 

operations performed on the plaintext That is 

homomorphism encryption allows computation of 

cipher text without knowing anything about the 

plaintext to get the correct encrypted result[6]. 
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C. Metadata Verification Scheme  

In Public auditing schemes have achieved the support 

for dynamic data updates which is a critical need in 

environments like cloud where huge volumes of data 

are updated frequently. These verification schemes do 

not consider the effects on data privacy in the hands of 

a third party auditor The scheme verifies metadata 

rather than the actual data. The model is divided into 

two fundamental blocks the cloud service provider on 

behalf of the client in order to check the data security 

at the cloud and the reliability of the server is 

presented [13]. Then, an efficient scheme for checking 

the data integrity between the client and the server is 

introduced  

 
Fig. 6 Basic Verification Scheme 

 

D. Merkle Hash Tree (MHT):  

A Merkle Hash Tree is a well-studied structure used 

for authentication purpose [7], which is intended to 

prove efficiently that a set of elements are unaltered 

and undamaged. It is used for decreasing the server 

computation time [9] It is used by cryptographic 

methods to authenticate the file blocks. The tree is 

constructed as a binary tree where the leaf nodes are 

the hashes of the authentic data values i.e. the original 

file blocks Every security system must provide a 

bundle of security functions that can assure the secrecy 

of the system. These functions are usually referred to 

as the goals of the security system  

 
Fig.7 Merkle Hash Tree (MHT) 

Advanced Encryption Standard (AES): 

AES is a block cipher. The algorithm supports a 

variety of key sizes as 128,192 or 256. The default size 

is 256 bits. The encryption of data blocks is done in 

10, 12 and 14 rounds depending on the size of the key 

used. It provides fast and flexible encryption and can 

be easily implemented on various platforms. 

 
 

5. IMPLEMENTATION  

The proposed model is analyzed by executing set of 

experiments. The experiments are carried out in a 

cloud setup using eucalyptus which contains cloud 

controller and walrus as storage controller on a 5 node 

cluster 

 
Comparison of avalanche effect of cipher key 
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6. CONCLUSION  

Cloud Computing is an emerging commercial 

infrastructure paradigm that promises to eliminate the 

need for maintaining expensive computing hardware 

As market grows the threat on data also grows To 

protect the data from unauthorized access and to 

ensure that our data are intact we proposed a scheme 

The verification scheme can further be specialized 

using security protocols to check the auditor’s 

reliability and confidentiality in handling the data and 

also can be checked for biasing. Further the data stored 

in cloud can be encrypted and the code generated for 

individual files can be sent over using secured 

transmission protocols 

 

7. FUTURE WORK 

Our scheme also supports dynamic data operations 

which performed by the user on data stored in cloud 

while maintaining same security assurance We have 

proved that proposed scheme is secure in terms of 

integrity and confidentiality through security analysis 

In addition to that, the whole of the proposed security 

system is semantically secured against malicious users 

and also against the illegal activity of the trusted CSPs. 
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