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Abstract:

Many research works have been done to prevent the vulner-
abilities of MANETs. But there is still unexplored nooks 
and corners are left for locking. To face the challenges 
in preventing the intruders attacks an efficient Enhanced 
Adaptive ACKnowledgment mechanism or technique is 
given in this research work. This Enhanced Adaptive AC-
Knowledgment IDS is developed and proposed to detect 
higher malicious behaviour in certain circumstances and 
situations in the Mobile Ad hoc NETworks.This research 
work is simulated in .Net technologies to replicate the 
Mobile Ad hoc networks vulnerabilities and demonstrate 
the admeasures against different malicious attacks with its 
Enhanced Adaptive ACKnowledgment. The simulation 
results are properly demonstrated to revel the effective 
admeasures provided by the Intrusion Detection System 
enriched with Adaptive ACKnowledgment algorithms. 

Keywords: 
MANETs, malicious attacks in Networks, safety and se-
curity.

Introduction:
Background:

Wireless networks are primary option from first day of 
their invention due to their natural mobility and scalabili-
ty.Due to the technology improvement and to reduce cost, 
we prefer wireless network over wired networked since 
few years. Our title says, Mobile Ad hoc NETwork (MA-
NET) is a group of mobile nodes equipped with both a 
wireless transmitter and a receiver that communicate with 
each other via bidirectional wireless links either directly 
or indirectly. The organizational remote access and con-
trol via wireless networks are becoming more and more 
popular these days (Kim et al., 2008). because of MA-
NET’s distributed scenario and changing topology, (Pat-
wardhanet al., 2005)a traditional decentralized monitor-
ing technique is no longer feasible in MANETs. In such 
case, it is crucial to develop an intrusion-detection system 
(IDS) specially developed for MANETs.
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Many research efforts have been devoted to such research 
topic(Al Agha et al., 2009)–(Akbaniet al., 2012),

AIM OF THE PROJECT:

The main aim of the project is to identify the effect-
ed nodes (i,e., malicious nodes) in Mobile Ad Hoc 
Networks(MANETS) using a Enhanced Adaptive AC-
Knowledgment [EAACK]technique which is developed 
for Higher Intrusion-Detection. The effected nodes are 
infected by the malicious attacker influence to distribute 
the vulnerabilities in the network. This abnormal behavior 
should be stopped and protect the other nodes of MANET 
from attacks.

Design of the project:

The present project is on Vision on Vulnerabilities in 
Delay Tolerant Networks. The design of the project is 
determined from the analysis of the requirements of the 
project. The design consists of mainly two parts. One is 
User Interface Screens Design and the other is Database 
Design. The present project is a simulation project, hence 
the database design is avoided. Most of the networking 
projects don’t configured with database. The proposed 
project is built with user interface Screens and business 
logic to replicate the functionality of the project. 
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In the above picture the server will receive the data from 
node one node two, node three and node four. Once the 
nodes are sending the data this will be demonstrated by 
TTL expressions. If the data is transmitting from node it 
will be reflected in TTL values. If the TTL value is greater 
than equal to 32  it will be transmitted from a node. Then 
it will be passing through intermediate node which imple-
ments the Enhanced Adaptive ACKnowledgment system. 
Then the data packets are transmitted to the server sys-
tem. The server system will be considered as Destination 
Nodes and the clients are considered as source nodes. 
When the server is responding for the requests sent from 
clients it should be verified with digital Signature of the 
client systems to apply security.

Delay Tolerant Networks are configured with dynamic 
nodes. The transmission between one node to other node 
will get delay. To increase the performance of the trans-
mission speed, the intermediate node is configured. The 
intermediate node increase the buffer size to store the data 
and send the data to the destination node. The transmis-
sion of electronic data packets is increased with the pres-
ence of intermediate node and makes the transaction con-
tinuous. Level 1 indicates the configuration of enhanced 
adaptive ACKnowledgment  mechanism

to audit the data packets for its source destination address 
and acknowledge the same and sent the data to the serv-
ers. This will also speed up the transmission and makes 
the connectivity continuous. In the level 1 it is a safe and 
secure transaction to avoid the vulnerabilities in the net-
work.	

The above picture demonstrate the functionality of the 
AcKNOWLEDGEMENT methodology is working to re-
move the infections of the network. Once the data pack-
etsare  released from source node, they will be transmit-
ted through intermediate node. The intermediate node 
will identify the malicious nodes caused by the attacks 
of intruders. The data packets will be edited by the ACK 
mechanism and send the data packets if they are coming 
from authorised and authenticated node. Level 3 dem-
onstrate the ACK mechanism in case of data packets are 
starting from multi hop environment. In this s Level 3 
demonstrate the ACK mechanism in case of data packets 
are starting from multi hop environment. In this scenario 
the ACK mechanism will audit and authenticate the data 
packets. If the data packets are coming from authenticat-
ed and authorised node then the data packets are sent to 
server system. While the reply and response is sending 
from server it also follows the same method to transmit 
the data packets to the destination node [client]. cenario 
the ACK mechanism will audit and authenticate the data 
packets. If the data packets are coming from authenticat-
ed and authorised node then the data packets are sent to 
server system.
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While the reply and response is sending from server it 
also follows the same method to transmit the data packets 
to the destination node [client].

 
Results:

Present project is vision of vulnerabilities in delay toler-
ant networks. The present project is a simulation project 
to demonstrate the functionality of the delay tolerant net-
works. The project is developed to demonstrate the DTN 
environment with the configuration of nodes, routers, at-
tackers, vulnerabilities and intrusion detection systems. 
The project should simulate the functionality of dynamic 
nodes. The project should demonstrate the functionality 
of the routers. The project should reveal the functional-
ity of the attackers. The simulation environment should 
demonstrate the attackers functionality and the function-
ality of the admeasures configured in intrusion detection 
system. The intrusion detection system is enriched with 
enhanced adaptive acknowledgement mechanism to au-
dit the intruders source address and authenticate the data 
packets. The results of the project can be enlisted below.
The data transmission between the nodes should be dem-
onstrated -   	 Yes Demonstrated
The delay tolerance between two nodes should be counted             
-  	 Yes Estimated 
The vulnerabilities should be activated     Yes Activated
The delay count should be recorded from infected 
node       - 		  Yes counted

The data packet transmission rate should be counted  
Before infection		 .01 sec
After infection			   .9 sec
After ACK enforcement	.001 Sec

Evaluation of results:

The evaluation of results revel that, the delay tolerance 
networks are transmitting the electronic data packets with 
remarkable delay. The intrusion and malicious attacks can 
affect the system and cause great delay in transmission 
and also packet loss.The intrusion detection system with 
EAACK method has stopped the intrusions and improved 
the packet transmission speed.The intrusion detection sys-
tem with EASCK method has reduced the packet loss.

Conclusion:

Delay Tolerant Networks are very important in the fields 
of rural education and space networks. The importance 
has increased as DTN is predominantly first option for 
space networks to transmit the data from earth stations 
to space stations. The nodes configured in DTN are dy-
namically placed with multi-functional activities. The 
nodes in DTN are bound to break the connectivity and 
the delay in transmission is frequent and common. At this 
juncture the project has developed a vision for DTN for 
space networks.  The present project is developed and 
demonstrated a vision to overcome the vulnerabilities in 
Delay Tolerant Networks. The project has demonstrated 
the intrusion detection system with the aid of Enhanced 
Adaptive Acknowledgement system to improve the speed 
of the data transmission, reduce the packet loss and to im-
prove the bandwidth transmission with the help of inter-
mediate node incorporation. 

Elhadi M. Shakshuki, et.al [2013] The simulation proj-
ect has successfully demonstrated the functionality of the 
project. The results have been recorded and evaluated. 
The results revealed that the project has successfully dem-
onstrated the final output of intrusion detection system 
developed with the combination of watchdog and parth-
rater to verify the signatures of the electronic data packet 
transmission from one to other node in the networks. The 
remarkable improvement in transmission speed, predomi-
nant bandwidth increase and required data packets loss 
has been gained in this project execution.
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The evaluated results revealed that the intrusion detection 
system has given a better vision for Delay Tolerance Net-
works. The project has fulfilled the objectives and goals 
specified in the introduction chapter.Elhadi M. Shakshuki, 
et.al [2013].

Reference:

1. Kim, Y.(2008) Remote sensing and control of an ir-
rigation system using a distributed wireless sensor 
network,IEEE Trans. Instrum.Meas., vol. 57, no. 7, pp. 
1379–1387.

2.Elhadi M. Shakshuki, Senior Member, IEEE, Nan 
Kang, and Tarek R. Sheltami, Member, IEEE [2013] 
EAACK—A Secure Intrusion-Detection System for MA-
NETs published IEEE TRANSACTIONS ON INDUS-
TRIAL ELECTRONICS, VOL. 60, NO. 3, MARCH 
2013.

3.Jayakumar, G and Gopinath, G.(2007)Ad hoc mobile 
wireless networks routing protocol—A review,J. Comput. 
Sci., vol. 3, no. 8, pp. 574–582.

4.Sun, B. (2004) Intrusion detection in mobile ad hoc 
networks, Ph.D. dissertation, Texas A&M Univ., College 
Station, TX.

5.SevilŞen, John A. Clark [2007]Intrusion Detection In 
Mobile Ad Hoc Networksdownloaded from www-users.
cs.york.ac.uk/~jac/PublishedPapers/IDinMANETs.pdf

6.Yi Ping, Jiang Xinghao1, Wu Yue1 & Liu Ning [2008]
Distributed intrusion detection for mobile ad hoc net-
works  published in Journal of Systems Engineerng and 
Electronics Vol. 19, No. 4, 2008, pp.851–859 downloaded 
from www.Sciencedirect.com/science/journal/10044132.

7.BalasubramanianShyamSundar [2012]Assessing The 
Vulnerability Of Dtn Data Relaying Schemes To Node 
Selfishness

8.Aniket Kate, Gregory M. Zaverucha, and UrsHengart-
ner [2007]Anonymity and Security in Delay Tolerant 
Networks by 10.1109/SECCOM.2007.4550373 pages 
504 - 513

9.Sergio Marti, T.J. Giuli, Kevin Lai, and Mary Baker 
[2000]Mitigating Routing Misbehavior in Mobile Ad Hoc 
Networks Copyright ACM 2000 1-58113-197-6/00.

10.Sotirios-AngelosLenas, Scott C. Burleigh, and 
VassilisTsaoussidis[2012] Reliable Data Streaming over 
Delay Tolerant Networks Y. Koucheryavy et al. (Eds.): 
WWIC 2012, LNCS 7277, pp. 358–365, 2012. © Spring-
er-Verlag Berlin Heidelberg 2012

11.CaseMaker [2000] Rapid Application Development 
@ Copyright 1997-2000 CASEMaker Inc.- E-Book Pub-
lished in www.casemaker.com

12.Ulf Ekstrom [2000] Design Patterns for Simulations in 
Erlang/OTP - 2000-11-01 ISSN 1100{1836 Information 
Technology Computing Science Department

13.Tabesh andFrechette, L.G (2010) A low-power stand-
alone adaptive circuit for harvesting energy from a piezo-
electric micropower generator,IEEETrans. Ind. Electron., 
vol. 57, no. 3, pp. 840–849.

14.Nasser, N and Chen, Y. (2007) Enhanced intrusion de-
tection systems for discovering malicious nodes in mobile 
ad hoc network, in Proc. IEEE Int.Conf. Commun., Glas-
gow, Scotland.

15.Glenn A. Bowen [2005] Preparing a Qualitative Re-
search-Based Dissertation: Lessons Learned The Quali-
tative Report Volume 10 Number 2 June 2005 208-222 
http://www.nova.edu/ssss/QR/QR10-2/bowen.pdf

16.Rolf Johansson [2003] Case Study Methodology - A 
key note speech at the International Conference

17.Sparx Systems [2004] UML TUTORIALS THE USE 
CASE MODEL copy right reserved © Sparx Systems 
2004 published in www.sparxsystems.com.au

18.Steve Easterbrook, Janice Singer, Margaret-Anne Sto-
rey, Daniela Damian [2007] Selecting Empirical Methods 
for Software Engineering Published for Toronto edu 2007 
September.

19.Ellen Taylor-Powell and Sara Steele [1996]Collecting 
Evaluation Data Direct Observation published for Pro-
gram development and evaluation

20.Sui Generis [2006]Data Flow Diagram Process pub-
lished under the process no CMPE202-5-Sui2 on Septem-
ber 29, 2006 san Jose State University.

                 Volume No: 2 (2015), Issue No: 11 (November)                                                                                           November 2015
                                                                             www.ijmetmr.com                                                                                                                                        Page 64

                 Volume No: 2 (2015), Issue No: 11 (November)                                                                                           November 2015
                                                                             www.ijmetmr.com                                                                                                                                        Page 65



                                                                                                                         ISSN No: 2348-4845
International Journal & Magazine of Engineering, 

Technology, Management and Research
A Peer Reviewed Open Access International Journal   

While the reply and response is sending from server it 
also follows the same method to transmit the data packets 
to the destination node [client].

 
Results:

Present project is vision of vulnerabilities in delay toler-
ant networks. The present project is a simulation project 
to demonstrate the functionality of the delay tolerant net-
works. The project is developed to demonstrate the DTN 
environment with the configuration of nodes, routers, at-
tackers, vulnerabilities and intrusion detection systems. 
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ality of the admeasures configured in intrusion detection 
system. The intrusion detection system is enriched with 
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networks are transmitting the electronic data packets with 
remarkable delay. The intrusion and malicious attacks can 
affect the system and cause great delay in transmission 
and also packet loss.The intrusion detection system with 
EAACK method has stopped the intrusions and improved 
the packet transmission speed.The intrusion detection sys-
tem with EASCK method has reduced the packet loss.

Conclusion:

Delay Tolerant Networks are very important in the fields 
of rural education and space networks. The importance 
has increased as DTN is predominantly first option for 
space networks to transmit the data from earth stations 
to space stations. The nodes configured in DTN are dy-
namically placed with multi-functional activities. The 
nodes in DTN are bound to break the connectivity and 
the delay in transmission is frequent and common. At this 
juncture the project has developed a vision for DTN for 
space networks.  The present project is developed and 
demonstrated a vision to overcome the vulnerabilities in 
Delay Tolerant Networks. The project has demonstrated 
the intrusion detection system with the aid of Enhanced 
Adaptive Acknowledgement system to improve the speed 
of the data transmission, reduce the packet loss and to im-
prove the bandwidth transmission with the help of inter-
mediate node incorporation. 

Elhadi M. Shakshuki, et.al [2013] The simulation proj-
ect has successfully demonstrated the functionality of the 
project. The results have been recorded and evaluated. 
The results revealed that the project has successfully dem-
onstrated the final output of intrusion detection system 
developed with the combination of watchdog and parth-
rater to verify the signatures of the electronic data packet 
transmission from one to other node in the networks. The 
remarkable improvement in transmission speed, predomi-
nant bandwidth increase and required data packets loss 
has been gained in this project execution.
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The evaluated results revealed that the intrusion detection 
system has given a better vision for Delay Tolerance Net-
works. The project has fulfilled the objectives and goals 
specified in the introduction chapter.Elhadi M. Shakshuki, 
et.al [2013].
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