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Abstract:

Wireless mesh networks (WMNs) are emerging as 
a solution for large scale high speed internet access 
through their scalability,  self configuring and low 
cost. But as compared to wired networks, WMNs are 
largely prone to different security attacks due to its 
open medium nature, distributed architecture and dy-
namic topology. Denial of service (DoS) attacks is one 
of the most common types of attack which is possible 
in WMNs. DoS attacks are most common in networks 
which connect to internet and since WMNs are mainly 
designed for fast and long distance internet access 
this type of attacks are common in the network. In 
our work we mainly concentrate our study on two de-
nial of service attacks namely gray hole attacks (a.k.a 
selective forwarding attacks) and black hole attacks. 
Wireless mesh networks consist of both mesh routers 
and mesh clients.  

We confine our studies to mesh routers which are 
stationary. We implement  both gray hole attack and 
black hole attack in mesh routers and study the deliv-
ery ratio of the network with and without the pres-
ence of attack routers. By simulating the scenario 
with AODV protocol we studied the delivery ratio of 
packets and find out how it is affecting the network 
in the presence of an attack router. After studying the 
results we propose a new detection algorithm based 
on overhearing the neighboring node to which the 
packet is forwarded.  By keeping the history of num-
ber packets forwarded and the number of packets 
overheard the algorithm determines the number of 
packets dropped and determines the probability of 
attack. This probability is checked with the threshold 
value of probability and determines whether a router 
is misbehaving or not.  We also considered the pos-
sibility of false positives and took necessary measures 
in the algorithm to reduce it.   If a router is found mis-
behaving  it is removed from the network and exclud-
ed from further forwarding of packets. We analyze 
our algorithm in the presence of an attack router and 
detect the attack router and study the improvement 
in the delivery ratio.  Through simulation we evaluate 
the performance of our algorithm depending on the 
packet delivery ratio achieved and time.
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I. INTRODUCTION:

Wireless mesh networks (WMNs) are a multi-hop 
wireless communication among different nodes are 
dynamically self-organized and self-configured, with 
the nodes in the network automatically establishing 
an ad-hoc network and maintaining the mesh con-
nectivity. WMNS are emerged as a promising concept 
to meet the challenges in wireless networks such as 
flexibility, adaptability, reconfigurable architecture 
etc [1]. WMNs consist of two kinds of nodes: mesh 
routers and meshclients. Mesh routers are routers 
which forms the stationary or least mobile part of the 
mesh network with less power constraint and forms 
the backbone of the mesh network. 

Meshclients are nodes which are mobile in the net-
work with power constraints. Though mesh clients 
can also do routing by forwarding pack- ets to the 
next node in mesh networking the hardware and soft-
ware platform for them are much simpler compared 
to mesh routers. Mesh routers can do all the gateway/
bridge functions as in conventional  wireless router, 
in addition to that it contains additional functions to 
support mesh routing. 

They can support multiple wireless interfaces built 
on either the same or different wireless access tech-
nologies. Thus mesh routers are dedicated and sta-
tionary nodes for routing functions with less power 
constraint. Mesh clients are nodes with no gateway/
bridge functions and only one wireless interface is 
needed in mesh clients. Wireless mesh networks can 
be integrated with other networks because of the 
bridge/gateway functions provided by the mesh rout-
er. The presence of mesh routers and hop by hop for-
warding in WMNs bring many advantages  compared 
to conventional  ad-hoc network such as low up-front 
cost, higher scalability, easy network maintenance, ro-
bustness, reliable and need less transmission power.

Security Framework against Denial of Service Attacks In 
Wireless Mesh Networks
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A wireless mesh network  enables ad-hoc mode peer 
to peer interconnection among mesh clients are is 
called client meshing [1].  With client meshing, mesh 
routers that stay outside the radio coverage of a mesh 
router can rely on other intermediate clients to relay 
packets to them to get WMN access network connec- 
tions. Thus packets from a mesh client which lies far 
away from the mesh router has to travel multi hop cli-
ent-to-client and client-to-router wireless  link before 
reaching its destination. 

The number of hops is determined by the geographi-
cal location of the client and also the organization 
structure of the access network. The architecture of 
wireless  mesh networks  can be classified in to three 
main groups based on the functionalities of the nodes 
namely infrastructure/backbone WMNs, client WMNs 
and Hybrid WMNs. 

In infrastructure WMNs wireless mesh routers will 
form a mesh of self-configuring, self healing links 
among themselves. With gateway functionality these 
routers can be connected to the internet. This ap-
proach  provides backbone for conventional  clients 
and enables integration of WMNs with existing wire-
less networks, through gateway/bridge functional-
ities in mesh routers.

In client meshing the client devices will form a mesh 
to perform routing and configuration functionalities 
as well as providing end-user applications to users. In 
this architecture no mesh routers are present and thus 
are same as the conventional ad-hoc network. Hybrid 
WMNs is the combination of infrastructure and client 
meshing and a mesh network is formed between the 
clients and as well as the routers. Mesh clients can ac-
cess the network through mesh routers as well as di-
rectly meshing with each other.

II. WIRELESS MESH NETWORKS:

2.1 Introduction:

Wireless Mesh Network is a promising wireless tech-
nology  for several emerging and commercially in-
teresting applications, e.g., broadband home net-
working, com- munity and neighborhood networks, 
coordinated network management, intelligent trans-
portation systems. It is gaining possible attention as 
a possible way for Inter- net service providers and 
other end-users to establish robust and reliable wire-
less broadband service access at a reasonable cost. 
Different from traditional wireless networks,  nodes in 
WMN automatically establish and maintain network 
connec- tivity.

This feature brings many advantages for the end-
users, such as low up-front cost, easy network main-
tenance,  robustness, and reliable service coverage 
[3]. The gateway and bridge functionalities in mesh 
routers enable the integration of wire- less mesh net-
works with various existing wireless networks, such 
as wireless sensor networks, wireless-Fidelity (Wi-Fi), 
and WiMAX [1].

2.2 Network Architecture:

As mentioned in chapter 1, the architectures in wire-
less  mesh network can be classified in to three 
different types.

2.2.1 Infrastructure/Backbone WMNS:

Figure 2.1: Infrastructure/backbone WMNS

2.2.2 Client WMNS:

In this architecture clients form a mesh network 
among themselves and no routers exist.  The clients 
will establish peer-to-peer networks among them and 
consti- tute the actual network  performing  routing 
and configuration functions as well as providing end-
user applications  to costumers. The clients will com-
municate using a single radio interface among the 
devices and a packet is forwarded to des- tination by 
hopping through the device. Thus, a Client WMNs is 
same as the conventional ad-hoc network. By compar-
ing with the Infrastructure WMNs the requirements 
on the clients increased in Client WMNs because the 
end-users must perform additional functions such as 
routing and self-configuration.

2.2.3 Hybrid WMNS:

Hybrid WMN is a combination of both Infrastructure 
and Client WMN in the sense that both the routers 
and clients will form mesh networking [1].
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Routers will form the backbone by meshing each 
other and the clients can form mesh network among 
themselves for communicating hop-by-hop each oth-
er and to connect to the backbone router.

Figure 2.2: Client WMNS.

Figure 2.3: Hybrid WMNS.

III. GRAY HOLE AND BLACK HOLE ATTACKS:

In this work we focus our attention to two special type 
of Denial of Service (DoS) attacks called gray hole at-
tack or selective dropping  attack and black hole at- 
tack or sink hole attack.  We consider these attacks 
on the less mobile or almost stationary wireless mesh 
routers. Gray hole attack is a type of attack in which 
the attack router accepts the packets and refuses to 
forward certain packets by just dropping the packets. 
In black hole attack the attack router will advertise in 
the network  that it has a fresh route to the destina-
tion and after that may drop all the packets that it re-
ceives. Cryptographic techniques are used to protect 
the physically unprotected mesh routers from various 
DoS attacks including gray hole and black hole at-
tacks.  But if the router is compromised the attacker 
will gain access to the private/public  key pair of the 
router and can break through the cryptographic sys-
tems. Thus non-cryptographic  methods will provide 
a second line of defense [14], [15]. In this work we try 
to develop a non cryptographic type of defense by 
checking the forwarding of the upstream routers by 
overhearing their transmission.

We consider AODV routing protocol to implement 
these attacks.

3.1 Ad-hoc On-Demand Distant Vector (AODV) 
routing protocol:

AODV protocol is one of the commonly used in wire-
less mesh networks and is proposed as one of the 
protocol in the IEEE 802.11s standard [16]. AODV is a 
re- active distance vector routing protocol which will 
establish the path only when the router has some 
data to send. AODV borrows the basic route estab-
lishment and maintenance mechanisms from the Dy-
namic Source Routing protocol (DSR) and the hop-to-
hop routing vectors from the Destination-Sequenced 
Distance-Vector protocol (DSDV). To avoid routing 
loops AODV makes use of the sequence number in the 
control packets.

3.2 Black hole attacks:

In a black hole attack the malicious node will always 
advertise in the network that it has a fresher route to 
the destination by setting the sequence number to a 
large value and will reply to the RREQ  before other 
routers send a reply.  Thus the attacker router will at-
tract all the traffic in its transmission range towards 
itself and then may drop the packets [17].

3.3 Gray hole attacks:

In a wireless mesh network that uses AODV protocol 
one attacker node can drop some selected packets 
according to some criteria or randomly.  This is called 
gray hole attack or selective drop attack. This type of 
attack is very difficult to detect, especially in the wire-
less scenario, because packets can be dropped be-
cause of line congestion, channel capacity, etc.  In the 
simulation we used random dropping of packets us-
ing the random function. While the packets are send-
ing to destination, packets are dropped randomly  by 
the malicious node.  Simulation of gray hole attack is 
done on ns-2.34 [18]. In order to simulate gray hole 
attack on ns2 we had to modify and implement the 
existing AODV protocol.

IV. PROPOSED ALGORITHM:

When a node wants to send a packet it will send the 
RREQ  packet and if it receives  a route reply first from 
a normal behaving node, then everything will work 
fine. But if it gets reply from an attacker node in which 
implements selective dropping  all the packets will not 
reach the destination.
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4.1 Related Work:

Most of the prior works related to gray hole attacks 
were studied  in the area of ad hoc and sensor net-
works. These works  can be used in the area of wire-
less mesh networks too.  But since wireless mesh 
networks are mainly targeting the broadband usage 
these type of attacks will be more common in wireless  
mesh networks compared to other two networks. So 
more research work is needed in the field of security 
in WMNs.Karlof.et.al [19] proposed selective forward-
ing attack for the first time in wireless sensor net-
works and suggested that multi path forwarding can 
used to counter the attack.

4.2 Assumptions:

We assume that all the routers that are in the net-
work are stationary and have no energy constraints. 
We also assume that the wireless interfaces  support 
promis- cuous mode operation. Promiscuous mode 
means that if a node A is within range of a node B, it 
can overhear communications to and from B even if 
those commu- nications do not directly involve A.

4.3 Parameters and Thresholds:

Before going in to details about the algorithm, we in-
troduce the parameters and threshold values used in 
the algorithm. At each router nt denotes the number 
of packets transmitted under a particular threshold to 
the downstream node. This threshold is denoted as 
nthreshold .  At the same router no   denotes the num-
ber of packets overheard by the router.

4.4 Attack Detection Algorithm:

We present an algorithm for finding the intentional se-
lective  dropping attack by a node and if all the pack-
ets are dropped  will identify the attack  as a black hole 
attack by checking the forwarding  of packets by the 
immediate neighbor downstream node to which the 
data is sent.  For this we have to overhear the traffic 
by the neighboring nodes.

4.5 Result of Simulation:

First we simulated  the network with no attack node 
and checked the delivery ratio of the data sent.Deliv-
ery ratio is the performance metric used and is the 
ratio of the data received by destination to the data 
sent which is expressed in percentage. In the absence 
of attack the delivery ratio obtained is 100.Then we in-
troduced a malicious node in the network which will

implement  gray hole attack and drop packets in a ran-
dom fashion as explained earlier. Router 6 is selected 
as the attack router which is in the path of the trans-
mission. Since the node 2 and node 5 is sending UDP 
packets no acknowledgement is sent back by the des-
tination node 7. The delivery ratio is calculated using 
the data received by node 7 to the data sent by node 
2 and node 5. As expected node 6 drops some packets 
randomly and the delivery is decreased from 100 to a 
range of 45-60 as shown in Figure 4.1.

Similarly we implemented the black hole attack to 
router 6 and checked the delivery ratio and the ratio 
was coming down from 100 percentage to zero.

Figure 4.1: Comparison between delivery ratio of net-
work with and without gray hole attack

4.6 Simulation of the Proposed Algorithm:

Previously we implemented both gray hole and black 
hole attack in ns-2.34 and obtained the results. Since 
we were not able to implement the promiscous mode 
of operation in ns-2.34 it become impossible to over-
hear the transmission of the neighbouring router. So 
we have written our algorithm in Perl language [21] 
and using the trace files obtained during the previous 
simulation.

Figure 4.2: Packet sent
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Figure 4.3: Comparison between delivery ratio of net-
work with and without black hole attack

4.7 Comparison of Proposed Scheme with 
CAD
Algorithm

Table 4.1: Comparison of proposed algorithm  
with CAD

Figure 4.4:  Comparison between gray hole attack 
and proposed algorithm  with

Pg =.35,  nthreshold =10,interval=5

Figure 4.5:  Comparison between black hole attack 
and proposed algorithm  with

Pb =.35,  nthreshold =10,interval=5

CONCLUSION:

Since routers in WMNs work in a fully wireless environ-
ment the packet can be lost due to different factors. 
So finding an appropriate threshold value for detect-
ing the gray hole attack in real environment is really 
difficult. Wireless mesh networks is having an open 
architecture  and more prone to Denial of Service at-
tacks due to its use in broadband internet access.Thus 
more research  work has to be done to reduce the De-
nial of Service attacks and improve the network.
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