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Abstract:

The Digital watermarking concept is used to hide and de-
tect information from image. It is the best way to copyright
protection of the user. By the use of digital watermarking,
user can blame on faker for ownership. This is known as
an Authentication System for ownership identification.
The complete system consists of two functions, one for
hiding information inside image and other for detecting
information from image. In this approach, digital water-
marking performed using Lifting based Discrete Wavelet
Transform and analyzed its results..This Paper proposes
to implement the invisible LSB-watermarking technique
with Lifting compression technique by using the micro-
blaze Processor.
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Introduction:

The last decade has witnessed the rapid development in
information technologies and the wide availability of
digital consumer device such as digital cameras ,scanners
etc .But at the same time this leads to the hacking vul-
nerability and duplicity of the original information. The
most modern solution technique to this problem is digital
watermarking scheme .Digital watermarking algorithms
could be considered as digital communication scheme
where auxiliary message is embedded in digital multi-
media signal and are available where ever the later sig-
nals move.Watermarking is the process that embeds data
called a watermark, tag or label into a multimedia object
such that watermark can be detected or extracted later to
make an assertion about the object [1]. Watermarks of
varying degree of visibility are added to presentation me-
dia as a guarantee of authenticity, quality, ownership and
source. In general, any watermarking scheme consists of
three parts, such as the watermark, the encoder (insertion
algorithm) and the decoder and comparator (verification
or extraction or detection algorithm).
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The insertion algorithm incorporates the watermark into
the object, whereas the verification algorithm authenti-
cates the object, determining both the owner and the in-
tegrity of the object. The watermarks can be applied either
in spatial or in frequency domain (FFT, DCT or wavelet).
Even though spatial domain watermarking is less robust,
the spatial domain schemes have less computational over-
head compared to frequency domain schemes. According
to the human perception, the digital watermarks can be
divide into four different types, such as visible, invisible
robust, invisible-fragile and dual .

Each of the above watermarking schemes is equally im-
portant due to its unique applications. In this work, we
focus on VLSI implementation of an invisible-robust and
an invisible-fragile spatial domain watermarking algo-
rithm. The VLSI chip can insert any one or both the wa-
termarks depending on the requirements of the user. The
proposed watermarking chip can be easily incorporated
as a module in any existing JPEG encoder and a secured
JPEG encoder can be developed. We provide an outline of
such a secure JPEG encoder. It may be noted that the cor-
responding watermark extraction module has to be inbuilt
in a secure JPEG decoder. The secure JPEG codec can be
a part of a scanner or a digital camera so that the digitized
images are watermarked right at the origin.

In most of the algorithms designed based on the principle
of data hiding, requires the sending original cover im-
age along with the encoded cover image to the receiver.
This approach makes thedesigned algorithm weaker as it
conveys some idea of data hiding to the sender. But our
method only the encrypted image will be sent to the re-
ceiver. The design of this technique is based on extensive
analysis of the data-hiding process.
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Figl: Block Diagram of Digital Watermarking

The Block diagram of Invisible watermarking method us-
ing lifting method is shown in the figure.. First create a
header file for cover Image by using the matlab software .
Cover Image headerfile is inputed to the Least Significant
Bit LSB technique to embed the data in that cover image,
After getting the watermarked image apply the Lifting
based DWT to compress the image. The above process
will repeat in reverse process means getting decompres-
sion and LSB reverse method to get original image

Creation of Header file:

By using Matlab software to create the header file for
Cover image and secret software.

Cover Image

Resize 64xBa

RGB to Gray
Conversion

Headerfile

Fig2: Header file Creation

LSB Hiding Technique:

Fig. shows the 1-bit LSB. In Fig. 1, the pixel value of
the cover image is 141(10001101)2 and the secret data
is 0. It applies to LSB-1 that the changed pixel value of
the cover is 140(10001100)2. LSB can store 1-bit in each
pixel. If the cover image size is 64 x 64 pixel image, it
can thus store a total amount of bytes of embedded data.
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Fig3: LSB technique Description

LSB technique:

Proposed method based on LSB technique, we propose a
new watermarking algorithm. Most of researchers have
proposed the first LSB and the third and forth LSB for
hiding the data but our proposed watermarking algorithm
is using the third and fourth LSB for hiding the data. And
using the RGB watermark image embedding in blue com-
ponent of original image because of less sensitivity. This
is because of the security reason. So, no one will expect
that the hidden data in the third and the forth LSB. Fig.
2 shows the framework of the proposed method. First,
we select the image which is a colour image and we will
transfer the data to binary value after typing it. Then, we
hide the data in the image using the proposed algorithm.
Fig. 3 shows the embedding algorithm in VLSI.

Data Orriginal Image

B 2

| Hide Data In Image using

watermarking Algorithm

Watermarked
Image

Retrieving Data

E<‘.':‘I<:=II )

Fig4: Watermarking algorithm

Proposed Lifting Technique:

Fig. I shows the classical implementation and the litiing
based implementation of DWT. Classical implementa-
tion is realized by the convolution of the input signals
with the low pass filter (h,) and the high pass filter (hi).
The lifting scheme is a new method to construct wavelet
basis, which was first introduced by Swelden’s.
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The lifting scheme entirely relies on the spatial domain,
has many advantages compared to filter bank structure,
such as lower area, power consumption and computa-
tional complexity. The lifting scheme can be easily im-
plemented by hardware due to its significantly reduced
computations. Lifting has other advantages, such as “in-
place” computation of the DWT, integer-to-integer wave-
let transforms which are useful for lossless coding. The
lifting scheme has been developed as a flexible tool suit-
able for constructing the second generation wavelets. It
is composed of three basic operation stages: split, predict
and update. Fig.3. shows the lifting scheme of the wave-
let filter computing one dimension signal. The three basic
steps in Lifting based DWT are:

EVEN VALLES LW PASS
£ CORFRCEENTSY)
\T
— st PREDICT UPDATE
INPUTIMAGE |
COEFFICIENTS
f;—E HIGH PASS
Fis COEFFICENTS )
v/
000 VALUES ~—

Fig5: Block Diagram of lifting technique.

Split: where the signal is split into even and odd points,
because the maximum correlation between adjacent pix-
els can be utilized for the next predict step. For each pair
of given input samples x(n) split into even x(2n) and odd
coefficients x(2n+1).

Predict: The even samples are multiplied by the predict
factor and then the results are added to the odd samples
to generate the detailed coefficients .Detailed coefficients
results in high pass filtering.

Update: The detailed coefficients computed by the pre-
dict step are multiplied by the update factors and then
the results are added to the even samples to get the coarse
coefficients .The coarser coefficients gives low pass fil-
tered output.

The inverse transform could easily be found by exchang-
ing the sign of the predict step and the update step and ap-
ply all operations in reverse order as shown in Fig.4.The
implementation of lifting based inverse transform
(IDWT) is simple and it involves order of operations in
DWT to be reversed.
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Hence the same resources can be reused to define a gen-
eral programmable architecture for forward and inverse
DWT.

mmrmf—\
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Fig6: Block diagram of Inverse Lifting technique

Xilinx Platform Studio:

The Xilinx Platform Studio (XPS) is the development en-
vironment or GUI used for designing the hardware por-
tion of your embedded processor system. B. Embedded
Development Kit Xilinx Embedded Development Kit
(EDK) is an integrated software tool suite for developing
embedded systems with Xilinx MicroBlaze and PowerPC
CPUs.

EDK includes a variety of tools and applications to assist
the designer to develop an embedded system right from
the hardware creation to final implementation of the sys-
tem on an FPGA. System design consists of the creation
of the hardware and software components of the embed-
ded processor system and the creation of a verification
component is optional.

A typical embedded system design project involves: hard-
ware platform creation, hardware platform verification
(simulation), software platform creation, software appli-
cation creation, and software verification. Base System
Builder is the wizard that is used to automatically gener-
ate a hardware platform according to the user specifica-
tions that is defamed by the MHS (Microprocessor Hard-
ware Specification) file. The MHS file defines the system
architecture, peripherals and embedded processors]. The
Platform Generation tool creates the hardware platform
using the MHS file as input.

The software platform is defamed by MSS (Microproces-
sor Software Specification) file which defines driver and
library customization parameters for peripherals, proces-
sor customization parameters, standard 110 devices, in-
terrupt handler routines, and other software related rou-
tines. The MSS file is an input to the Library Generator
tool for customization of drivers, libraries and interrupts
handlers.
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selected Soft IP Cores in the Xilinx Embedded Develop-
ment Kit (EDK).The software application can be written
in a “C or C++” then the complete embedded processor
system for user application will be completed, else debug
& download the bit file into FPGA. Then FPGA behaves
like processor implemented on it in a Xilinx Field Pro-
grammable Gate Array (FPGA) device.

Results:
oo [ [x

o

Xilinx Platform Studio Xiliny Platform

Fig7: Embedded Development Kit Design Flow

The creation of the verification platform is optional and
is based on the hardware platform. The MHS file is taken
as an input by the Simgen tool to create simulation files
for a specific simulator. Three types of simulation models
can be generated by the Simgen tool: behavioral, struc- . e
tural and timing models. Some other useful tools avail- =
able in EDK are Platform Studio which provides the GUI
for creating the MHS and MSS files. Create / Import [P Fig8: Headerfile creation
Wizard which allows the creation of the designer’s own e

peripheral and import them into EDK projects. Platform
Generator customizes and generates the processor system
in the form of hardware netlists. H

Help Diakeg

Library Generator tool configures libraries, device driv-
ers, file systems and interrupt handlers for embedded pro- [
cessor system. Bit stream Initializer tool initializes the
instruction memory of processors on the FPGA shown in
figure2. GNU Compiler tools are used for compiling and
linking application executables for each processor in the
system [6]. There are two options available for debugging Fig9: Cover Image
the application created using EDK namely: Xilinx Micro-
processor Debug (XMD) for debugging the application
software using a Microprocessor Debug Module (MDM)
in the embedded processor system, and Software Debug-
ger that invokes the software debugger corresponding to
the compiler being used for the processor.

C. Software Development Kit Xilinx Platform Studio
Software Development Kit (SDK) is an integrated de- ]
velopment environment, complimentary to XPS, that is
used for C/C++ embedded software application creation
and verification. SDK is built on the Eclipse open source
framework. Soft Development Kit (SDK) is a suite of tools
that enables you to design a software application for

Fig10: Lifting Image
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Figl1: Decompressed Cover Image.
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Figl2: Secret Image Data.
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Figl13: Synthesis report
Conclusion:

In this Paper the high speed low power invisible water-
marking technique is implemented by using discrete
wavelet transform technique to the secret image to get
the better results. The hardware implementation of this
digital watermarking could be significant in the copyright
networks for the processing of the secret network based
images.
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The related work for this implementation could be recog-
nized over the processing of this LSB technique for the
tamper proofing also.
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