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Abstract:

Cloud computing is playing an important role for sharing
data through group of member. By sharing data in a group
of people it will be consider mainly security and privacy
of sharing data. To provide security and privacy of data
the cloud technologies provides encryption of stored data.
However, whereas encryption assures the confidentiality
of the data against the cloud, the use of conventional en-
cryption approaches is not sufficient to support the en-
forcement of fine-grained organizational access control
policies. In this paper we are proposed secret key share
signature schema for the verification of users and prime
order xor group key generation is used for the generation
group key. For the purpose data encryption and decryp-
tion we are using advanced encryption standard. By im-
plementing those concepts we can provide authentication
of users and also provide data security in the cloud.

Keywords:Privacy, Cloud computing, data sharing,
policy decomposition, privacy preserving, access control,
Two layer encryption

Introduction:

In a cloud computing system, there’s a significant work-
load shift. Local computers no longer have to do all the
heavy lifting when it comes to running applications. The
network of computers that make up the cloud handles them
instead. Hardware and software demands on the user’s
side decrease. The only thing the user’s computer needs
to be able to run is the cloud computing system’s interface
software, which can be as simple as a Web browser, and
the cloud’s network takes care of the rest.
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Cloud Computing

The increased use of cloud computing services such as
Gmail and Google Docs has pressed the issue of privacy
concerns of cloud computing services to the utmost im-
portance. The provider of such services lie in a position
such that with the greater use of cloud computing services
has given access to a plethora of data. This access has
the immense risk of data being disclosed either acciden-
tally or deliberately. Privacy advocates have criticized the
cloud model for giving hosting companies’ greater ease
to control—and thus, to monitor at will—communication
between host company and end user, and access user data
(with or without permission). Cloud computing poses pri-
vacy concerns because the service provider can access the
data that is on the cloud at any time. It could accidentally
or deliberately alter or even delete information. Many
cloud providers can share information with third parties
if necessary for purposes of law and order even without a
warrant. That is permitted in their privacy policies which
users have to agree to before they start using cloud ser-
vices.
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Solutions to privacy in cloud computing include policy
and legislation as well as end users’ choices for how data
is stored. The cloud service provider needs to establish
clear and relevant policies that describe how the data of
each cloud user will be accessed and used. Cloud service
users can encrypt data that is processed or stored within the
cloud to prevent unauthorized access. Cryptographic en-
cryption mechanisms are certainly the best options. In ad-
dition, authentication and integrity protection mechanisms
ensure that data only goes where the customer wants it to
go and it is not modified in transit.Strong authentication is
a mandatory requirement for any cloud deployment. User
authentication is the primary basis for access control, and
specially in the cloud environment, authentication and ac-
cess control are more important than ever since the cloud
and all of its data are publicly accessible. CloudID pro-
vides a privacy-preserving cloud-based and cross-enter-
prise biometric identification solutions for this problem.
It links the confidential information of the users to their
biometrics and stores it in an encrypted fashion. Making
use of a searchable encryption technique, biometric iden-
tification is performed in encrypted domain to make sure
that the cloud provider or potential attackers do not gain
access to any sensitive data or even the contents of the in-
dividual queries. Solutions to privacy include policy and
legislation as well as end users’ choices for how data is
stored. Users can encrypt data that is processed or stored
within the cloud to prevent unauthorized access.

Related Work:

Mohamed Nabeel and Elisa Bertino, proposed a paper
[1] “Privacy preserving delegated access control in pub-
lic cloud”, these afford efficient group key management
scheme that supports expressive ACPs. It assures the con-
fidentiality of the data and preserves the privacy of users
from the cloud while delegating most of the access control
enforcement to the cloud. Here two layer encryption is
performed, one by data owner and another one by cloud.
Under our approach, the data owner performs a coarse-
grained encryption, where cloud performs a fine-grained
encryption on top of the owner encrypted data. A major
issue is how to decompose access control policies (ACPs)
such that the two layer encryption can be performed. Our
approach is based on a privacy preserving attribute based
key management scheme that protect the privacy of users
while enforcing attribute based ACPs. Here decomposing
the ACPs and utilize the two layer of encryption decrease
the transparency at the Owner.
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Mohamad Nabeel Dept. of Computer Science., Purdue
Univ., West Lafayette, IN, USA, proposed a paper [2]
“Privacy preserving delegated access control in the stor-
age as a service model”. Here a new approach for delegat-
ing privacypreserving fine-grained access enforcement to
the cloud. The approach is based on a recent key manage-
ment scheme that allows users whose attributes satisfy a
certain policy to derive the data encryption keys only for
the content they are allowed to access from the cloud. His
approach preserves the confidentiality of the data and the
user privacy from the cloud, where delegating most of the
access control enforcement to the cloud. Additionally, in
order to reduce the cost of re-encryption required when-
ever the access control policies changes, these approach
uses incremental encryption techniques.Elisa Bertino,
Mohamed Nabeel proposed a paper [5] “Towards attri-
bute based group key management”. Attribute based sys-
tem permit fine-grained access control among a group of
users each identified by a set of attributes. A protected col-
laborative applications need such flexible attribute based
systems for managing and distributing group keys. These
system able to support any monotonic access control pol-
icy over a set of attributes. When the group changes, the
rekeying operations do not affect the private information
of existing group members and thus our schemes elimi-
nate the need of establishing expensive private commu-
nication channels.Nesrine Kaaniche, Maryline Laurent
proposed a paper [6] A Secure Client Side Deduplica-
tion Scheme in Cloud Storage Environments”, here a new
client-side deduplication scheme for securely storing and
sharing outsourced data via the public cloud that towards
the security and privacy of the public cloud environments.
Here originality of proposal system is twofold. First, it
ensures better confidentiality towards unauthorized users.
Therefore every client compute a per data key to encrypt
the data that he intends to store in the cloud. As such,
the data access is managed by the data owner. Second, by
integrate access privileges in metadata file, an authorized
user can decode an encrypted file only with his private
key. These solution is also shown to be resistant to unau-
thorized access to data and to any data disclosure during
sharing procedure, given that two levels of access control
verification.

EXISTING SYSTEM:

Many organizations have today ACPs regulating which
users can access which data; these ACPs are often ex-
pressed in terms of the properties of the users, referred to
as identity attributes, using access control
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languages such as XACML. Such an approach, referred
to as attribute based access control (ABAC), supports
fine-grained access control which is crucial for high-as-
surance data security and privacy. Supporting ABAC over
encrypted data is a critical requirement in order to utilize
cloud storage services for selective data sharing among
different users. Notice that often user identity attributes
encode private information and should thus is strongly
protected from the cloud, very much as the data them-
selves.Approaches based on encryption have been pro-
posed for fine-grained access control over encrypted data.
Those approaches group data items based on ACPs and
encrypt each group with a different symmetric key. Us-
ers then are given only the keys for the data items they
are allowed to access. Extensions to reduce the number
of keys that need to be distributed to the users have been
proposed exploiting hierarchical and other relationships
among data items

DISADVANTAGES SYS-

TEM:

OF EXISTING

*As the data owner does not keep a copy of the data, when
ever user dynamics changes, the data owner needs to
download and decrypt the data, re-encrypt it with the new
keys, and upload the encrypted data. The user dynamics
refers to the operation of adding or revoking users. Notice
also that this process must be applied to all the data items
encrypted with the same key. This is inefficient when the
data set to be re-encrypted is large.

*In order to issue the new keys to the users, the data owner
needs to establish private communication channels with
the users.

*The privacy of the identity attributes of the users is not
taken into account. Therefore the cloud can learn sensi-
tive information about the users and their organization.
*They are either unable or inefficient in supporting fine-
grained ABAC policies.
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PROPOSED SYSTEM:

Now a day’s security and privacy concern an important
for cloud technologies for data storage. So that by imple-
menting this approach the major concerned is encryption
of stored data. However by implementing encryption pro-
cess assures the confidentiality of the data against cloud.
So that by using those conventional approaches are not
sufficient to support the enforcement of fine-grained or-
ganizational access control policies. That is if the users
credential will be changed the data owner will create new
key and re encrypt data stored into cloud. So that by per-
forming those approach the data owner incur high com-
munication and computation cost. So that this problem
can be overcome by implementing propose system. The
proposed system mainly contains three concepts i.e sig-
nature generation, group key generation and encryption
of the stored data. The implementation procedure of those
concepts as follows.

(1)Decompose policies (5) Access control encryption

= =
1 1
+ 1 + 1
(4) Uploading file before
encryption done by
symmeiric key algorithmn
—_—

3 .  § mne 4 $ 7
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with identity ¢ <
attribute ,* /7 .

i .
.'('?:n Secrets keys
3 ;

#

% e ’
» { (6} Decrypting the
. ¥ file twice after
§ " dovwnloading

Hybwid Encryption Approach

ADVANTAGES OF PROPOSED SYSTEM:

This approach has many advantages.

*When user dynamics changes, only the outer layer of the
encryption needs to be updated. Since the outer layer en-
cryption is performed at the cloud, no data transmission is
required between the data owner and the cloud.

*Further, both the data owner and the cloud service utilize
a broadcast key management whereby the actual keys do
not need to be distributed to the users.

eInstead, users are given one or more secrets which allow
them to derive the actual symmetric keys for decrypting
the data.

Secret key share signature schema:

In this process the users and trusted center will communi-
cate each other. By implementing this approach the trusted
center will generate signature for each user of authentica-
tion purpose. After performing authentication
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each user will get one secret key for the decryption pro-
cess and secret key common for all group members. The
implementation process secret key share signature sche-
ma as follows.

1.Each user select two prime number that is P, G and
choose one private key a.

2.Each user calculate public key base on this formula
pub=ga mod P

3.After calculate public keys the users will sent those
public keys to trusted center.

4.The trusted center randomly choose Pi, gi and private
keys of each users i.e ai.

5.After choosing the those values the trusted center will
generate public key of each users by using this formula .

Pub=giai mod Pi

6.After generating public keys of each user the trusted
center will those keys individual users.

7.The users retrieve the public key coming from the trust-
ed center and calculate shared key by using this formula.

Shared key=puba mod P

8.After generating shared key of individual users will sent
to trusted center.

9.The trusted center will retrieve those shared key and
calculate group key by using this formula.

Secret key=sharedkey1 * sharedkey?2 *..... “sharedkeyn.
10.Before sending secret key the trusted center will gen-
erate signature for individual users by using this formula.

Val=secret key * shared keyi
Sig=hash (Val)

11.After generating signature the trusted center will sent
to individual users.

12.The users retrieve signature and again generate signa-
ture compare both signatures.

If both are equal user will get the secret key.

13.The trusted center will also sent that secret data own-
er.

Prime order xor group key generation sche-
ma:
After completion of authentication process the trusted
center again generate group key by using following pro-
cess.
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1.After completion authentication each user randomly
generate secret id(Pi), secret share(Si) and those values
sent to trusted center.

2.The trusted center will retrieve those value from the
user and random generate group key.

3.After generate group key the trusted center will generate
shared values of each users by using following formula.

xi =k/ (Pi " Si)
yi =k Mod (Pi * Si )

4.The generated secret shares(xi,yi) of sent to individual
users .

5.Each user will retrieve secret share and get secret key by
using following formula

Secret key=xi *((Pi " Si) + yi

By performing these process all users will get the same
secret. Before sending secret shares the trusted center will
also sent secret key to data owner for the purpose second
time encryption data.

File upload and encryption:

The data owner will upload the file into cloud service.
Before uploading file the data owner will retrieve all se-
cret keys from the trusted center. Here the data owner will
encrypt the uploaded file two time. So that by performing
encryption process in two time we improve security and
privacy the stored data. By performing encryption process
the data owner will use advanced encryption standard for
getting cipher data. After performing encryption process
the data owner will stored data into cloud service.

File download and decryption:

If user wants retrieve any file from the cloud service and
get selected file in form of cipher data. After retrieving
content file the user will perform decryption process in
two times and get the original plain text. By performing
decryption process the user will advanced encryption
standard decryption process and get the plain text. Iden-
tity Provider maintains the metadata of encrypted data
with details like filename, public key and secret key along
with user privilege and attacker details also maintained in
this system and also deals with creating new data owner
and users. Identity Provider will create new data owner
by providing details like username, validity and file size
allowed.

October 2015




¢ ®“§3n9ering’ ],e('
6%
%

.

£
H
]
o
§
S
~

According to the Data owner roles i.e. admin, doc etc the
Identity Provider will provides the permission like up-
load file, account notification, audit logs and file deletion.
Cloud Server system maintains all data owner files with
following details like filename, cloud IP address, public
key and private key. Particular data owner file also can
be seen by providing file name. Even cloud server mod-
ule can have the permission to modify any particular data
owner file. Blocked users information is also maintained
in this system.There are various advantages with the im-
plementation of our system. When user is revoked, only
access control encryption needs to be updated. No data
transmission is required between data owner and cloud.
No need to establish private communication channel with
users for issue new keys. Assures the confidentially of the
data and preserves the privacy of user from the cloud. This
system also helps in Minimization computation cost.

CONCLUSION:

In this paper, we present a unique method for privacy pre-
serving of data storage in multi-cloud environment. It also
provides several advancements in cloud computing due
to its technical capabilities. The feature work may also
involves load-balancing in multi-cloud environment for
maximum storage and accuracy for various users. Cloud
computing is a growing paradigm as an enabling technol-
ogy to deliver on-demand and elastic storage and com-
puting capabilities, while removing the ownership need
for hardware. But several privacy and security act de-
mand strong protection of the cloud users, which in turn
increases the complexity to develop privacy-preserving
cloud services. The privacy preserving using delegated
access control in multi-cloud delivers the critical capabili-
ties required for a robust, cost-effective, and secure cloud
security implementation.
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