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ABSTRACT:
This article proposes a new design scheme and hard-
ware implementation of encryption system based on
Wi-Fi technology. This system uses a digital chaotic
encryption core based on FPGA. The initial key gener-
ated by Logistic digital sequence can be used to output
stream cipher, by which the plaintexts are encrypted.
Then the scheme realizes a safe and reliable informa-
tion transmission by Wi-Fi module. This paper embeds
the scheme into two modules. The simulation and syn-
thesis results show that the system is available.
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I.LINTRODUCTION:

With the developments of mobile communication tech-
nology, more and more people are obsessed with the
Internet. However, there are many vulnerabilities on
the internet, the information transmission process can
easily be monitored or theft. Thus, the security and re-
liability problems of information in transmission need
much attention [1]. This paper designs a digital chaotic
encryption core based on FPGA, which combined with
Wi-Fi technology to achieve data secure transmission
as mentioned in [2] and [3].

The data is encrypted at the sender and transferred to
the remote receiver. This algorithm has a high security
feature and can be eas-ily applied, thus the intercepted
cipher text cannot be deciphered. Meanwhile,
legitimate receiver takes the correspond-ing decryption
algorithm to recover the plaintext data, so that a safe
and reliable transmission can be achieved [4].
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The detail of this article is organized as follows. In
Section2, it describes the overall scheme design of Wi-
Fi technology based encryption system. Section 3 in-
troduces the scheme design the module of hardware
circuit. Then, in Section 4 it shows the hardware
implementation and analysis results. Finally, comes to
the conclusion in Section 5.

II.THE OVERALL SCHEME DESIGN OF WI-FI
TECHNOLOGY BASED ENCRYPTION
SYSTEM:

A. Logistic Chaotic Encryption Theory:

This system uses the Logistic digital sequence ciphers
to generate initial keys. This stream cipher is stream
cipher. Initial key sequences such as Z= {Z ;} are
generated from Logistic digital sequences. System uses
{Z ;} to encrypt the plaintext sequence m={ m;} bit by
bit to obtain the cipher text c={ c;}[5]. In practical
stream cipher, we can identity a key sequence by using
algorithm. The stream cipher conversion formulas are
shown in equation (1) and (2).

C;=m; EBz @
m; =c; EBz; 2

The security of sequence password mainly depends on
the security of the key sequence. Suppose {z ;} is an
uniformly distributed random binary sequence, then
the password system is for the one-time pad system
and the information is undecipherable [6]. However,
the sequence cipher is a pseudo random sequence
produced by k and a certain algorithm, so it’s very
significant to generate other better performance stream
cipher in the near future [7]. This system uses chaotic
encryption algorithm and digital circuit theory.
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The schematic diagram of the encryption algorithm is
shown in Fig.l. The embedded encryption core part is
to realize in-formation data encryption. The encryption
algorithm in the core can be changed, and because it is
a high performance FPGA technology, so during the
upgrade process the encryption core can be substituted
with-out changing the circuit [8]. Encryption reset and
up-grade of the system are very convenient.
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Fig.1. The schematic diagram of the encryption
algorithm

B. System Design Principles:

The Wi-Fi encryption system is composed of eight
parts: the initial value of transmit side / plaintext input
section, the plaintext display part at the sending side,
the chaotic encryption core of sending side, Wi-Fi
send-er module, Wi-Fi receiving side module,
decryption key input section at the receiving side,
receiving side dis-playing part and the chaos
decryption core of receiving side [9]. The project’s
overall design concept is based on FPGA chip as the
core controller, the general PS2 keyboard as an
information input device, 12864 as a display device
and Wi-Fi module as the wireless transceiver equip-
ment. Through this way, the system can achieve a safe
and reliable transmission of information [10]. Apart
from this, we also extend the wireless communication
transmission between the FPGA-Wi-Fi module and the
Laptop. Under the control of the main controller, this
project can use simplex structures. The sender and
receiver side are two parts of this system. With this
overall project design, we realized the system in the
laboratory.
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The principle diagram of this scheme is shown in
Fig.2.
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Fig.2. The principle diagram of this overall scheme
de-sign of encryption algorithm.

IN.THE SCHEME DESIGN OF HARDWARE
CIR-CUIT MODULE:

The Wi-Fi based encryption system consists of two
modules: Wi-Fi circuit and FPGA circuit. The system
uses the chaotic encryption core to encrypt the
information, and achieve the real-time information.
The transmission completely depended on the
hardware implementation, and it is enhancing the
reliability and security of the encryption. To achieve
long-range wireless information transmission, we
select Wi-Fi module. The sender includes: clock
module, potter rate generator, reset module, PS2
controller module, LCD liquid crystal display module,
the main control CPU module, generating chaotic key
module, encryption module, buffer module and the
asynchronous serial transmission module. The
composition of receiver is the same as above. In Fig.3,
it shows the software working flow chart of
development board for this system realization.
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Fig.3.The flow chart by VHDL language in
development board
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This system uses the design scheme given above and
FPGA with high performance. The system downloads
encryption / decryption algorithm IP core into FPGA,
which easily improved the performance of encryption
algorithm in IP core without changing any circuits and
just by downloading different IP cores. This system
not only can realize different algorithms, but also saves
time and energy.

The technology in this system has been tested for the
performances of real-time encryption, decryption and
safe authentication etc. Thus, encryption reset and
upgrade of the system are very convenient. The
hardware module of chaotic sequence generator is
shown in FigA. And Fig.5 demonstrates the photo of
hardware circuit board.

IV.HARDWARE IMPLEMENTATION AND
PART OF THE TEST ANALYSIS:

Chaos system is a complex nonlinear dynamic system,
which has good pseudo random property, orbital un-
predictability, and extremely sensitive characteristic
for initial value as mentioned in [11] and [12]. These
characteristics make chaotic secure communication
become an important research subject in the secure
communication field. The initial key of sequence gen-
erator adopt Logistic chaotic algorithm and allow it to
participate in the operation [13].

The matlab simulation diagram of original Logistic
sequence and the digital Logistic chaotic sequence is
shown in Fig.6. The whole project is based on the
Logistic equation, and its purpose is to design a new
digital chaotic generator. It’s very powerful, and it can
get the initial values, perform the mathematical
operations etc. The Logistic chaotic module simulation
result is shown in Fig.4.
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V.RESULTS
Simulation Results:

Fig 4: Simulation Result of Communication
System:
Timing Report:

Fig 5: Timing Report of Communication System
RTL Schematic:

Fig 6: RTL Schematic of Communication System
Device Utilization Report:
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Fig 7: Device Utilization Report of Communication
System.
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VI.CONCLUSION AND PROSPECT:

This article designs a security encryption system based
on Wi-Fi technology and has shown its soft-ware
implementation results. This system uses a digital
chaotic encryption core based on FPGA, in which
Logistic digital sequence generates the initial key and
uses its output stream cipher to en-crypt the plaintext,
then it uses Wi-Fi module to realize a safe and reliable
transmission of information. These two development
modules can realize the goal of our scheme design
successfully. This article, it illustrates the overall
design frame-work, the schematic diagram, Simulation
and syn-thesis results of the chaotic encryption
algorithm, of this Wi-Fi encryption system.
Meanwhile, we make some optimization design on
speed and interface to cater the tastes of the public.
There-fore, there are excellent application prospects of
this design scheme.
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