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ABSTRACT

With the wide organization of open distributed
computing frameworks, utilizing mists to have
information inquiry administrations has turned into an
engaging answer for the focal points on versatility and
cost-sparing. In any case, a few information may be
delicate that the information proprietor does not have
any desire to move to the cloud unless the information
secrecy and inquiry protection are ensured. Then
again, a secured inquiry administration should even
now give effective question handling and essentially
lessen the in-house workload to completely understand
the advantages of distributed computing. We propose
the arbitrary space annoyance (Scratch) information
irritation technique to give secure and proficient range
inquiry and kNN question administrations for ensured
information in the cloud. The Scratch information
bother strategy joins arrange saving encryption,
dimensionality development, arbitrary clamor infusion,
and irregular projection, to give solid versatility to
assaults on the annoyed information and inquiries. It
additionally saves multidimensional extents, which
enables existing ordering methods to be connected to
speedup go inquiry handling. The kNN-R calculation is
intended to work with the Grate extend question
calculation to process the kNN inquiries. We have
painstakingly dissected the assaults on information and
guestions under an accurately characterized danger
demonstrate and practical security suppositions. Broad
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examinations have been directed to demonstrate the
upsides of this approach on proficiency and security.

INTRODUCTION

Facilitating information and seriously questioning the
procedure in the cloud condition on the grounds that
there is the extraordinary substance of adaptability and
minimal  effort administrations  suppliers. The
administrations proprietors needs to pay for the sum time
getting to the specialist co-ops, this strategy is a high
alluring highlights, consequently giving workloads
inside house framework, however the specialist
organizations ready to lose the control over the data in
the cloud administrations suppliers like IBM, Microsoft
and so forth can ready to make database which is hard to
distinguish and anticipate cloud foundation. While there
is a requirement for new methodologies for safeguarding
classification and inquiry security, in this manner we
should ready to give high significance process without
moderate question process.

Information proprietors should utilizes the cloud
condition for keeping up in — house foundation, so there
ought to be complex connection between inquiry
protection privacy and similarity, monetarily of utilizing
the cloud. Many-sided quality for developing the inquiry
benefits drastically increments proficient handling of
question in the ongoing, Inquiry security, and
information secrecy. Irregular Space Peturbation (Grate)
is another strategy we proposed in this paper for creating
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range inquiry and KNN question benefits in the cloud.
The fundamental thought for the Irregular Space
Irritation is to change the dataset with multidimensional
investigation with a mix of arbitrary undertaking,
arbitrary commotion, development of dimensionality and
safeguarding request of encryption along these lines
utility of handling question ranges has been saved, this
change of the information completed safely as
polyhedral in the Irregular Space Bother (Grate)
information space. The key segments utilized as a part of
the Scratch system incorporates one of a kind mix of
Grate bother with OPE (Request Protecting Encryption).
The proposed procedures used to limit workload of in —
house handling by the high inquiry exactness and
irritation with minimal effort

EXISTING SYSTEM:

e Requirements for constructing a practical query
service in the cloud as the CPEL criteria: data
confidentiality, query privacy, efficient query
processing, and low in-house processing cost.
Satisfying these requirements will dramatically
increase the complexity of constructing query
services in the cloud. Some related approaches
have been developed to address some aspects of
the problem.

e The crypto index and order preserving
encryption (OPE) are vulnerable to the attacks.
The enhanced crypto index approach puts heavy
burden on the in-house infrastructure to improve
the security and privacy.

DISADVANTAGES OF EXISTING SYSTEM:
o Do not satisfactorily addressing all aspects of
Cloud.
e Increase the complexity of constructing query
services in the cloud.
e Provide slow query services as a result of
security and privacy assurance.

PROPOSED SYSTEM:
e We propose the random space perturbation
(RASP) data perturbation method to provide
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secure and efficient range query and kNN query
services for protected data in the cloud.

e The RASP data perturbation method combines
order preserving encryption, dimensionality
expansion, random noise injection, and random
projection, to provide strong resilience to attacks
on the perturbed data and queries.

ADVANTAGES OF PROPOSED SYSTEM:

e The RASP perturbation is a unique combination
of OPE, dimensionality expansion, random noise
injection, and random projection, which
provides strong confidentiality guarantee.

e The RASP approach preserves the topology of
multi-dimensional range in secure
transformation, which allows indexing and
efficiently query processing.

e The proposed service constructions are able to
minimize the in-house processing workload
because of the low perturbation cost and high
precision query results. This is an important
feature enabling practical cloud-based solutions.

SYSTEM ARCHITECTURE:

Data D '
25| o=¢(p) D o
Data owner
Queyg, | ¢=q(a) d
) H(q’,D’)
Authorized | —int I Result
\Users &esultl‘-‘\ R=G(R' )} =
Trusted Honest but curious

There are two clearly separated groups: the trusted
parties and the untrusted parties. The trusted parties
include the data/service owner, the in-house proxy
server, and the authorized users who can only submit
queries. The data owner exports the perturbed data to the
cloud. Meanwhile, the authorized users can submit range
queries or KNN queries to learn statistics or find some
records. The untrusted parties include the curious cloud
provider who hosts the query services and the protected
database. The RASP-perturbed data will be used to build
indices to support query processing.
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There are a number of basic procedures in this
framework: 1) F(D) is the RASP perturbation that
transforms the original data D to the perturbed data D’;
2) Q(q) transforms the original query q to the protected
form q’ that can be processed on the perturbed data; and
3) H(q’,D’) is the query processing algorithm that
returns the result R’. When the statistics such as SUM or
AVG of a specific dimension are needed, RASP can
work with partial homomorphic encryption such as
Paillier encryption [24] to compute these statistics on the
encrypted data, which are then recovered with the
procedure G’(R”).

C. Threat Model

The cloud server is considered as “honest-but-curious”
in our model, which is consistent with related works on
cloud security. Specifically, the cloud server acts in an
“honest” fashion and correctly follows the designated
protocol specification. However, it is “curious” to infer
and analyze data (including index) in its storage and
message flows received during the protocol so as to
learn additional information.

Assumptions: Our security analysis is built on the
important features of the architecture. Under this setting,
we believe the following assumptions are appropriate:
Only the authorized users can query the proprietary
database. Authorized users are not malicious and will
not intentionally breach the confidentiality. We consider
insider attacks are orthogonal to our research; thus, we
can exclude the situation that the authorized users
collude with the untrusted cloud providers to leak
additional information.

The client-side system and the communication channels
are properly secured and no protected data records and
queries can be leaked. Adversaries can see the perturbed
database, the transformed queries, the whole query
processing procedure, the access patterns, and
understand the same query returns the same set of
results, but nothing else.

Adversaries can possibly have the global information of
the database, such as the applications of the database, the
attribute  domains, and possibly the attribute
distributions, via other published sources (e.g., the
distribution of sales, or patient diseases, in public
reports).
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Protected assets:

Data confidentiality and query privacy should be
protected in the RASP approach. While the integrity of
query services is also an important issue, it is orthogonal
to our study. Existing integrity checking and preventing
techniques [33], [29], [18] can be integrated into our
framework. Thus, the integrity problem will be excluded
from the paper, and we can assume the curious cloud
provider is interested in the data and queries, but it will
honestly follow the protocol to provide the infrastructure
service. Attacker modeling. The goal of attack is to
recover (or estimate) the original data from the perturbed
data, or identify the exact queries (i.e., location queries)
to breach users’ privacy. According to the level of prior
knowledge the attacker may have, we categorize the
attacks into two categories:

Level 1: The attacker knows only the perturbed data and
transformed queries, without any other prior knowledge.
This corresponds to the cipertext-only attack in the
cryptographic setting.

Level 2: The attacker also knows the original data
distributions, including individual attribute distributions
and the joint distribution (e.g., the covariance matrix)
between attributes. In practice, for some applications,
whose statistics are interesting to the public domain, the
dimensional distributions might have been published via
other sources.

D. RASP: Random Space Perturbation

In random space perturbation, the word perturbation is
used to do collapsing this process will happen according
to the key value that is given by the owner. In this
module the data owner have to register as owner and
have to give owner name and key value. And then the
user have register and get the key value and data owner
name from the owner to do access in the cloud. Here
user can submit their query as range query or KNN query
and get their answer. We analyze and show the result
with encrypted and also in decrypted format of the data
for the query construct by the user.

RASP has several important features. First, RASP does
not preserve the order of dimensional values because of
the  matrix  multiplication ~ component,  which
distinguishes itself from order preserving encryption
schemes, and thus does not suffer from the distribution-
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based attack. Second, RASP does not preserve the
distances between records, which prevent the perturbed
data from distance based attacks. Because none of the
transformations in the RASP: Eope, G, and F preserves
distances, apparently the RASP perturbation will not
preserve distances. Third, the original range queries can
be transformed to the RASP perturbed data space, which
is the basis of our query processing strategy. A range
query describes a hypercubic area (with possibly open
bounds) in the multidimensional space.

E. KNN Query Processing with RASP

RASP denotes Random Space Perturbation. RASP is one
type of multiplicative perturbation, with a novel
combination of OPE, dimension expansion, random
noise injection, and random projection. Random
projection is mainly used to process the high
dimensional data into low dimensional data
representations. It contains features like good scaling
potential and good performances. Random noise
injection is mainly used to adding noise to the input to
get proper output when we compare it to the estimated
power. The RASP method and its combination provide
confidentiality of data and this approach is mainly used
to protect the multidimensional range of queries in
secure manner and also with indexing and efficient
query processing will be done. RASP has some
important features.

In RASP the use of matrix multiplication does not
protect the dimensional values so no need to suffer from
the distribution based attack. RASP prevents the data
that are perturbed from distance based attacks; it does
not protect the distances that are occurred between the
records. And also it won’t protect more difficult
structures it may be a matrix and other components. The
range queries can be send to the RASP perturbed data
and this range query describes open bounds in the
multidimensional space.

The RASP perturbation does not preserve distances (and
distance orders), kNN query cannot be directly
processed with the RASP perturbed data. In this section,
we design a KNN query processing algorithm based on
range queries (the kNN-R algorithm). As a result, the
use of index in range query processing also enables fast
processing of KNN queries.
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The original distance-based kNN query processing finds
the nearest k points in the spherical range that is centered
at the query point. The basic idea of our algorithm is to
use square ranges, instead of spherical ranges, to find the
approximate KNN results, so that the RASP range query
service can be used. There are a number of key problems
to make this work securely and efficiently. 1) How to
efficiently find the minimum square range that surely
contains the Kk results, without many interactions
between the cloud and the client? 2) Will this solution
preserve data confidentiality and query privacy? 3) Will
the proxy server’s workload increase? to what extent ?
The algorithm is based on square ranges to
approximately find the KNN candidates for a query
point, which are defined as follows.

Definition 1: “A square range is a hypercube that is
centered at the query point and with equal-length edges.”
Fig. 2 illustrates the range-query-based kNN processing
with 2D data. The Inner Range is the square range that
contains at least k points, and the Outer Range encloses
the spherical range that encloses the inner range. The
outer range surely contains the KNN results (see
Proposition 2) but it may also contain irrelevant points
that need to be filtered out.

Proposition 1: “The kNN-R algorithm returns results
with 100 percent recall.”

Proof:

The sphere in Fig. 2 between the outer range and the
inner range covers all points with distances less than the
radius r. Because the inner range contains at least k
points, there are at least k nearest neighbors to the query
points with distances less than the radius r. Therefore,
the k nearest neighbors must be in the outer range.

~_ Outer

] Range
query

pomt/,. - o
v3 v4
O
v2 Inner
Range

Fig. 2. lllustration for KNN-R Algorithm when k = 3.
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The kNN-R algorithm consists of two rounds of
interactions between the client and the server. Fig. 3
demonstrates the procedure. 1) The client will send the
initial upper bound range, which contains more than k
points, and the initial lower bound range, which contains
less than k points, to the server. The server finds the
inner range and returns to the client. 2) The client
calculates the outer range based on the inner range and
sends it back to the server. The server finds the records
in the outer range and sends them to the client. 3) The
client decrypts the records and find the top k candidates
as the final result.

Server Side Client Side

(Initial Range, K)

| Find Initial Range |

Find Inner Range

Decode Inner Range
Send Inner Range I § |

Extension

Outer Range
Range Query Outer Range
With Outer Range Result of Range Query
Decryption
Sorting
Final kNN

Fig. 3. Procedure of the KNN-R algorithm.

If the points are approximately uniformly distributed, we
can estimate the precision of the returned result. With
the uniform assumption, the number of points in an area
is proportional to the size of the area. If the inner range
contains m points, m > = k, the outer range contains g
points, and the dimensionality is d, we can derive q =
2d=2m.

Conclusion:

Cloudcomputinginfrastructuresarepopularlyusedbypeopl
esnowaday.Byusingclouduserscansavetheircostforquerys
ervices.Theproposed RASP method with range query
andkNNqueryismainlyusedtoperturbthedatagivenbytheo
whnerandsavedincloudstorageitalsocombinesrandominject
ion,orderpreservingencryptionandrandomnoiseprojection
andalsoithascontainsCPEL (DataConfidentiality,queryPri
vacy,Efficientqueryprocessing,andLowinhouseprocessin
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gcost)criteriainit.ByusingtherangequeryandkNNqueryus

ercanretrievetheirdata’sinsecuredmannerandtheprocessin
gtimeof the query is minimized. Case study is done on
the related subject to improve the effect of query.
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