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Abstract :

Data security is the most important feature for accessing
data in the cloud. Due to data outsourcing and distrust
cloud servers, the data access control becomes a chal-
lenging issue in cloud storage systems. Cipher text-Policy
Attribute-based Encryption (CP-ABE) is regarded as one
of the most suitable technologies for data access control
in cloud storage, because it gives data owners more di-
rect control on access policies. However, it is difficult to
directly apply existing CP-ABE schemes to data access
control for cloud storage systems because of the attribute
revocation problem. we design a data management using
virtualization system, where there are multiple authorities
co-exist and each authority is able to issue attributes in-
dependently. Specifically, we propose a revocable multi-
authority CP-ABE scheme, and apply it as the underlying
techniques to design the data access control scheme. The
attribute revocation method can efficiently achieve both
forward security and backward security.

Keywords:

CP — ABE, Data Management, Cloud Storage, Multiple -
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LINTRODUCTION:

The cloud computing is the practice of using a network
of remote servers hosted on the Internet to store, manage,
and process data, rather than a local server or a personal
computer. It is the delivery of hosted services over the
Internet. Cloud Computing is subcategorized into three
types namely Private Cloud, Public Cloud, and Hybrid
Cloud. Private cloud services are delivered from a busi-
ness data centres to internal users. It offers a versatility
and convenience by preserving management, control and
security. Public cloud model involves a third - party pro-
vider where it delivers the cloud service over the inter-
net.
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These cloud services where sold on demand. The users
pay for the CPU cycles, storage or bandwidth for which
they consume. Hybrid cloud is a combination of public
cloud services and on — premises private cloud. The con-
sumers can run mission — critical workloads that must
scale on demand. The main aim of hybrid cloud is to cre-
ate a unified, automated, scalable environment. The cloud
computing has been divided into three broad service
categories. Infrastructure as a service (laaS), Platform
as a service (PaaS), Software as a service (SaaS). laaS
provides a virtual server instance and storage, as well as
application program interfaces (APIs) that let users mi-
grate workloads to a virtual machine (VM). Users have
an allocated storage capacity and start, stop, access and
configure the VM and storage as desired. Hence these are
the three main services of the cloud computing. laaS pro-
viders offer a small, large, extra large memory or compute
— optimized instances in addition to customized instances
for various workload needs. The PaaS model, providers
host development tools on their infrastructure. Users ac-
cess those tools over the internet using APIs, web portals
or gate way software after it is developed. SaaS is a distri-
bution model that delivers software applications over the
internet. These are often called web services. SaaS appli-
cations and services from any locations using a computer
or mobile device that has Internet access. Cloud manage-
ment involves the software and technologies designed for
operating and monitoring applications, data and services
residing in the cloud. Cloud management tools help ensure
cloud computing based resources are working optimally
and properly interacting with users and other services.
Cloud management involves the software and technolo-
gies designed for operating and monitoring applications,
data and services residing in the cloud. Cloud manage-
ment tools help ensure cloud computing based resources
are working optimally and properly interacting with users
and other services. Cloud management involve numer-
ous tasks including performance monitoring security and
compliance auditing and management, and initiating and
overseeing disaster recovery and contingency plans.
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There are two types of CP-ABE systems: single-authority
CPABE [2], [3], [4], [5] where all attributes are managed
by a single authority, and multi-authority CP-ABE where
attributes are from different domains and managed by dif-
ferent authorities. Multi-authority CP-ABE is more ap-
propriate for data access control of cloud storage systems,
as users may hold attributes issued by multiple authori-
ties and data owners may also share the data using access
policy defined over attributes from different authorities.

In multi-authority cloud storage systems, users’ attributes
can be changed dynamically. A user may be entitled some
new attributes or revoked some current attributes. And his
permission of data access should be changed accordingly.
However, existing attribute revocation methods[7] either
rely on a trusted server or lack of efficiency, they are not
suitable for dealing with the attribute revocation problem
in data access control in multi-authority cloud storage
systems.

In this paper, we first propose a revocable multi authority
CPABE scheme, where an efficient and secure revocation
method is proposed to solve the attribute revocation prob-
lem in the system. Our attribute revocation method is ef-
ficient in the sense that it incurs less communication cost
and computation cost, and is secure in the sense that it can
achieve both backward security (The revoked user cannot
decrypt any new cipher text that requires the revoked at-
tribute to decrypt)and forward security (The newly joined
user can also decrypt the previously published cipher-
texts1, if it has sufficient attributes).

Our scheme does not require the server to be fully trust-
ed, because the key update is enforced by each attribute
authority not the server. Even if the server is not semi
trusted in some scenarios, our scheme can still guarantee
the backward security. Then, we apply our proposed re-
vocable multi-authority CP-ABE scheme as the underly-
ing techniques to construct the expressive and secure data
access control scheme for multi-authority cloud storage
systems.

Advantages of the proposed system consists of, We mod-
ify the framework of the scheme and make it more practi-
cal to cloud storage systems, in which data owners are
not involved in the key generation. We greatly improve
the efficiency of the attribute revocation method. We also
highly improve the expressiveness of our access control
scheme, where we remove the limitation that each attri-
bute can only appear at most once in a cipher text.
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II. PROBLEM STATEMENT:

We first propose a revocable multi authority CP-ABE
scheme, where an efficient and secure revocation method
is proposed to solve the attribute revocation problem in
the system. Our attribute revocation method is efficient in
the sense that it incurs less communication cost and com-
putation cost, and is secure in the sense that it can achieve
both backward security (The revoked user cannot decrypt
any new cipher text that requires the revoked attribute to
decrypt) and forward security (The newly joined user can
also decrypt the previously published ciphertextsl, if it
has sufficient attributes). Our scheme does not require
the server to be fully trusted, because the key update is
enforced by each attribute authority not the server. Even
if the server is not semi-trusted in some scenarios, our
scheme can still guarantee the backward security. Then,
we apply our proposed revocable multi-authority CP-
ABE scheme as the underlying techniques to construct
the expressive and secure data access control scheme for
multi-authority cloud storage systems.

Existing system:

This new paradigm of data hosting and data access ser-
vices introduces a great challenge to data access control.
Because the cloud server cannot be fully trusted by data
owners, they can no longer rely on servers to do access
control. Cipher text-Policy Attribute-based Encryption
(CP-ABE) is regarded as one of the most suitable tech-
nologies for data access control in cloud storage systems,
because it gives the data owner more direct control on
access policies. In CP-ABE scheme, there is an author-
ity that is responsible for attribute management and key
distribution.

Disadvantages of existing system:
*Chase’s multi-authority CP-ABE protocol allows the
central authority to decrypt all the cipher texts, since it

holds the master key of the system.

*Chase’s protocol does not support attribute revocation.

Proposed system:

In this paper, we propose a revocable multi authority CP-
ABE scheme, where an efficient and secure revocation
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method is proposed to solve the attribute revocation prob-
lem in the system. Our attribute revocation method is ef-
ficient in the sense that it incurs less communication cost
and computation cost, and is secure in the sense that it can
achieve both backward security (The revoked user can-
not decrypt any new ciphertext that requires the revoked
attribute to decrypt) and forward security (The newly
joined user can also decrypt the previously published
ciphertextsl, if it has sufficient attributes). Our scheme
does not require the server to be fully trusted, because
the key update is enforced by each attribute authority not
the server. Even if the server is not semi trusted in some
scenarios, our scheme can still guarantee the backward
security. Then, we apply our proposed revocable multi-
authority CP-ABE scheme as the underlying techniques
to construct the expressive and secure data access control
scheme for multi-authority cloud storage systems.
Advantages of proposed system

*We modify the framework of the scheme and make it
more practical to cloud storage systems, in which data
owners are not involved in the key generation. We greatly
improve the efficiency of the attribute revocation meth-
od.

*We also highly improve the expressiveness of our access
control scheme, where we remove the limitation that each
attribute can only appear at most once in a cipher text.

ITII. SYSTEM ARCHITECTURE:

Data access control system in multi-authority cloud stor-
age, as described in Fig. 1. There are five types of enti-
ties in the system: a certificate authority (CA), attribute
authorities (AAs), data owners (owners), the cloud server
(server) and data consumers (users).

Certificate Authority:

The CA is a global trusted certificate authority in the sys-
tem. It sets up the system and accepts the registration of
all the users and AAs in the system. For each legal user in
the system, the CA assigns a global unique user identity
to it and also generates a global public key for this user.
However, the CA is not involved in any attribute manage-
ment and the creation of secret keys that are associated
with attributes. For example, the CA can be the Social
Security Administration, an independent agency of the
United States government. Each user will be issued a So-
cial Security Number (SSN) as its global identity.
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Attribute Authorities:

Every AA is an independent attribute authority that is
responsible for entitling and revoking user’s attributes
according to their role or identity in its domain. In our
scheme, every attribute is associated with a single AA,
but each AA can manage an arbitrary number of attributes.
Every AA has full control over the structure and seman-
tics of'its attributes. Each AA is responsible for generating
a public attribute key for each attribute it manages and a
secret key for each user reflecting his/her attributes.

SKuiri‘uidl
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Fig. 1 System architecture for cloud storage
Data Consumers:

Each user has a global identity in the system. A user may
be entitled a set of attributes which may come from multi-
ple attribute authorities. The user will receive a secret key
associated with its attributes entitled by the corresponding
attribute authorities.

Data Owners:
Each owner first divides the data into several components
according to the logic granularities and encrypts each data

component with different content keys by using symmet-
ric encryption techniques.

September 2015




¢ ®“§3n9ering’ ],e('
6%
%

.

£
H
]
o
§
S
~

Then, the owner defines the access policies over attributes
from multiple attribute authorities and encrypts the con-
tent keys under the policies.

Cloud Server:

The owner sends the encrypted data to the cloud server to-
gether with the cipher texts. They do not rely on the server
to do data access control. But, the access control happens
inside the cryptography. That is only when the user’s at-
tributes satisfy the access policy defined in the cipher text;
the user is able to decrypt the cipher text. Thus, users with
different attributes can decrypt different number of content
keys and thus obtain different granularities of information
from the same data.Hence these are the description of the
modules which are present in the system architecture of
the CAP — ABE attribute based encryption. CAP — ABE
means cipher text policy attribute based encryption here
each module performs different kinds of operations.

Security Model:

In multi-authority cloud storage systems, we make the
following assumptions:

*The CA is fully trusted in the system. It will not collude
with any user, but it should be prevented from decrypting
any cipher texts by itself.

*Each AA is trusted but can be corrupted by the adver-
sary.

*The server is curious but honest. It is curious about the
content of the encrypted data or the received message, but
will execute correctly the task assigned by each attribute
authority.

*Each user is dishonest and may collude to obtain unau-
thorized access to data.

IV. OVERVIEW:

To design the data access control scheme for multi au-
thority cloud storage systems, the main challenging issue
is to construct the underlying Revocable Multi authority
CP-ABE protocol. In [6] chase multi-authority CP-ABE
protocol, however, it cannot be directly applied as the
underlying techniques because of two main reasons: 1)
Security Issue:
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Chase’s multi-authority CP-ABE protocol allows the
central authority to decrypt all the ciphertexts, since it
holds the master key of the system; 2) Revocation Issue:
Chase’s protocol does not support attribute revocation.
We propose a new revocable multi-authority CP-ABE
protocol based on the single-authority CP-ABE proposed
by Lewko and Waters . That is we extend it to multi au-
thority scenario and make it revocable. We apply the tech-
niques in Chase’s multi-authority CP-ABE protocol to tie
together the secret keys generated by different authori-
ties for the same user and prevent the collusion attack.
Specifically, we separate the functionality of the authority
into a global certificate authority (CA) and multiple at-
tribute authorities (AAs). The CA sets up the system and
accepts the registration of users and AAs in the system. It
assigns a global user identity uid to each user and a global
authority identity aid to each attribute authority in the
system. Because the uid is globally unique in the system,
secret keys issued by different AAs for the same uid can
be tied together for decryption. Also, because each AA is
associated with an aid, every attribute is distinguishable
even though some AAs may issue the same attribute. To
deal with the security issue instead of using the system
unique public key (generated by the unique master key)
to encrypt data, our scheme requires all attribute authori-
ties to generate their own public keys and uses them to
encrypt data together with the global public parameters.
This prevents the certificate authority in our scheme from
decrypting the cipher texts.

Secret Key Generation:

Each user uid is required to authenticate itself to the
AAaid before it can be entitled some attributes from the
AAaid. The user submits its certificate Certificate(uid) to
the AAaid. The AAaid then authenticates the user by us-
ing the verification key issued by the CA. If it is a legal
user, the AAaid entitles a set of attributes Suid,aid to the
user uid according to its role or identity in its administra-
tion domain. Otherwise, it aborts. Then, the AAaid gener-
ates the user’s secret key SKuid,aid by running the secret
key generation algorithm SKeyGen.

Data Decryption:

All the legal users in the system can freely query any in-
terested encrypted data. Upon receiving the data from the
server, the user runs the decryption algorithm Decrypt to
decrypt the cipher text by using its secret keys from dif-
ferent AAs.
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Only the attributes the user possesses satisfy the access
structure defined in the cipher text CT, the user can get
the content key.

Attribute Revocation:

As we described before, there are two requirements of the
attribute revocation: 1) The revoked user (whose attribute
is revoked) cannot decrypt new cipher texts encrypted
with new public attribute keys (Backward Security); 2)
the newly joined user who has sufficient attributes should
also be able to decrypt the previously published cipher
texts, which are encrypted with previous public attribute
keys (Forward Security).

V. WORKING OF THE SYSTEM:

We design a web browser which consists of all the five
entities, Certificate Authority, Attribute Authorities, Data
owners, Cloud Server, Data Consumers. In this system
taking first the data consumer (user), the user must have
to register with their details. The user must have to reg-
ister in order to use the cloud services. After the registra-
tion the user must have to get the rights in order to upload
the data into cloud, the certificate authority is responsible
for giving rights to the new user. The certificate authority
activates the new user and gives the rights in order to ac-
cess the cloud service. The user can upload their data into
cloud after being certified by the certificate authority. The
data owner (admin) monitors the data that is uploaded in
the web browser, the data owner is responsible for up-
loading the data into cloud which is kept by the user. The
data owner verifies the data and uploads it into the cloud.
The attribute authority is responsible for giving the data
from the cloud to the users. The attribute authority sends
the secrete key to the user, the secrete key authentication
is required in order to download the file from the cloud.
The secrete key generation is useful for the user in order
to maintain the security to the data present in the cloud.
Unauthorized users cannot be able to get the data from the
cloud. The secrete key is sent by the attribute authority to
the registered mail id of the user, so that the data can be
downloaded from the cloud securely. We propose a secure
multi-owner data sharing scheme. It implies that any user
in the group can securely share data with others by the
distrusted cloud. We provide secure and privacy-preserv-
ing access control to users, which guarantees any member
in a group to anonymously utilize the cloud resource. The
fig.2 implies that any user in the group can securely share
data with others by the distrusted cloud.
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Fig. 2 Processes for uploading/downloading data from
the cloud server.

We know that the cloud server cannot be fully trusted by
data owners, thus traditional attribute revocation methods
are no longer suitable for cloud storage systems. The pro-
posed attribute revocation method does not require a fully
trusted server. But, it incurs a heavy communication cost
since it requires the data owner to transmit a new cipher
text component to every non-revoked user. From the Fig.2
we can explain that the members must have to register in
the web site domain in order to access the cloud storage.
After the completion of the registration process the details
of the user are displayed to the cloud authorities so that
the user will be given rights for using the cloud storage. In
order to download the file from the cloud, the attribute au-
thorities will send the key to the user, so that the user must
have to enter the key to get the data stored in the cloud
server. Here the term group managers refer to certificate
authority, attribute authorities, data owner, cloud server.
These entities play a major role for data access.

VI. CONCLUSION:

In this paper we conclude that the success of the paradigm
necessitates the design of a scalable and elastic system
that can provide the data management as a service. We
considered the issues in deploying data management in
the cloud infrastructure. we constructed an effective data
access control scheme for multi-authority cloud storage
systems.
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The revocable multi-authority CPABE is a promising
technique, which can be applied in any remote storage
systems and online social networks etc.
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