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ABSTRACT 

In today’s modern world, it is very easy for a person 

to know his/her location with the help of devices 

having GPS facility. When user’s location is provided 

to LBS, it is possible to user to know all location 

dependent information like location of friends or 

Nearest Restaurant, whether or traffic conditions. 

The massive use of mobile devices pave the way for 

the creation of wireless networks that can be used to 

exchange information based on locations. When the 

exchange of location information is done amongst 

entrusted parties, the privacy of the user could be in 

harmful. Existing protocol doesn’t work on many 

different mobile devices and another issue is that, 

Location Server (LS) should provide misleading data 

to user. So we are working on enhancement of this 

protocol. 
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INTRODUCTION 

Location based queries are provided by location based 

service (LBS). These are generally based on a point of 

interest (POIs). By retrieving the Points Of Interest 

from the database server, user probably get answers to 

various location based queries, which are for example 

discovering the nearest hospital, ATM machine or 

police station, restaurant.  

 

In years there has been increase in the number of 

devices querying location servers for information 

about POIs. Queries are thus use for obtain required 

information from database [1]. 

 

Location Based Service (LBS) 

Location based service is a service accessible with 

mobile phones, pocket PC’s, GPS devices. It is like 

Google maps, map request. Mobile devices with 

positioning capabilities (e.g. GPS) facilates access to 

location based services that provide information 

relevant to the user’s geospatial context. Number of 

users uses these services for retrieving Points of 

Interest from their current location. LBS can be query 

based and provides the end user with useful 

information such as “Where is the nearest restaurant?” 

 

But there are certain problems while using LBS that it 

may collect and use vast amount of information about 

consumer for a wide range of purpose. Location 

information is sensitive and users don’t want to share 

such information to untrustworthy LBS servers. 

Because number of malicious adversaries may obtain 

more private knowledge of the users.  

Also, queries fire by the user having sensitive 

information about individuals, including health 

condition, lifestyle habits. So he doesn’t want to 

disclose it. Privacy concerns are expected to rise as 

LBSs become more common. Location privacy means 

data privacy. So here privacy assurance is measure 

issue. On the other, location server has their own 

database in which, number of point of interest records 

are located (fig.2). So server has to prevent database 

access from unauthorized user and also user who have 

not pay for that service. 
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Fig - Location Based Service 

Number of Existing system used protocols for privacy 

of Location based services. But we have to secure 

three things i) location privacy 

ii) query privacy 

iii) database privacy 

EXISTING SYSTEM: 

The Location Server (LS), which offers some LBS, 

spends its resources to compile information about 

various interesting POIs. Hence, it is expected that the 

LS would not disclose any information without fees. 

Therefore the LBS has to ensure that LS’s data is not 

accessed by any unauthorized user. During the process 

of transmission the users should not be allowed to 

discover any information for which they have not paid. 

It is thus crucial that solutions be devised that address 

the privacy of the users issuing queries, but also 

prevent users from accessing content to which they do 

not have authorization. 

 

DISADVANTAGES OF EXISTING SYSTEM: 

 Among many challenging barriers to the wide 

deployment of such application, privacy 

assurance is a major issue 

 The user can get answers to various location 

based queries, 

 

PROPOSED SYSTEM: 

In this paper, we propose a novel protocol for location 

based queries that has major performance 

improvements with respect to the approach by Ghinita 

at el. And. Like such protocol, our protocol is 

organized according to two stages. In the first stage, 

the user privately determines his/her location within a 

public grid, using oblivious transfer. This data contains 

both the ID and associated symmetric key for the block 

of data in the private grid. In the second stage, the user 

executes a communicational efficient PIR, to retrieve 

the appropriate block in the private grid. This block is 

decrypted using the symmetric key obtained in the 

previous stage. 

 

Our protocol thus provides protection for both the user 

and the server. The user is protected because the server 

is unable to determine his/her location. Similarly, the 

server’s data is protected since a malicious user can 

only decrypt the block of data obtained by PIR with 

the encryption key acquired in the previous stage. In 

other words, users cannot gain any more data than 

what they have paid for. We remark that this paper is 

an enhancement of a previous work. 

ADVANTAGES OF PROPOSED SYSTEM: 

 Redesigned the key structure. 

 Added a formal security model. 

 Implemented the solution on both a mobile 

device and desktop machine. 

SYSTEM ARCHITECTURE: 
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Conclusion 

In today’s world, privacy has proved to be major 

concern. Sensitive information is preserve by people 

and there is always worry about not allowing it to be 

share in process of querying. This paper thus put forth 

survey on existing literature and techniques used in 

field of privacy for protection of data and other 

content. Working with privacy preserving, various 

different techniques used are studied in paper along 

with their pros and cons. All methods implemented 

new approach of working in order to satisfy objective 

is reviewed. The proper maintenance of privacy and 

the detection of the query that violate privacy is the 

aim to look upon in process of transfer and retrieval of 

data between user and server. Working on PIR and 

related work proved adaptive method among them. 

Based on this future work could be done in efficient 

way and faster in much more real time. This could be 

contribution to the system further. 
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